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ABSTRACT

Network operators using next-generation networks have the potential to service
users without pre-existing contractual arrangements. Several research groups are
working on ways of developing and implementing that type of interaction with
game theory techniques, market-based mechanisms (for example auctions) and
techniques based on mesh networks among others. We believe the policy-based
network management field provides some excellent ideas that can be borrowed
and adapted to the field of ubiquitous or pervasive services pricing. This research-
in-progress paper explores the prospects of using policy-based mechanisms to
adequately price ubiquitous network services.

1. INTRODUCTION

One of the keys for the success of ubiquitous network services is the issue of
assigning prices to those services. Furthermore, ubiquitous services based on a
network of complementary technologies, both fixed and wireless, have created the
expectation of services that can be obtained dynamically and automatically with
the minimum possible of interaction between the users and potentially complex
network systems. Intelligent agents would negotiate the best conditions to make
sure the user obtains always the best possible connection (Voinov and Valladares,
2003). This best possible connection would be selected by comparing the different
services, quality of the services offered, prices and reaching a decision based on
the policies the user has configured in her intelligent agent and in conjunction
with the policies being presented by the different service providers.

It is clear that, from the technical point of view, the scenario depicted above is
feasible. There has been continued progress on the integration of technologies such
as WiFi, “Mesh” and “Ad-Hoc” networks with the traditional phone networks and
fixed sub-networks based on the TCP/IP family of protocols. Telecommunication
companies have exploited the popularity of WiFi “hot spots™ as access ramps to
their 3G services (Legard 2003). However, there is work to be done in the area
of agreeing how to price network services, especially when that “network” is
supplied by different organizations and potential users may not have contractual
agreements with all the players involved.

The current telecommunications environment, in which virtual operators re-sell
network services, in which some firms are customers of a traditional “Telco”
while at the same time offering services to many other smaller organizations,
forces us to redefine many of the business models that had been used so far. Long
term contracts are being challenged by many other arrangements that give more
flexibility to the users. These changes, in most cases promoted by users’ require-
ments and further “pushed” by competitive, and innovative, new entrants into the
telecommunications arena have resulted on a profound transformation in the way
services are acquired and billed. This fact will always clash with the tendency of
traditional “Telcos” to keep billing as simple as possible (Meyer, 2003).

2. USING POLICY-BASED TECHNIQUES TO PRICE
UBIQUITOUS NETWORK SERVICES

Policies have been used as a means of implementing flexible and adaptive systems
for the management of Internet services, distributed and security systems. In the
last five years policy-based network management (PBNM) received even more

attention due to the fact that policies are considered an enabler of the autonomic
networking paradigm (Serrano et al., 2006).

As defined in Sloman (1994), policies are rules governing the behaviour of a
system. As in any rule-based system, one of the major issues is the detection and
resolution of the conflicts. A policy conflict occurs when the conditions of two or
more policy rules that apply to the same set of managed objects are simultaneously
satisfied, but the actions of two or more of these policy rules conflict with each
other. A model to deal with policy conflicts has been proposed by Baliosian et al.
(2004) and has been used in the core of an autonomic networking environment
proving to be functionally correct and computationally efficient (Vidales, P. et
al. 2005). This approach may be used in our pricing context problem. In fact, a
user may have policies to drive her access to the network services, whereas dif-
ferent service providers may also have different pricing policies to promote the
use of their respective resources. The final outcome will be the result of solving
a likely conflicting situation between the user’s policies and the service provid-
ers’ policies.

Adifferentissue arises considering the policy deployment problem. A policy-based
managed system (i.e. a pricing system) may be constituted by many different com-
ponents and these components need to be driven by different enforceable policies
that globally ensure a given system behaviour. Even in systems where only a few
tenths of policies need to be deployed it would be almost impossible to design these
policies independently and guarantee at the same time global system behaviour.
Therefore a procedure, also known as policy generation and refinement, is needed
that coming from a high level goal assists the policy designer to systematically
derive system enforceable policies. In that area is worthy to mention the work of
Rubio et al. (2005) that was later formulated as a holistic refinement approach
and validated in a QoS management environment (Rubio, J. et al., 2006). This
approach could be clearly adopted for the definition of pricing policies.

From a complementary point of view, pricing policies for a network providing
ubiquitous services can then be defined using the policy management paradigm,
so that when a potential client “walks” into the coverage area of a provider a
basic exchange can inform the client about the active policies for accessing the
network facilities. Policies may include price structures (tariffs), security restric-
tions (who is allowed in), and resource allocation schemes (e.g. bandwidth). The
potential client (or an agent on her behalf) would analyze those policies which
will be expressed on open format (XML) and standard technologies (such as
J2EE and Web services; see Agrawal et al (2005)) and decide whether she would
like to use the services.

3. FUTURE WORK

Inthe context of Next Generation services, is worthy to mention pervasive services
for their impact on the final users. Nevertheless, deploying such services requires
the convergence of several technologies; among those we highlight policy-based
network management and pricing. In principle, the flexibility of the policy-based
management paradigm is very promising and makes it a candidate for service
management, but in a very dynamic and distributed context, not only in terms
of the number of users but also in the environment diversity, as it is the case of
generalised computing, is not possible to rely on human managers to undertake
updating changes in the bulk of policies used in order to adapt to new services or
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devices connected to the network, or to be able to cope with any potential policy
conflict. Therefore, it is mandatory to make use of mechanisms, not yet available
today, for automatic policy generation and refinement as well as for policy conflict
detection and resolution.

On the other hand, deploying ubiquitous services requires that users and provid-
ers collaborate in order to assign prices to these services. The key factor in the
pricing mechanisms in the context of such services is the dynamic adaptation to
the environment (context awareness) and henceforth their temporal evolution as a
function of the context. Then, we require pricing models that take into account the
services context and particularly the availability of resources in a non-cooperative
business model. Also, pricing must consider the mechanisms to make the users
aware about the evolution of the current prices.

Ourresearch aims to tackle four challenges related to the above described ideas: To
develop an automatic generation model for service management policies intended
to deal with a variety of devices and services not known beforehand; To develop
a formal method to bring and automatic method for policy conflict detection and
resolution; To establish dynamic pricing models to represent the real cost of con-
text-aware services; To propose the necessary mechanisms to ensure that the user
is aware of the price evolution and hence he/she can react in consequence.
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