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IntroductIon

RFID	(radio	frequency	identification)	technology	
can be expressed in the most universal manner 
as	wireless	identification	technology,	which	does	
not need the line-of-sight to be read or written. 
It	offers	enhancement	of	identification	technolo-
gies like barcode technology. Optical barcode 
technology was developed in 1948 by Silver and 
Woodland at Drexel Institute of Technology and 
first	commercially	used	in	1966	(Adams,	2002).	
Barcode technology stores data in the widths and 
spacings of printed parallel lines, or in patterns 
of dots, concentric circles, and hidden within 
images. The most extended is UPC code which 
was invented in 1973 and since then became 
everyday part of our life. Other commonly used 
types of barcodes are Code 128, Code 93 (Groover, 
1980) and DataMatrix 2D barcode.  At this time, 
mostly the barcodes are keeping inventory and 

shipments moving. RFID and barcode technology 
complement each other because both of them are 
beneficial	in	different	situations	and	can	be	used	
together in many applications.  

RFID technology has several advantages for 
managing and collecting object’s data or track-
ing it as it moves through the supply chain (SC). 
Two of them are related to the increased abilities 
of	 security	 and	 reliability	 of	 the	 identification	
systems.	These	 two	properties	of	 identification	
technologies are equally important for their use 
in supply chain management (SCM).

The purpose of this chapter is to highlight 
selected areas of this technology that may be 
critical	specific	aspects	of	further	RFID develop-
ment and applications. We have also discussed 
about differences between RFID and barcode 
technologies especially in terms of their use in 
SCM and concluded this article with expectations 
of further development of this still progressive 
technology.
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bAcKGround

Security and reliability issues have their roots in 
history of RFID technology (RFID Journal, 2005). 
Principles of RFID technology are based on the 
fundamentals of electromagnetic energy, radio 
broadcast technology and radar technology. The 
first	active	identification	friend	or	foe	(IFF)	system	
was developed by the British during World War 
II.	It	was	radio	frequency	identification	technol-
ogy	for	identification	of	friendly	aircrafts.	Each	
plane was equipped with a transmitter, which 
began to broadcast signal back after receiving 
signals from radar stations on the ground (Landt, 
2001). System was very simple and was not very 
secure. This is the point where not only reliability, 
but	also	security	becomes	significant	issue.	The	
reasons why security and reliability of RFID 
technology became important are at most actual 
and are implicitly involved in numerous polemics 
about security and reliability of RFID technology 
(Karygiannis, Eydt, Barber, et al., 2007; Rieback, 
Crispo, & Tannenbaum, 2006a; Thorton et al., 
2006; Wyld, 2005; Rieback, Crispo, Tanenbaum, 
2006b; Macaulay, Abeysinghe, 2004; Bono, 
2005). Explicitly we can see the reasons in exist-
ing precedence about potential serious impacts 
that are mentioned later in this chapter. Another 
important milestone can be considered the patent 
on RFID that was granted to Mario Cardullo in 
1973. In the same year Charles Walton invented 
access control system based on RFID (Rieback 
et	al.,	2006a).	The	first	widespread	RFID tag was 
1-bit tag (the bit is either on or off) as a part of 
electronic article surveillance (EAS). EAS could 
only detect the presence or absence of the tag. 
In other words if someone does not pay, the tag 
remains on and the readers at the door detects the 
tag and the alarm sounds to alert un authorized 
removal. The U.S. government was also support-
ing research and development of RFID systems. 
Los Alamos National Laboratory in New Mexico 
soon became a leading center for R&D of this 
technology (Shepard, 2005). This laboratory 

developed automated toll payment systems and 
passive RFID tag to track cows. Both are still used 
all around the world. Further development lead to 
use higher frequencies that allowed greater and 
faster data transfer rates. In 1999 Uniform Code 
Councile, EAN International, Procter and Gamble, 
and Gillette founded an Auto-ID Center project 
at Massachusetts Institute of Technology for de-
velopment of RFID standards. The main result of 
this project was electronic product code (EPC). 
Other results are air interface protocols (Class 1 
and Class 0) and network architecture scheme, 
which links objects to the Internet through the 
tag. After that Uniform Code Council and EAN 
International created joint venture EPCglobal 
Inc. to commercialize EPC technology due to 
high importance of EPC technology, since it 
could	 dramatically	 improve	 efficiencies	within	
supply chain. Previous research responsibilities 
of Auto-ID center were delegate to EPC global. 
Recently, more attention is given to security of 
RFID technology. To corroborate it by facts the 
following events can be mentioned. In January, 
2005, students at Johns Hopkins University broke 
encryption of SpeedPass electronic payment and 
RFID point of sale (POS) system. In February, 
2006, Adi Shamir reported that he could monitor 
power levels in an RFID tag which can be used 
to compromise the secure hashing algorithm 1 
(SHA-1) used in some RFID tags (Thorton et al., 
2006). However, it is not the reason for a resigna-
tion, as a level of risks depends in generally, but 
also	in	the	specific	area,	on	preventive	actions.	
The example supporting this statement offers 
the situation in privacy protection. In contrast to 
barcode technology, RFID technology has greater 
implications on individuals’ privacy, because 
RFID	tags	used	in	personal	identification	cards	
can be read from an abundant distance without 
that person’s knowledge or consent. This led to 
creation of groups like FoeBud or CASPIAN that 
are against this technology, because they fear, 
that they could be tracked by tags. In the mean-
time, blockers for passport RFID tags in a form 
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