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ABSTRACT

The question of whether ethical theories appealing to human morality can
serve asameans of protection against information system security breaches
has been recognized by several authors. The existing views concerning the
role of ethics in information systems security can be divided into two
categories. Theseare (1) expressionsabout the use of human morality and (2)
arguments claiming that the use of ethics is useless or, at best, extremely
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restricted. However, theformer viewsaregeneral statementslacking concrete
guidance and the latter viewpoint isbased on cultural relativism, and can be
thus classified as descriptivism. This paper claims that the use of ethical
theories and human morality is useful for security, particularly given that
Hare sOverridingthesishasvalidity—thoughit hasitslimitations, too. This
paper further argues that descriptivism (including the doctrine of cultural
relativism) leadsto several problems, contradictionsand causes detrimental
effects to our well-being (and security). Therefore, an alternative approach
tousing ethicsinminimizng security breachesthatisbased on non-descriptive
theoriesisproposed. Theuseof non-descriptivismwill bedemonstrated using
Rawls' concept of the” veil ofignorance.” Thelimitationsof non-descriptivism,
and appealing to human morality in a general sense, will also be discussed.
Finally, suggestionsfor future research directions are outlined.

INTRODUCTION

Therelevanceof security solutionsand proceduresdependsonthemotivation
of theusersto comply with the security solutions/proceduresprovided. Many
studiesindicatethat usersfail tocomply withinformation security policiesand
guidelines(e.g., Goodhue& Straub, 1989; Parker, 1998; Perry, 1985). Itiswidely
argued (e.g., Loch & Carr, 1991; Anderson, 1993; Parker, 1998; Vardi &
Wiener, 1996; Neumann, 1999) that aremarkabl eportionof security breachesare
carriedout by organizations ownemployees. Severa proposa shavebeenmade
totacklethishuman problem; thesol utionsrangefrom (1) increasingtheusers
motivation(e.g., McLean, 1992; Perry, 1985; Siponen, 2000a; Thomson & von
Solms, 1998), (2) usingethics(e.g. , Kowalski, 1990; Leiwo & Heikkuri, 19983,
1998b), (3) organizational/professional codesof ethics(e.g., Harrington, 1996;
Straub & Widom, 1984; Parker, 1998), to (4) using different deterrents(e.g.,
Straub, 1990). Withrespect tothesecondissue— Canhumanmorality function
asameansof ensuringinformationsecurity ? Theexistingworkscanbedividedinto
twocategories. Thefirst category coversexpress onsconcerningtheuseof human
morality including Kowal ski (1990), Baskerville (1995), Siponen (2000) and
Dhillon& Backhouse(2000):

*  “Security administrators are realizing that ethics can function as the
common language for all different groups within the computer commu-
nity” (Kowalski, 1990).

“Proper user conduct can effectively prevent [security] violations’
(Baskerville, 1995, p. 246).
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