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Ubiquitous Use of RFID
in the Health Industry

Mary Brown
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ABSTRACT

Radio Frequency Ildentification (RFID) technologies are becoming ubiquitous in a variety of settings

and industries. The healthcare industry has adopted the use of RFID as a means of tracking equipment,

managing inventory, to locating human resources including controversial applications involving injecting
chips into humans as a means of authentication. There are a variety of ethical implications to the use of
this technology as well as potential health concerns that will be explored in this chapter.

WHAT IS RFID?

One of the seminal works on Radio Frequency
Identification (RFID) technology was first
published by Stockman (1948) in conference
proceedings for an International Radio Engineers
conference. The idea that energy can be reflective
and respond to a stimulant is at the root of how
RFID works today.

RFID has been around since World War Il when
it combined radar with radio technology and was
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used by the British to differentiate friendly aircraft
from enemy aircraft. This was accomplished by
attaching a transponder to friendly aircraft which
could be picked up by the allies. Landt (2005)
suggests that following the recognition of how
RFID might be made to work, the application of
the technology was delayed as much as 30 years by
the lack of other supporting technologies includ-
ing transistors, integrated circuits and network-
ing technologies. It is the integration of RFID to
these other technologies that have resulted in the
dramatic range of ways that RFID is currently
being used or considered for use. The advent of
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these supporting technologies also means that
the infrastructure to support RFID is becoming
ubiquitous (wireless, satellites, communication
technologies etc) creating an environment where
the potential use of this technology in different
applications continues to grow and expand.

RFIDtechnology is being used in a wide range
of activities these days, and there are some basic
components that exist in all implementations of
this technology. One of these basic components
is an RFID tag or sensor that is typically located
on a computer chip, although good progress has
been made in the development of RFID tags that
are printed onto a surface rather than manufactur-
ing an actual chip. Subramanian and et al (2005)
review some of the advancements in the creation of
printed RFID tags which are thought to be capable
of lowering the cost of the tags. It is the cost of
tags that are one of the most significant barriers
to adoption for large scale applications in areas
such as manufacturing and shipping.

These RFID tags, regardless of their format, are
programmed with a specific payload in the form
of data. When a reader designed to stimulate and
discharge the payload is applied to the sensor it
transmits this data to the reader. The data that is
fed to the reader using back spatter and is then
transmitted, generally through wireless networks,
to a backend database. According to Clampitt
(2006) RFID technology is similar to bar code
technology with the exception that, RFID tags are
typically smaller and more durable than a typi-
cal bar code. The most important differentiator
between an RFID tag and a bar code is that the
bar code can tell someone in the supply chain that
the item on which the code is attached is a certain
type of peanut butter. If that same jar of peanut
butter was instead attached to an RFID chip, the
response would identify that unique instance of
the certain type of peanut butter. It is this ability
to use RFID to uniquely identify an object to
which it has been attached that has created much
interest in how this technology can be applied in
the healthcare industry. It is also the crux at which

privacy experts see the opportunity for serious
ethical implications in how the technology is
used. For example, imagine a reader embedded
in an anti-theft gateway of a high end department
store. The customer is scanned as they pass into
the store. The reader activates all of the tags em-
bedded in the shoes, the skirt, the jacket, the purse
of the customer and sends that information to an
expert system database. The system analyzes the
data from the tags, compares it with the inventory
system and sends a personalized coupon to the
customer on their cell phone. There are those who
would embrace this kind of interaction and there
are others for whom it would be just plain creepy.

Imagine that these same customer tags were
sent to the cell phone of the sales rep with an
analysis and recommendation that, based on the
creditcheck done by validating the credit card chip
in the purse, as to how much time and attention
the sales person should spend on them.

These are examples of just two of the many
different ethical and legal issues that can be as-
sociated with the use of RFID. The society has
currently determined that health data is private
based on the HIPAA and HITECH legislation
(hhs.gov, 2010). The use of RFID within the
health industry must include consideration of how
these laws impact the security and privacy of the
subject of health data.

RFID chips can be combined, as an example,
with sensors used to measure temperature.
Clampitt (2006) identifies important functionality
that can be added to an RFID chip including the
ability to register environmental conditions and
other measurements that are capable of document-
ing the environment through which an RFID chip
has travelled over space and time. For example,
perishable items being transported can have an
RFID chip and sensor attached to the packaging
and, through the use of onboard memory that is
updated along the way, can literally tell the person
atthe other end to what temperatures that package
was exposed along the way.

167



11 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/ubiquitous-use-rfid-health-industry/52367

Related Content

Firewalls as Continuing Solutions for Network Security
Andy Luse (2009). Handbook of Research on Information Security and Assurance (pp. 98-108).

www.irma-international.org/chapter/firewalls-continuing-solutions-network-security/20643

Secure Agent Roaming for Mobile Business

Sheng-Uei Guan (2008). Information Security and Ethics: Concepts, Methodologies, Tools, and
Applications (pp. 2892-2904).
www.irma-international.org/chapter/secure-agent-roaming-mobile-business/23262

PAKE on the Web
Xunhua Wangand Hua Lin (2009). International Journal of Information Security and Privacy (pp. 29-42).
www.irma-international.org/article/pake-web/40359

Energy, Reliability, and Trust-Based Security Framework for Clustering-Based Routing Model in
WSN

Mallanagouda Biradarand Basavaraj Mathapathi (2023). International Journal of Information Security and
Privacy (pp. 1-18).
www.irma-international.org/article/energy-reliability-and-trust-based-security-framework-for-clustering-based-routing-
model-in-wsn/315817

Aggregate Searchable Encryption With Result Privacy

Dhruti P. Sharmaand Devesh C. Jinwala (2020). International Journal of Information Security and Privacy
(pp. 62-82).

www.irma-international.org/article/aggregate-searchable-encryption-with-result-privacy/247427



http://www.igi-global.com/chapter/ubiquitous-use-rfid-health-industry/52367
http://www.irma-international.org/chapter/firewalls-continuing-solutions-network-security/20643
http://www.irma-international.org/chapter/secure-agent-roaming-mobile-business/23262
http://www.irma-international.org/article/pake-web/40359
http://www.irma-international.org/article/energy-reliability-and-trust-based-security-framework-for-clustering-based-routing-model-in-wsn/315817
http://www.irma-international.org/article/energy-reliability-and-trust-based-security-framework-for-clustering-based-routing-model-in-wsn/315817
http://www.irma-international.org/article/aggregate-searchable-encryption-with-result-privacy/247427

