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INTRODUCTION

Cloud computing is arguably one of the most 
significant technological shifts of our time. 
The mere idea of being able to use computing 
in a similar manner to using a utility, such as 
electricity, is revolutionizing the IT services 
world and holds great potential. Customers, 
whether large enterprises or small businesses, 
are drawn toward the cloud’s promises of 
agility, reduced capital costs, and enhanced 
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ABSTRACT
Cloud Computing (CC) is revolutionizing the methodology by which IT services are being utilized. It is being 
introduced and marketed with many attractive promises that are enticing to many companies and manag-
ers, such as reduced capital costs and relief from managing complex information technology infrastructure. 
However, along with desirable benefits come risks and security concerns that must be considered and addressed 
correctly. Thus, security issues must be considered as a major issue when considering Cloud Computing. This 
paper discusses Cloud Computing and its related concepts; highlights and categorizes many of the security 
issues introduced by the “cloud”; surveys the risks, threats, and vulnerabilities; and makes the necessary 
recommendations that can help promote the benefits and mitigate the risks associated with Cloud Computing.

IT resources. IT companies are shifting from 
providing their own IT infrastructure to utiliz-
ing the computation services provided by the 
cloud for their information technology needs 
(Carr, 2008).

Cloud computing introduces a level of 
abstraction between the physical infrastructure 
and the owner of the information being stored 
and processed. Such indirect control of the 
physical environment introduces vulnerabilities 
unknown in previous settings. Such a radical 
change is of course not risk free. As IT services 
are contracted outside of the enterprise, the 

DOI: 10.4018/ijcac.2011070101



2   International Journal of Cloud Applications and Computing, 1(3), 1-11, July-September 2011

Copyright © 2011, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

dependency on third party providers compels 
companies to rethink their risk management 
techniques and adapt accordingly.

After this brief introduction, the remainder 
of this paper is organized as follows: First, we 
provide an overview of cloud computing, its 
services, and core technologies; we provide a 
survey of known general risks, vulnerabilities 
and threats, and then explore the additional risks 
introduced by (or relevant to) cloud computing; 
some real world examples of vulnerabilities of 
cloud computing that have been reported in the 
literature are discussed; and we provide our 
conclusion and recommendations.

OVERVIEW OF CLOUD 
COMPUTING

As with any new technology, the definition of 
cloud computing is changing with the evolu-
tion of technology and its services. No standard 
definition for cloud computing has yet been 
agreed upon, especially since it encompasses 
so many different models and potential mar-
kets, depending on venders and services. In the 
simplest of terms, cloud computing is basically 
internet- based computing. The term “cloud” is 
used as a metaphor for the Internet, and came 
from the well known cloud drawing that was 
used in network diagrams to depict the Inter-
net’s underlying networking infrastructure. The 
computation in the internet is done by groups 
of shared servers that provide on demand hard-
ware resources, data and software to devices 
connected to the net.

The National Institute of Standards and 
Technology NIST, gives a more formal defini-
tion: “Cloud computing is a model for enabling 
convenient, on-demand network access to a 
shared pool of configurable computing resourc-
es (e.g., networks, servers, storage, applications, 
and services) that can be rapidly provisioned 
and released with minimal management effort 
or service provider interaction” (NIST, 2010) 
also notes that this definition will probably 
change over time.

In this sense, users of cloud computing 
are raised to a level of abstraction where they 
are hidden and relived from the details of the 
hardware or software infrastructures that sup-
ports their computations. This greatly simplifies 
the costs involved in establishing and managing 
the IT that is needed to meet the requirements 
of any business. And since businesses will pay 
only for the required IT resources when and as 
they are needed, more and much more power-
ful resources can be provided at a fraction of 
the price of the real value for such resources.

Core Technologies

To better understand the security issues that are 
associated with CC, it is important to discuss 
the core concepts and technologies in cloud 
computing. CC is based on the general prin-
ciple of utility computing – providing metered 
services of computing resources in a similar 
manner to the other utilities such as electricity. 
The measured service-oriented perspective for 
computing resources can be easily understood 
for the hardware resources. But this perspec-
tive can also be extended to software systems 
because they are designed and built in the form 
of autonomous interoperable services (Wei & 
Blake, 2010).

The large variety of devices that can connect 
to the internet, such as PDAs, mobile phones 
and handheld and static devices, all expanded 
the number of ways the cloud can be accessed. 
Coupled with acceptance of the browser as 
some sort of universal interface for even very 
complex systems, the potential of cloud comput-
ing could be tapped using basically any device 
that can load a browser. High speed broadband 
networks, data centers, and server farms are 
also critical components.

But perhaps the most influential concept 
in cloud computing would be virtualization. 
In computing, virtualization is the creation 
of a virtual (rather than actual) version of 
computers or operating systems. In this sense, 
the physical traits of the computing platform 
are hidden from the users and instead another 
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