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INTRODUCTION

In order to conduct business, organizations must 
try to assess and ensure compliance with privacy 
legislation, policies and regulations, as part of 
their IT governance initiatives. Such privacy 

management is an important issue for e-business 
organizations since e-business can be defined as 
“the utilization of information and communica-
tions technologies (ICT) in support of all the ac-
tivities of business” (Wikipedia, 2008). This issue 
involves both operational aspects, related to the 
enforcement of privacy policies, and compliance 
aspects related to checking for compliance of these 
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ABSTRACT

Increasingly, e-business organisations are coming under pressure to be compliant to a range of privacy 
legislation, policies and best practice. There is a clear need for high-level management and administra-
tors to be able to assess in a dynamic, customisable way the degree to which their enterprise complies 
with these. We outline a solution to this problem in the form of a model-driven automated privacy pro-
cess analysis and configuration checking system. This system models privacy compliance constraints, 
automates the assessment of the extent to which a particular computing environment is compliant and 
generates dashboard-style reports that highlight policy failures. We have developed a prototype that 
provides this functionality in the context of governance audit; this includes the development of software 
agents to gather information on-the-fly regarding selected privacy enhancing technologies and other 
aspects of enterprise system configuration. This approach may also be tailored to enhance the assurance 
provided by existing governance tools.
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policies to expected business processes and their 
deployment into the enterprise IT infrastructures.

The Need for Automation

We address the problem of how to make privacy 
management more effective by introducing more 
technology and automation into the operation of 
privacy in e-business organizations. Enterprises 
are coming under increasing pressure to improve 
privacy management, both to satisfy customers 
and to comply with external regulation (Laurant, 
2003) or internal policies. Not only are human 
processes prone to failure but the scale of the 
problem highlights the desire for additional 
technology to be part of the solution. The trend 
towards complexity and dynamism in system 
configurations heightens this need for automation 
to ensure that privacy and security properties are 
maintained as changes occur, and in addition to 
check that the privacy enhancing technologies are 
operating as desired.

Automated Compliance 
Checking Requirements

Most of the technical work done in this space 
focuses on the provision of auditing and reporting 
solutions that analyse logged events and check 
them against privacy policies and process guide-
lines. These auditing systems usually operate at 
a low level of abstraction and do not take into ac-
count the overall compliance management process 
that involves both the refinement of privacy laws 
and guidelines within enterprise contexts, their 
mapping into the enterprise IT infrastructure and 
their subsequent checking against the enterprise’s 
operational behaviour.

At present there is a gap between the defini-
tion of high-level regulations, standards and best 
practices and what is actually happening in an 
enterprise at the level of application software, 
system software and middleware, processors, 
networks and data stores. The current approach 

is to fill this gap using people-based processes, 
but there are drawbacks to this, in terms of be-
ing slow, expensive, error-prone and leading to 
best-effort compliance due to limited resources. 
Our vision is to bridge this gap where possible 
with model-based technology and automation, as 
shown in Figure 1. On the one hand privacy policy 
enforcement technologies can be used to deliver 
compliance to privacy principles and goals; on 
the other hand (the focus of this article) we can 
use system monitoring technologies to continu-
ously assess their actual performance and ability 
to deliver against the requirements of the policy.

Our Approach

To address this problem we are developing a Policy 
Compliance Checking System. Key requirements 
of this system are to:

R1.	 model privacy policies (based on company 
privacy policies, laws and guidelines or best 
practice). A mechanism is needed that en-
ables such models to be defined and viewed. 
Predefined models should also be usable, 
and amendable by expert users if desired.

R2.	 map these models at the IT level. It is neces-
sary to configure the models to the deployed 
system.

R3.	 analyze related events. The compliance 
checking system needs to monitor those 
properties of the deployed system that can 
affect satisfaction of the privacy policies.

R4.	 generate meaningful reports highlighting 
compliance aspects and violations. These 
reports should be understandable to non-
experts, and allow drilling down to a greater 
level of detail.

This system should supervise and report on 
the availability of other privacy enhancing tech-
nologies (PETs) – for example, privacy policy 
enforcement systems, obligation management 
systems and security technologies – and check for 



 

 

16 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/model-based-privacy-compliance-

checker1/61015

Related Content

Lightweight Secure Architectural Framework for Internet of Things
 Muthuramalingam S.,  Nisha Angeline C. V.and Raja Lavanya (2019). Countering Cyber Attacks and

Preserving the Integrity and Availability of Critical Systems (pp. 157-168).

www.irma-international.org/chapter/lightweight-secure-architectural-framework-for-internet-of-things/222221

Image Forensics Using Generalised Benford’s Law for Improving Image Authentication Detection

Rates in Semi-Fragile Watermarking
Xi Zhao, Anthony T.S. Hoand Yun Q. Shi (2012). Crime Prevention Technologies and Applications for

Advancing Criminal Investigation (pp. 36-52).

www.irma-international.org/chapter/image-forensics-using-generalised-benford/66831

Cloud-ElGamal and Fast Cloud-RSA Homomorphic Schemes for Protecting Data Confidentiality

in Cloud Computing
Khalid El Makkaoui, Abderrahim Beni-Hssaneand Abdellah Ezzati (2019). International Journal of Digital

Crime and Forensics (pp. 90-102).

www.irma-international.org/article/cloud-elgamal-and-fast-cloud-rsa-homomorphic-schemes-for-protecting-data-

confidentiality-in-cloud-computing/227641

Efficient Anonymous Identity-Based Broadcast Encryption without Random Oracles
Xie Liand Ren Yanli (2014). International Journal of Digital Crime and Forensics (pp. 40-51).

www.irma-international.org/article/efficient-anonymous-identity-based-broadcast-encryption-without-random-

oracles/120220

A Biologically Inspired Smart Camera for Use in Surveillance Applications
Kosta Haltis, Matthew Sorelland Russell Brinkworth (2010). International Journal of Digital Crime and

Forensics (pp. 1-14).

www.irma-international.org/article/biologically-inspired-smart-camera-use/46043

http://www.igi-global.com/chapter/model-based-privacy-compliance-checker1/61015
http://www.igi-global.com/chapter/model-based-privacy-compliance-checker1/61015
http://www.irma-international.org/chapter/lightweight-secure-architectural-framework-for-internet-of-things/222221
http://www.irma-international.org/chapter/image-forensics-using-generalised-benford/66831
http://www.irma-international.org/article/cloud-elgamal-and-fast-cloud-rsa-homomorphic-schemes-for-protecting-data-confidentiality-in-cloud-computing/227641
http://www.irma-international.org/article/cloud-elgamal-and-fast-cloud-rsa-homomorphic-schemes-for-protecting-data-confidentiality-in-cloud-computing/227641
http://www.irma-international.org/article/efficient-anonymous-identity-based-broadcast-encryption-without-random-oracles/120220
http://www.irma-international.org/article/efficient-anonymous-identity-based-broadcast-encryption-without-random-oracles/120220
http://www.irma-international.org/article/biologically-inspired-smart-camera-use/46043

