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Chapter  7.9

INTRODUCTION

The EU adopted the Data Retention Directive in 
March 2006. The purpose of the Directive is to 
achieve an EU-wide harmonisation of national 
requirements for the mandatory retention of com-

munications data. Seen from a broader scope, 
data retention fits well into the post-9/11 war on 
terror measurements. The shift toward an omni-
scient surveillance-state has generally often been 
compared to scenarios familiar from the prophetic 
novel 1984 by George Orwell (1949).
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ABSTRACT

The Data Retention Directive (2006/24/EC) provides the obligation for providers of publicly available 
electronic communications services or of public communications networks to retain traffic and location 
data for six months up to two years for the purpose of the investigation, detection and prosecution of 
serious crime. In the regulatory framework imposed by this Directive, the Portuguese Law no. 32/2008, 
of 17 July, requires that providers of publicly available electronic communication services or of public 
communications networks retain specific communication data, so that such data can be accessed by 
competent authorities, exclusively for the purpose of investigation, detection and prosecution of serious 
crime. Retained (via digital storage) metadata of telecommunications acts change and transform into 
the content of something else: a surveillance program. The concept of a data space that provides move-
ment within and between data described here illustrates the powers of data retention in an imaginable 
way. Considering potential uses and misuses of retained data such as traffic analysis, social network 
analysis and data mining, this chapter examines the degree of interference with the right to privacy 
posed by the data retention laws.
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What about the Balance between Law Enforcement and Data Protection?

After the terrorist attacks in Europe in 2004 
and 2005, the EU passed the Directive because 
of the legal and technical differences between na-
tional provisions for data retention1. The European 
Union Directive on data retention2, though less 
than 10 pages long, is invested with considerable 
authority3. The Data Retention Directive requires 
EU governments to retain data for assistance in 
the investigation, detection and prosecution of 
serious crime3 and covers both telephones and the 
internet. It directs the member states to pass a law 
compelling each provider of telecommunications 
services to retain traffic and location data for at 
least the past six, and at most, the last 24 months.

Two key privacy protections were removed. 
The first of which said that data could only be held 
for the purposes of billing (ie: for the customer to 
check the details), usually only for a few weeks. 
The second allows member states to adopt national 
laws to require communications providers to retain 
data for a specified period so that law enforcement 
agencies can get access to it.

As stated in the first sentence of Article 1: This 
Directive aims to harmonise Member States’ provi-
sions concerning the obligations of the providers 
of publicly available electronic communications 
services or of public communications networks 
with respect to the retention of certain data which 
are generated or processed by them, in order to 
ensure that the data are available for the purpose 
of the investigation, detection, and prosecution of 
serious crime, as defined by each Member State 
in its national law (2006/24/EC: 56).

•	 And what are the data object of the EU 
Directive4?

The “Data” as is defined in this text is “data 
generated by or during an act of telecommunica-
tion with a mobile phone, a landline, or via the 
Internet”, minus the content, means traffic data 
and location data.

These inquiries around data ask who, when, 
where, with whom, how long, and so forth — but 

do not ask about the nature of the communica-
tion. The data generated during unsuccessful acts 
of telecommunication is also similarly analysed. 
(Davies & Trigg, 2006).

This differentiation between data that contains 
the structural components of communication 
and data that relates to content is that traffic data 
consists only of the information needed to tech-
nically initiate, sustain, and terminate an act of 
communication.

However, as the Directive aims at “the inves-
tigation, detection, and prosecution of serious 
crime,” the relevant data is divided into the fol-
lowing categories5 as we can see at the article 56 
of the 2006/24/EC:

(1) 	 data necessary to trace and identify the source 
of a communication. For exemple:
◦◦ The telephone number and subscriber 

name and address (telecoms);
◦◦ The user ID and name and address 

of the subscriber or registered user 
(Internet);

(2) 	 data necessary to identify the destination of 
a communication. For example
◦◦ the number called, any number to 

which a call is rerouted, name and ad-
dress of subscriber/user (telecoms); 
user ID or telephone number of the 
intended recipient(s) of an Internet 
telephony call, name and address of 
subscriber/user (Internet);

(3) 	 data necessary to identify the date, time, and 
duration of a communication;

(4) 	 data necessary to identify the type of com-
munication: the telephone or Internet service 
used;

(5) 	 data necessary to identify users’ communica-
tion equipment or what purports to be their 
equipment: the calling and called telephone 
numbers, identifiers of mobile telephone and 
SIM card; the date, time and place of initial 
activation of prepaid card;
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