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Chapter VIII

Per ceptionsof
End Usersonthe
Requirementsin Per sonal

Firewall Softwar e;
An Exploratory Study

Sunil Hazari, University of West Georgia, USA

Abstract

Information security is usually considered a technical discipline with much
attention being focused on topics such as encryption, hacking, break-ins,
and credit card theft. Security products such as anti-virus programs and
personal firewall software are now available for end-users to install on
their computers to protect against threats endemic to networked computers.
The behavioral aspects related to maintaining enterprise security have
received little attention from researchers and practitioners. Using Q-sort
analysis, this study used students as end users in a graduate business
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management security course to investigate issues affecting selection of
personal firewall software in organizations. Based on the Q-sort analysis
of end users in relation to seven variables identified from review of the
information security literature, three distinct group characteristics emerged.
Similarities and differences between groups are investigated, and
implications of these results to IT managers, vendors of security software,
and researchers in information security area are discussed.

| ntroduction

Information must be readily available in organizations for making decisionsto
support the organizational mission. Murphy, Boren, and Schlarman (2000) state
that due to increased connectivity and the urgency to exchange information and
data among partners, suppliers, and customers on areal time basis, the need to
protect and secure computer resourcesis greater than ever. Asaresult, this has
created the possibility of exposing sensitive corporateinformationto competitors
aswell as hackerswho can now access organizational computer resourcesfrom
remote sites. The potential loss of such information to an organization goes
beyond financial losses and includes the possibility of corrupted data, denial of
services to suppliers, business partners and customers, loss of customer confi-
dence, and lost sales. Security in business processes (i.e., maintaining proper
authentication, authorization, non-repudiation, and privacy) iscritical to success-
ful e-businessoperations. Enabling businessfunctionsover thelnternet hasbeen
recognized asamajor component for the successof businesses, and by mitigating
risksin a cost-effective manner, security is now being viewed as a component
of business operations (Deise, Nowikow, King, & Wright, 2000). Decisions
about information systems made by managers are vital to the success, and even
survival of afirm (Enns, Huff, & Golden, 2003).

Despite increased security threats, organizations have traditionally allocated
very little of the total 1T budget to information security. Forrester Research
estimates that in Fortune 500 companies, the average amount of money as a
percent of revenue that is spent on IT security is.0025 percent or slightly less
than what they spend on coffee (Clarke, 2002). Organizations must evaluate and
prioritizethe optimum mix of productsand servicesto be deployed for protecting
confidentiality (maintaining privacy of information), integrity (maintaininginfor-
mationisnot altered intransit), and availability (maintai ning accessto informa-
tion and resources) of corporate assets. The decision to deploy certain technol -
ogy isbased on variablessuch asthe organi zational businessmodel, level of risk,
vulnerability, cost, and return on investment (Highland, 1993).
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