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ABSTRACT

This chapter is divided to two parts. Part one identifies common security and
privacy weaknesses that exist in e-mail and WMW browsers and highlights
some of the major implications for organisational security that result from
employees online behaviours. This section aims to raise awareness of these
weaknesses amongst users and to encourage administrators to mitigate their
consequences through enhanced security and privacy-focused user education
and training. Part two makes recommendations for improved user education as
a component of information systems security management practices. These
recommendations have been generated from a forensic computing perspective
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that aims to balance the complex set of issues involved in developing effective
IS security management policies and practices. From this perspective these
policies and practices should improve security of organisation and the privacy
of employees without compromising the potential need for future forensic
investigation of inappropriate, criminal, or other illegal online behaviours.

INTRODUCTION

In the age of hacktivism, malware and cyber-warfare, increasing numbers of
publications are being produced by computer security specialists and systems
administrators on technical issues arising from illegal or inappropriate on-line
behaviours. Technical advances — in the ability of information systems to detect
intrusions, denial of services attacks and al so to enhance network monitoring and
maintenance — are well documented and subject to constant research and
development.

To date, however, there has been limited research into arange of other issues
impacting oninformation systems(IS) security anditsmanagement. Fromaforensic
computing (FC) perspective IS security management emerges as part of a much
broader debate ontherisksand challengesposed by digitalisationfor legal, technical
and social structures(Broucek & Turner, 2001a, 2001b). Thisperspectivehighlights
that | S security management cannot be addressed by technical meansaone. Indeed
the devel opment of effective security management relieson recognition of the need
to balance acomplex set of technical, legal and organisational issues (Lichtenstein
& Swatman, 2000).

This chapter explores one of these issues, “user education” and identifiesits
relevancefor, andinterrel ationshi pswith, other | Ssecurity managementissues. This
explorationisconducted through an examination of the two most common I nternet
applications used in organisations. electronic mail (e-mail) and World Wide Web
(WWW) browsers. By identifying common security weaknesses in both types of
applications, the chapter examines how the security management problems are
compounded by common online user behaviours. Retaining a FC perspective, the
chapter makes recommendations for improving |'S security management.

PART ONE

Atatechnical level, systemsadministratorsarevery awareof the security risks
and security weaknessesprevalentinlnternet applicationsand, inparticular, ine-mail
and WWW browsers. Significantly, whiletechnical solutionsareavailable(at acost)
to alleviate most of the major security challenges, the manner in which most users
continueto utilisetheseapplicationscompoundsorganisational | Ssecurity problems.
While technical responses may be able to treat some of the symptoms of inappro-
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