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Chapter  20

System-Level Design of 
NoC-Based Dependable 

Embedded Systems

ABSTRACT

Technology scaling into subnanometer range will have impact on the manufacturing yield and quality. 
At the same time, complexity and communication requirements of systems-on-chip (SoC) are increasing, 
thus making a SoC designer goal to design a fault-free system a very difficult task. Network-on-chip (NoC) 
has been proposed as one of the alternatives to solve some of the on-chip communication problems and 
to address dependability at various levels of abstraction. This chapter concentrates on system-level de-
sign issues of NoC-based systems. It describes various methods proposed for NoC architecture analysis 
and optimization, and gives an overview of different system-level fault tolerance methods. Finally, the 
chapter presents a system-level design framework for performing design space exploration for depend-
able NoC-based systems.

INTRODUCTION

As technologies advance and semiconductor 
process dimensions shrink into the nanometer and 
subnanometer range, the high degree of sensitivity 
to defects begins to impact the overall yield and 
quality. The International Technology Roadmap 

for Semiconductors (2007) states that relaxing 
the requirement of 100% correctness for devices 
and interconnects may dramatically reduce costs 
of manufacturing, verification, and test. Such a 
paradigm shift is likely forced by the technology 
scaling that leads to more transient and perma-
nent failures of signals, logic values, devices, and 
interconnects. In consumer electronics, where the 
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reliability has not been a major concern so far, 
the design process has to be changed. Otherwise, 
there is a high loss in terms of faulty devices due 
to problems stemming from the nanometer and 
subnanometer manufacturing process.

There has been a lot of research made on sys-
tem reliability in different computing domains 
by employing data encoding, duplicating system 
components or software-based fault tolerance 
techniques. This research has mostly had ei-
ther focus on low level hardware reliability or 
covered the distributed systems. Due to future 
design complexities and technology scaling, it 
is infeasible to concentrate only onto low level 
reliability analysis and improvement. We should 
fill the gap by looking at the application level. 
We have to assume that the manufactured devices 
might contain faults and an application, running 
on the system, must be aware that the underlying 
hardware is not perfect.

The advances in design methods and tools 
have enabled integration of increasing number of 
components on a chip. Design space exploration of 
such many-core systems-on-chip (SoC) has been 
extensively studied, whereas the main focus has 
been so far on the computational aspect. With the 
increasing number of on-chip components and fur-
ther advances in semiconductor technologies, the 
communication complexity increases and there is a 
need for an alternative to the traditional bus-based 
or point-to-point communication architectures.

Network-on-chip (NoC) is one of the possibili-
ties to overcome some of the on-chip communica-
tion problems. In such NoC-based systems, the 
communication is achieved by routing packets 
through the network infrastructure rather than 
routing global wires. However, communication 
parameters (inter-task communication volume, 
link latency and bandwidth, buffer size) might 
have major impact to the performance of applica-
tions implemented on NoCs. Therefore, in order 
to guarantee predictable behaviour and to satisfy 
performance constraints, a careful selection of 
application partitioning, mapping and synthesis 

algorithms is required. NoC platform provides 
also additional flexibility to tolerate faults and to 
guarantee system reliability. Many authors have 
addressed these problems but most of the empha-
sis has been on the systems based on bus-based 
or point-to-point communication (Marculescu, 
Ogras, Li-Shiuan Peh Jerger, & Hoskote, 2009). 
However, a complete system-level design flow, 
taking into account the NoC network modelling 
and dependability issues, is still missing.

This chapter first analyzes the problems related 
to the development of dependable systems-on-
chip. It outlines challenges, specifies problems 
and examines the work that has been done in 
different NoC research areas relevant to this 
chapter. We will give an overview of the state-of-
the-art in system-level design of traditional and 
NoC-based systems and describe briefly various 
methods proposed for system-level architecture 
analysis and optimization, such as application 
mapping, scheduling, communication analysis 
and synthesis. The chapter gives also an overview 
of different fault-tolerance techniques that have 
been successfully applied to bus-based systems. 
It analyzes their shortcomings and applicability 
to the network-based systems.

The second part of the chapter describes our 
system-level design framework for performing 
design space exploration for NoC-based systems. 
It concentrates mainly on the specifics of the 
NoC-based systems, such as network modelling 
and communication synthesis. Finally, the chapter 
addresses the dependability issues and provides 
methods for developing fault-tolerant NoC-based 
embedded systems.

BACKGROUND AND 
RELATED WORK

In this section we first describe the design chal-
lenges that have emerged together with the tech-
nology scaling and due to increase of the design 
complexity. We give an overview of the key 
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