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Chapter  6

Next Generation E-Government:
Reconciling the E-Participation 
and Data Protection Agendas

ABSTRACT

The evolving model of the Future Internet has, at its heart, the users of the Internet. Web 2.0 and 
Government 2.0 initiatives help citizens communicate even better with their governments. Such initiatives 
have the potential to empower citizens by giving them a stronger voice in both the traditional sense and 
in the digital society. Pressure is mounting on governments to listen to the voice of the public expressed 
through these technologies and incorporate their needs into public policy. On the other hand, govern-
ments still have a duty to protect their citizens’ personal information against unlawful and malicious 
intent. This responsibility is essential to any government in an age where there is an increasing burden 
on citizens to interact with governments via electronic means. This chapter examines this dual agenda 
of modern governments to engage with its citizens, on the one hand, to encourage transparency and 
open discussion, and to provide digitally offered public services that require the protection of citizens’ 
private information, on the other. In this chapter, it is argued that a citizen-centric approach to online 
privacy protection that works in tandem with the open government agenda will provide a unified mode 
of interaction between citizens, businesses, and governments in digital society.

INTRODUCTION

Social media or Web 2.0 technologies refer to a 
collection of technologies which help individuals 
to become active participants in activities like 
creating, editing, sharing and rating Web content 

as well as helping them to form social networks by 
interacting and linking with each other. Web 2.0 
technologies include technologies such as, blogs, 
wikis, social networking sites, photo-sharing, 
video and audio sharing, podcasting and many 
more (Chun S. A., Shulman, Sandoval, & Hovy, 
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2010). The purpose of Government 2.0 initiatives 
is to use social media to facilitate communication 
between relevant parties of a community, thereby 
helping to ensure an e-community is developed 
more efficiently and effectively (Haughwout, 
2009).

However, in the rush to embrace government 
2.0, it must not be forgotten that governments 
must continue to provide good governance. Good 
governance, broadly speaking is about delivery 
of public sector services in a way that reflects as 
closely as possible accepted public administra-
tion values such as efficiency, security, fairness, 
integrity, and honesty (Bannister & Connolly, 
2011). Government 2.0, while beneficial for en-
abling citizen participation in many ways, does not 
provide solutions for communicating with govern-
ments when there is a need to keep the information 
being submitted private and secure. Protecting a 
citizen’s personal information is not only neces-
sary for completing many online eGovernment 
services, for example submitting tax returns and 
invoices to the government, but it is increasingly 
being seen as an essential element for safeguard-
ing the digital identity of citizens. With the ever 
increasing pervasiveness of ICTs in modern life, 
governments have a combined responsibility to: 
1) engage their citizens online and 2) continue to 
provide good governance in the form of efficient 
public services. This includes services that require 
citizens to submit private information in order to 
avail of electronic public services.

This chapter explores how governments can 
embrace Web 2.0 technologies, while continu-
ing to meet the challenges of protecting citizens’ 
informational privacy when providing them with 
electronic public services. The next section gives 
an overview of how electronic government has 
evolved over the years to encompass government 
2.0 and m-government. This is followed by a 
discussion of governments’ obligations towards 
good governance and protecting their citizens 
informational privacy. The chapter then gives an 
overview of a conceptual model to guide govern-

ments when adapting their existing e-government 
function to incorporate a more holistic approach 
to e-participation of citizens. Following this, de-
tails and results of a case study, which uses this 
conceptual model as a guide for encouraging e-
participation are provided. The chapter concludes 
with a section on future research.

FROM E-GOVERNMENT 
TO GOVERNMENT 2.0

The e-Government field emerged in the late 1990´s 
as a context within which to share experiences 
among public sector practitioners (Grönlund & 
Horan, 2004). However, the history of computing 
in government organizations can be traced back to 
the beginnings of computer history. A literature on 
“IT in government” goes back at least to the 1970s 
(Kraemer, Danziger, & King, 1978). This earlier 
literature focused on IT use within government, 
while the more recent e-Government literature 
often focuses on IT use between government de-
partments and the larger community, such as the 
provision of government services to the citizens 
(Ho, 2002). While some earlier e-Government is-
sues, such as office automation, may not be highly 
relevant to research today, many issues still are, 
for example decision making, service processes, 
and values (Grönlund & Horan, 2004).

Most definitions of e-Government go beyond 
the notion of simply providing services to the citi-
zen, to include the use of IT to facilitate both orga-
nizational change and the role of government. The 
e-government literature acknowledges that ICTs, 
by their nature, can streamline how governments 
conduct their business and how they communicate 
with their citizens and clients (Ho, 2002). In this 
capacity, ICTs serve as useful tools for govern-
ments wishing to reform and modernize. At the 
same time, reforms in public administration often 
require a review of the administrative, policy and 
regulatory foundations upon which e-government 
is built. These reforms in e-government can often 
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