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Chapter  6

Game Theory for 
Network Security

ABSTRACT

Network security consists of the provisions and policies adopted by a network administrator to prevent 
and monitor unauthorized access, misuse, modification, or denial of a computer network and network-
accessible resources. It involves the authorization of access to data in a network, which is controlled 
by the network administrator. Usually, network security covers a variety of computer networks, both 
public and private, that are used in everyday jobs conducting transactions and communications among 
businesses, government agencies, and individuals. This chapter explores network security.

INTRODUCTION

Security is a critical concern around the world 
that arises in protecting our ports, airports, trans-
portation or other critical national infrastructure 
from adversaries. Nowadays, security arises in 
problems ranging from physical to cyber physical 
systems. In particular, network security becomes 
a challenging topic, and the research community 
has been paying attention to the network security 
problem. However, the problems are far from be-
ing completely solved. For more than one decade, 
game theoretic approach has been recognized as 
a useful tool to handle network attacks (Liang, & 
Xiao, 2013), (Tambe, Jain, Pita, & Jiang, 2012), 
(Roy, Ellis, Shiva, Dasgupta, Shandilya, & Wu, 
2010). In this chapter, we review the existing 
game-theory based solutions for network security 
problems (Figure 1).

NON-COOPERATIVE GAMES 
FOR NETWORK SECURITY

Most game theoretic approaches applied in network 
security require attack-defense; the interactions be-
tween attackers and defenders may be formulated 
as non-cooperative behaviors which may then be 
described and solved using game theory (Liang, 
2013). Therefore, the most existing game-theoretic 
research as applied to network security falls under 
non-cooperative games. Non-cooperative game 
models including two subclasses, static games 
and dynamic games. Moreover, within static and 
dynamic subclasses, game model can be further 
grouped in terms of whether they are of complete 
information or whether they are of perfect infor-
mation (Liang, 2013).
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Non-Cooperative Static Games

All static games are one-shot games of imperfect 
information. Therefore, static games with perfect 
information do not exist (Liang, 2013). According 
to the completeness of information, static games 
can be classified into two sub-classes - complete 
information static games and incomplete informa-
tion static games. Complete information static 
games model the scenario of the interactions 
between attackers and defenders. The solution 
to complete information static games is the Nash 
equilibrium. When defenders could not always 
distinguish attackers from regular users, not only 
the interactions between attackers and defenders 
but also those between regular nodes and defenders 
should be considered. Therefore, the games are 
modeled as incomplete information static games, 
which could model the interactions not only be-
tween attackers and defenders, but also between 
regular nodes and defenders. In this game model, 
defenders keep an inference of the type (malicious 
or regular) of another node as its opponent. The 
solution to incomplete information static games 
is the Bayesian Nash equilibrium (Liang, 2013).

Static Games with Complete 
Imperfect Information

Complete imperfect information game is a game 
in which every player knows both the strategies 
and payoffs of all players in the game, but not 
necessarily the actions. In other words, this kind of 
game does not take into account the actions each 
player have already taken (Roy, 2010). Recently, 
some non-cooperative static games with complete 
imperfect information have been developed. Un-
der information warfare scenario, attack-defense 
games are general-sum, two-player static games 
in which the action sets of the players are simply 
{attack, not attack} and {defend, not defend}. 
The payoff functions for the players capture the 
damage to the system and the costs to attack and 
to defend. The mixed strategy Nash equilibrium is 
obtained as the solution of game in the form of a 
combination consisting of the attacking probability 
and the defending probability (Liang, 2013). For 
investment efficient strategies in cyber security, 
attack-protect economic model was presented by 
using a computational approach to quantitative risk 
assessment. The main goal of this game model is 

Figure 1. Game theory for network security



 

 

12 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/game-theory-for-network-security/109808

Related Content

Making IoT Run: Opportunities and Challenges for Manufacturing Companies
Peter Schott, Torben Schaft, Stefan Thomasand Freimut Bodendorf (2017). International Journal of

Hyperconnectivity and the Internet of Things (pp. 26-44).

www.irma-international.org/article/making-iot-run/201095

Game-Based Approach for Network Routing Applications
 (2014). Game Theory Applications in Network Design (pp. 205-243).

www.irma-international.org/chapter/game-based-approach-for-network-routing-applications/109812

Real-Time Digital Signal Processing-Based Algorithm for Universal Software Radio Peripheral to

Detect GPS Signal
Ehsan Sheybani (2019). Strategic Innovations and Interdisciplinary Perspectives in Telecommunications

and Networking (pp. 241-254).

www.irma-international.org/chapter/real-time-digital-signal-processing-based-algorithm-for-universal-software-radio-

peripheral-to-detect-gps-signal/221955

Data Hiding Schemes Based on Singular Value Decomposition
Nidhal Khdhair El Abbadi (2015). Handbook of Research on Threat Detection and Countermeasures in

Network Security (pp. 218-241).

www.irma-international.org/chapter/data-hiding-schemes-based-on-singular-value-decomposition/127161

Toward an IoT-Based Software-Defined Plumbing Network System With Fault Tolerance
Zine El Abidine Bouneband Djamel Eddine Saidouni (2022). International Journal of Hyperconnectivity and

the Internet of Things (pp. 1-18).

www.irma-international.org/article/toward-an-iot-based-software-defined-plumbing-network-system-with-fault-

tolerance/285587

http://www.igi-global.com/chapter/game-theory-for-network-security/109808
http://www.irma-international.org/article/making-iot-run/201095
http://www.irma-international.org/chapter/game-based-approach-for-network-routing-applications/109812
http://www.irma-international.org/chapter/real-time-digital-signal-processing-based-algorithm-for-universal-software-radio-peripheral-to-detect-gps-signal/221955
http://www.irma-international.org/chapter/real-time-digital-signal-processing-based-algorithm-for-universal-software-radio-peripheral-to-detect-gps-signal/221955
http://www.irma-international.org/chapter/data-hiding-schemes-based-on-singular-value-decomposition/127161
http://www.irma-international.org/article/toward-an-iot-based-software-defined-plumbing-network-system-with-fault-tolerance/285587
http://www.irma-international.org/article/toward-an-iot-based-software-defined-plumbing-network-system-with-fault-tolerance/285587

