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Cloud Computing Forensics

ABSTRACT

As computer technology evolved over the last 30 years, so did the opportunity to use computers to break 
the law. Out of necessity, digital forensics was birthed. Computer forensics is the practice of extract-
ing information from the digital media in order to prosecute the individuals that carried out the crime. 
Forensic challenges presented by cloud computing are vast and complex. If a company becomes the 
target of a digital criminal investigation and they are using cloud computing, some unique challenges 
are faced by a digital forensics examiner. The data in the cloud only represents a “snapshot” of when it 
was sent to the cloud. Establishing a chain of custody for the data would become difficult or impossible 
if its integrity and authenticity cannot be fully determined. There are also potential forensic issues when 
the customer or user exits a cloud application. Items subject to forensic analysis, such as registry entries, 
temporary files, and other artifacts are lost, making malicious activity difficult to prove. The challenges 
of applying forensics to a cloud environment are tied to cloud security. This chapter discusses securing 
a cloud environment and how that would help with the forensic analysis.

INTRODUCTION

In today’s fast paced global economy people are 
busier now than ever before. The financial strain 
has forced people to do more with less. Every day 
people are watching more and more companies 
close their doors. One of the ways corporations 
have been able to keep their heads above water is 
by reverting back to an old technology made new 
again in Cloud computing. The concept behind 
Cloud computing is the ability to store ones data on 
a server in the datacenter “The Cloud” and retrieve 
it via users digital devices (PC, laptops, tablets, 

and smart phone). Cloud computing demand for 
mobile technology has increased dramatically as 
more and more people have begun to move away 
from traditional desktops to using mobile devices 
and cloud services. Recent advances in computer 
communications technology and particularly 
Cloud computing is driving some of these changes.

A 2010 report by Gartner Consulting shows that 
cloud revenue will increase from 58.6 billion in 
2009 to almost 150 billion in 2014 (Knipp, 2009). 
Cloud computing is a transformative technology 
that provides; on demand service, ubiquitous 
network access, location independent resource 
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pooling, rapid elasticity, and pay per usage. “As 
the cloud continues to grow new developments 
in cloud computing will continue to have a sig-
nificant and far reaching impact now and in the 
future of IT systems, networks, and applications” 
(Berry, 2011).

CLOUD COMPUTING

Cloud computing is the digital version of Rent-
A-Center. It has burst out on the scene with 
many executives and cloud providers touting its 
ability to be flexible, on demand and responsive 
to changes in the operating landscape for nearly 
any organization. However, there are still some 
myths as what is exactly involved with Clouding 
computing. Cloud computing is defined by the 
National Institute of Standards and Technology 
as “a model for enabling convenient, on-demand 
network access to a shared pool of configurable 
computing resources that can be rapidly provi-
sioned and released with minimal management 
effort or service provider interaction” (Barnes, 
2010). Some of the key elements of Cloud com-
puting includes:

• The infrastructure is owned and main-
tained by a third party called the Cloud 
Service Provider.

• Access to the cloud is provided via a sub-
scription basis using a demand elastic pric-
ing model in which the customer pays more 
if he uses more resources on the cloud. 
This is a major reason why many small and 
medium sized businesses use the cloud ser-
vice because they pay for what they use.

• The services of cloud computing are de-
livered via the web making them platform 
and location agnostic. In other words, the 
end user needs to maintain their internet 
connection and all the other required ser-
vices can be acquired through the internet.

Service Types

On Demand Self Service

Having on demand services requires less human 
interaction as well as network storage from a 
service provider. The key feature of this service 
is the ability for the cloud customer to acquire and 
release service capacity without human interven-
tion from the service provider. This process enables 
the cloud customer to manage their computing 
needs for processing as well as storage on demand.

Broad Network Access

This allows data to be accessed via thin or thick 
client platforms and cloud based software applica-
tion services. In most cases the cloud customer 
needs only a thin client, which they have. Because 
of this the benefits of cloud service is within 
reach of a very large segment of the business 
community globally.

Resource Pooling

The third party provider essentially serves multiple 
organizations by using pooled resources depend-
ing on the organization’s need. Traditionally the 
server utilization rates have been rather low, 
around 10% of the server capacity in most cases. 
The cloud service provider is able to use virtual-
ization technique and make their server capacity 
usable by multiple customers. In this aspect the 
cloud service has significantly increased the server 
utilization rate at the cloud service provider level.

Rapid Elasticity

Depending on an organization’s needs, the ca-
pabilities can be scaled up or down to meet the 
organization’s needs. For example, a business in 
US focused on tax preparation has a higher demand 
on their services for the period January through 
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