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ABSTRACT

Cognitive Radio Sensor Networks (CRSNs) are composed of sensor nodes equipped with Cognitive
Radio (CR) technology with limited resources (e.g., storage, computational speed, bandwidth, security,
etc.). In order to overcome resource limitation, cognitive radio sensor nodes are integrated with cloud
computing, which provides computing resources (e.g., storage, computation, security, etc.) to sensor
nodes. Therefore, the focus of this chapter is integration of cognitive radio sensor networks with cloud
computing. In this chapter, the authors first provide background on cloud computing, cognitive radio
networks, wireless sensor networks, and cognitive radio sensor networks. This chapter also describes
benefits of this integration to both cognitive radio sensor networks and cloud computing, followed by
advantages of using cloud computing in cognitive radio sensor networks. Furthermore, it provides ap-
plications of cloud-based cognitive radio sensor networks. In the end, the authors provide some issues,
challenges, and future directions for such integration.
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1. INTRODUCTION

Cognitive Radio (CR) devices are intelligent
devices which are capable of adapting their trans-
mission parameters based on the interaction with
environment in which they operate (Akyildiz, Lee
& Chowdhury, 2009). On the other hand, Wire-
less Sensor Networks (WSNs) are composed of
autonomous sensor nodes which are deployed
densely and in large number. They operate on
fixed spectrum and have limited resources. WSN
can exploit the cognitive radio capability and thus
form Cognitive Radio Sensor Network (CRSN).
By exploiting cognitive radio capability by WSNs,
they can operate under different spectrum bands
(Akan, Karli & Ergul, 2009). For example, it is
possible that a certain spectrum band is available
in one region while it is not available in another
region due to varying spectrum conditions. But
with cognitive radio capability, sensor nodes can
avail different spectrum bands and this operation
is not possible without cognitive radios. Also, by
exploiting cognitive radio capability, there will
be less packet loss and retransmission due to
opportunistic use of spectrum bands; therefore it
will reduce energy consumption in transmission
and reception of sensor nodes.

Cloud Computing is a new paradigm for the
delivery and hosting of services over the Internet.
Incloud computing, resources (computation, stor-
age etc.) can be leased to users through Internet
(Zhang, Cheng & Boutaba, 2010). There are two
types of providers in cloud computing. One is infra-
structure provider who manages cloud platforms
and provides resources on lease to users based
on their usage requirements. The other is service
provider who takes resources from infrastructure
provider and leases them to end users. Microsoft,
Amazon and Google are popular cloud platform
providers who provide very reliable and powerful
platform to users.

In the perspective of CRSNs, cloud comput-
ing provides resources e.g., storage, computation,
security etc. for resource constraints sensor nodes.
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This reduces the power consumption of sensor
nodes at large extent. Also, it provides global
knowledge to CR nodes for taking better deci-
sions for the selection of resources. Because, if
CR nodes take decision about channel selection
based on their local information, there is very less
probability that selected channel has low Primary
Radio (PR) useractivity and there are more chances
of interference to PR nodes. However, if all CR
nodes send their local information to the Cloud,
then the channel selection decision will be taken
after getting complete picture of PR user activity
which will reduces interference to PR nodes and
optimize network performance.

The rest of the chapter is organized as follows.
Section 2 discusses cloud computing models.
Subsequently, section 3 explains the integration
of CRSNs and cloud computing by providing in-
sights that how cloud computing and CRSNs can
get benefit from each other. Also, advantages of
cloud computing in CRSNs are explained in this
section. In section 4, we describe various applica-
tions of cloud based CRSNs. Thenin section 5, we
illustrate issues, challenges and future directions
of cloud based CRSNs. Finally, we conclude this
chapter in section 6.

2. BACKGROUND
2.1 Cloud Computing

The success of Internet and quick development
of computation and storage technologies results
in computing resources to be cheaper, more
powerful and more ubiquitous. This technologi-
cal emergence has resulted in creation of a new
paradigm of computing model known as cloud
computing for hosting and delivering services over
the Internet. Cloud computing referred to either
providing services by means of application over
the Internet or hardware and software in the data
center that provide these services (Armbrust et
al., 2010). In cloud computing, processing and



22 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/integration-of-cognitive-radio-sensor-networks-

and-cloud-computing/119895

Related Content

Novel Taxonomy to Select Fog Products and Challenges Faced in Fog Environments
Akashdeep Bhardwaj (2018). International Journal of Fog Computing (pp. 35-49).
www.irma-international.org/article/novel-taxonomy-to-select-fog-products-and-challenges-faced-in-fog-

environments/198411

Data in DevOps and Its Importance in Code Analytics

Girish Babuand Charitra Kamalaksh Patil (2020). Tools and Techniques for Software Development in Large
Organizations: Emerging Research and Opportunities (pp. 182-208).
www.irma-international.org/chapter/data-in-devops-and-its-importance-in-code-analytics/247543

On loT and Its Integration With Cloud Computing: Challenges and Open Issues
Iram Abrar, Sahil Nazir Pottoo, Faheem Syeed Masoodiand Alwi Bamhdi (2021). Integration and
Implementation of the Internet of Things Through Cloud Computing (pp. 37-64).

www.irma-international.org/chapter/on-iot-and-its-integration-with-cloud-computing/279476

Novel Taxonomy to Select Fog Products and Challenges Faced in Fog Environments
Akashdeep Bhardwaj (2018). International Journal of Fog Computing (pp. 35-49).
www.irma-international.org/article/novel-taxonomy-to-select-fog-products-and-challenges-faced-in-fog-

environments/198411

Cloud Libraries: Issues and Challenges
Mayank Yuvaraj (2014). Cloud Computing and Virtualization Technologies in Libraries (pp. 316-338).
www.irma-international.org/chapter/cloud-libraries/88047



http://www.igi-global.com/chapter/integration-of-cognitive-radio-sensor-networks-and-cloud-computing/119895
http://www.igi-global.com/chapter/integration-of-cognitive-radio-sensor-networks-and-cloud-computing/119895
http://www.irma-international.org/article/novel-taxonomy-to-select-fog-products-and-challenges-faced-in-fog-environments/198411
http://www.irma-international.org/article/novel-taxonomy-to-select-fog-products-and-challenges-faced-in-fog-environments/198411
http://www.irma-international.org/chapter/data-in-devops-and-its-importance-in-code-analytics/247543
http://www.irma-international.org/chapter/on-iot-and-its-integration-with-cloud-computing/279476
http://www.irma-international.org/article/novel-taxonomy-to-select-fog-products-and-challenges-faced-in-fog-environments/198411
http://www.irma-international.org/article/novel-taxonomy-to-select-fog-products-and-challenges-faced-in-fog-environments/198411
http://www.irma-international.org/chapter/cloud-libraries/88047

