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Chapter  39

Action Potentials:
Extrapolating an Ideology from the 
Anonymous Hacker Socio-Political 

Movement (A Qualitative Meta-Analysis)

ABSTRACT

An ideology is defined as a set of ideas that “explains and evaluates social conditions, helps people un-
derstand their place in society, and provides a program for social and political action” (Ball & Dagger, 
2011, p. 4). As such, these concepts underpin the actions of various groups and organizations, includ-
ing that of the Anonymous hacker group, which professes no ideology or creed. Rather, the group has 
styled itself as a kind of anarchic global brain connected by various spaces on the Internet. This work 
explores four main data streams to extrapolate the group’s ideology: the current socio-political context 
of hacking and hacktivism; the group’s self-definition (through its professed values); the group’s actions 
(through the “propaganda of the deed”); and the insights of others about the group This chapter defines 
the socio-technical context of this Anonymous hacker socio-political movement, which draws ideas from 
the Hacker Manifesto 2.0, which suggests the advent of a new economic system with the new technologi-
cal vectors (mediums of communication). This movement is apparently pushing forth the advent of a 
new information regime in which the abstraction of ideas adds a “surplus” economic value that may be 
tapped. Styled as fighters against government tyranny, they are pushing hard against an international 
regime of intellectual property and information control by governments and corporations. This is being 
published in the spirit that (some) information wants to be free and that there is a value in direct discourse.

INTRODUCTION

Especially in our age of globalized communica-
tions, no amount of force can kill an infectious 
inspiration–a potential source of countermo-
bilization, especially when it is spread through 

informal networks operating below the radar of 
state bureaucracy (Kurth Cronin, 2003, p. 143).

We are Anonymous. We are Legion. We do not 
forgive. We do not forget. Expect us (Anonymous). 
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Whatever code we hack, be it programming lan-
guage, poetic language, math or music, curves or 
colourings, we create the possibility of new things 
entering the world. Not always great things, or 
even good things, but new things. In art, in sci-
ence, in philosophy and culture, in any production 
of knowledge where data can be gathered, where 
information can be extracted from it, and where in 
that information new possibilities for the world are 
produced, there are hackers hacking the new out 
of the old. While hackers create these new worlds, 
we do not possess them. That which we create is 
mortgaged to others, and to the interests of others, 
to states and corporations who control the means 
for making worlds we alone discover. We do not 
own what we produce–it owns us (Wark, 2004). 

The Anonymous hacker group has presented itself 
in the public media as an amorphous leaderless 
group that is all-pervasive but also nowhere. Its 
role is to keep governments accountable by re-
stricting their instincts against totalitarian control 
(of information, of privacy, and of individual 
rights of association). It has a masked leader 
who is like the proverbial Everyman. It argues 
for a kind of individual and group freedoms that 
may be achieved with hacking, and it is guided 
by some of the ideas of the modern age–such as 
the idea that “information wants to be free.” Its 
media optics are self-aware and self-promoting, 
an effort to reach out to their constituents and to 
win over more powerful allies to their cause. As 
a so-called self-organizing group with libertarian 
and anarchist leanings, Anonymous draws from 
The Hacker Manifesto and other artifacts of the 
electronic age. An ideology (or “policy package”) 
is critical to a group because it is what is used 
to recruit group members and to rationalize the 
group’s existence and its actions in the world. An 
ideology is defined as a set of ideas that “explains 
and evaluates social conditions, helps people 
understand their place in society, and provides a 
program for social and political action” (Ball & 
Dagger, 2011, p. 4). Ironically, Anonymous claims 

to have no ideology but does act on some core ideas 
(this strategy may be a part of the group’s messag-
ing and a kind of strategic ambiguity to make it 
more acceptable to many self-identifying members 
who opt-in on particular operations). Others have 
observed that this organization has “no coherent 
ideology, but a track record of considerable dam-
age” (Sengupta, 2012). Their expressed values are 
a body of sentiments more than a comprehensive 
worldview. The organization may be conceptual-
ized as self-organizing, with members opting in 
and out, and animating ideas capable of emerging 
from any sector is this dispersed organization 
(in the study of organizations, a lack of a strong 
core ideology means lesser abilities to maintain 
followership beyond the near-term).

While the organization claims not to have 
any ideology or creed (which may be part of an 
approach of “strategic ambiguity” (leaving open 
a broad range of options by not committing to a 
particular approach) to avoid alienating potential 
followers), this chapter takes the approach that 
“character reveals” over time. It is wholly pos-
sible to reverse-engineer at least a partial ideology 
based on the group’s actions and public statements. 
For a global-level group with no figurehead, no 
charismatic spokesperson (and an anti-leader and 
anti-celebrity ethic), no dramatis personae (except 
a mask), and computer synthesized voiceovers of 
videos, this group all the more needs something 
to appeal to virtual followers:

Although there is no authority figure or any lead-
ing group in Anonymous, there is ‘policy, ethical 
sensibilities, and norms, all of which develop over 
time and often continuously formed and reformed 
in reaction to historical events’ (Coleman, as cited 
in Ohhashi, 2011, p. 5). 

Its international brand consists of its logo, its 
press coverage, and its ideas. The ideas then have 
to trigger its members, who ostensibly could hail 
from anywhere in the world. Virtually every public 
message, digital attack, legal action, ad private 



 

 

56 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/action-potentials/120944

Related Content

Digitize or Perish: Strategies for Improving Access to Indigenous Intellectual Resources in Sub-

Saharan Africa
Stephen Asunka (2015). Open Source Technology: Concepts, Methodologies, Tools, and Applications  (pp.

933-947).

www.irma-international.org/chapter/digitize-or-perish/120950

Examining Open Source Software Licenses through the Creative Commons Licensing Model
Kwei-Jay Lin, Yi-Hsuan Linand Tung-Mei Ko (2007). Handbook of Research on Open Source Software:

Technological, Economic, and Social Perspectives  (pp. 382-393).

www.irma-international.org/chapter/examining-open-source-software-licenses/21203

A New Data Mining-Based Framework to Test Case Prioritization Using Software Defect

Prediction
Emad Alsukhni, Ahmad A. Saifanand Hanadi Alawneh (2017). International Journal of Open Source

Software and Processes (pp. 21-41).

www.irma-international.org/article/a-new-data-mining-based-framework-to-test-case-prioritization-using-software-defect-

prediction/190482

An Open Source Finance System for Stocks Backtesting Trade Strategies
Eviatar Rosenbergand Dima Alberg (2021). International Journal of Open Source Software and Processes

(pp. 52-65).

www.irma-international.org/article/an-open-source-finance-system-for-stocks-backtesting-trade-strategies/280098

Bug Triage Automation Approaches: A Comparative Study
Madonna Fanoos, Abeer Hamdyand Khaled A. Nagaty (2022). International Journal of Open Source

Software and Processes (pp. 1-19).

www.irma-international.org/article/bug-triage-automation-approaches/313183

http://www.igi-global.com/chapter/action-potentials/120944
http://www.irma-international.org/chapter/digitize-or-perish/120950
http://www.irma-international.org/chapter/examining-open-source-software-licenses/21203
http://www.irma-international.org/article/a-new-data-mining-based-framework-to-test-case-prioritization-using-software-defect-prediction/190482
http://www.irma-international.org/article/a-new-data-mining-based-framework-to-test-case-prioritization-using-software-defect-prediction/190482
http://www.irma-international.org/article/an-open-source-finance-system-for-stocks-backtesting-trade-strategies/280098
http://www.irma-international.org/article/bug-triage-automation-approaches/313183

