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INTRODUCTION

This chapter begins by defining the risks to se-
curity that arises from the human in the system, 
and describing these in context.

Organisational performance is generally 
assumed to be a function of its whole system: 
technology, processes, and people. When de-
signing technology and processes, managers are 
primarily concerned to ensure that these support 
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the organisation’s goals. Put simply, commercial 
organisations are designed first and foremost to 
make a profit, by producing goods or services, 
while public organisations generally provide a 
service. Therefore, technology and processes cre-
ated in support of these aims will usually enable 
easy communications with potential customers/
users, capture sales data, and so on.

Whilst the security of the processes and tech-
nology can be vital to organisational performance, 
it is rarely the case that security is of itself a 
primary aim: instead, security is a supporting 
driver, and this affects the level of significance 
that is attributed to it. Elements of the system are 
expected to provide protection against security 
breaches without this impacting on performance. 
In his book Managing the Risks of Organisational 
Accidents, James Reason (1997) describes the 
relationship between production and protection. 
He describes a “parity zone” (Reason, 1997, 
p.3) in which the level of protection matches the 
hazards of production. Outside this parity zone, 
it is possible to set the level of protection either 
too high, or too low, with both having adverse 
effects on the organisation. While Reason applies 
these concepts to safety, the conclusions are true 
for security also. Where protection is too high, a 
system may be so secure that it prevents or de-
lays communication or some other activity that 
is essential to production. Where it is too low, it 
allows a security breach, and associated problems. 
Organisations are always at some risk of setting 
the security protection wrongly.

It is assumed that the contribution of tech-
nology and processes to security are covered in 
other chapters in this book, and elsewhere. This 
chapter focuses on the contribution of people and 
organisational culture to security. In it, I will argue 
that just as technology and processes are focused 
primarily to address other organisational aims, so 
too are people, and it should therefore be unsurpris-
ing that people chosen for their communications 
skills or ability to produce goods rapidly may not 
also be naturally focused on security. And just as 

a process may be set outside the “parity zone,” it 
is also the case that staff (individually and col-
lectively) can have an inappropriate view of the 
balance between the production and security needs 
of the organisation, that causes them to behave in 
a way that negatively impacts on security. These, 
and other factors that drive human behaviour, will 
be discussed.

This chapter therefore has a number of objec-
tives. First, it will discuss the types of risk that 
arise from the human in the system, with a specific 
focus on organisational culture. Second, the role 
of culture in affecting organisational outcomes 
will be set out. Third, the commonalities and 
differences between security culture and safety 
culture will be set out. Specific research on security 
culture has been limited, while safety culture has 
attracted much interest. Researchers have proposed 
that there are some parallels between the two: so 
comparisons are worthy of consideration and an 
attempt to set out some of the fundamentals of this 
debate will be made. Fourth, a case study will be 
described, illustrating some key messages. These 
include how to define and describe security cul-
ture; how to measure it; and a practical example of 
data analysis and identification of actions needed 
for improvement.

HUMAN RISKS

The human in the system creates a number of 
types of risk. Whilst much has been written about 
outsiders who hack into organisations directly, 
they are not the focus of this chapter. Instead, I 
will focus on employees themselves. They may 
breach security either intentionally, or unintention-
ally, and knowingly or unknowingly. Both ability 
and motivational factors are important, and in 
addition to the impact of individuals, the impact 
of humans collectively must be considered. The 
organisational culture influences to what extent 
individuals deploy their abilities, and in what ways 
they are willing to do so.



 

 

15 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/the-role-of-security-culture/125291

Related Content

Security Management in Heterogeneous Distributed Sensor Networks
Al-Sakib Khan Pathan (2013). IT Policy and Ethics: Concepts, Methodologies, Tools, and Applications  (pp.

773-793).

www.irma-international.org/chapter/security-management-heterogeneous-distributed-sensor/75056

Key Challenges in the Design of Learning Technology Standards: Observations and Proposals
Adam R. Cooper (2010). International Journal of IT Standards and Standardization Research (pp. 20-28).

www.irma-international.org/article/key-challenges-design-learning-technology/46110

Medium Access Control Protocols for Wireless Sensor Networks: Design Space, Challenges,

and Future Directions
Pardeep Kumarand Mesut Gunes (2013). IT Policy and Ethics: Concepts, Methodologies, Tools, and

Applications  (pp. 947-974).

www.irma-international.org/chapter/medium-access-control-protocols-wireless/75064

Language Selection Policies in International Standardization: Perception of the IEC Member

Countries
Hans Teichmannand Henk J. de Vries (2009). International Journal of IT Standards and Standardization

Research (pp. 23-42).

www.irma-international.org/article/language-selection-policies-international-standardization/4047

An Innovative Approach to the Development of Project Management Processes for Small-Scale

Projects in a Large Engineering Company
Claude Y. Laporteand Frédéric Chevalier (2016). Effective Standardization Management in Corporate

Settings (pp. 123-160).

www.irma-international.org/chapter/an-innovative-approach-to-the-development-of-project-management-processes-for-

small-scale-projects-in-a-large-engineering-company/141764

http://www.igi-global.com/chapter/the-role-of-security-culture/125291
http://www.irma-international.org/chapter/security-management-heterogeneous-distributed-sensor/75056
http://www.irma-international.org/article/key-challenges-design-learning-technology/46110
http://www.irma-international.org/chapter/medium-access-control-protocols-wireless/75064
http://www.irma-international.org/article/language-selection-policies-international-standardization/4047
http://www.irma-international.org/chapter/an-innovative-approach-to-the-development-of-project-management-processes-for-small-scale-projects-in-a-large-engineering-company/141764
http://www.irma-international.org/chapter/an-innovative-approach-to-the-development-of-project-management-processes-for-small-scale-projects-in-a-large-engineering-company/141764

