393

Chapter 19

Proactive Security Protection

of Critical Infrastructure:
A Process Driven Methodology

Bill Bailey
Edith Cowan University, Australia

Robert Doleman
Edith Cowan University, Australia

ABSTRACT

The belief that a static alarm system will safeguard critical infrastructure without additional support
mechanisms is misplaced. This complacency is no longer satisfactory with the increase in worldwide
threatlevelsandthe potential social consequences.Whatis required isa more proactive, comprehensive
securitymanagementprocessthataddstotheabilitytoprevent,detect,deter,respond,anddefeat potential
harmfuleventsandincidents.The model proposed hereis proactive and grounded upon current opera-
tional procedures used by major companiesin hostileand dangerous environments. By utilising a clearly
defined comprehensiveriskmanagementtool,a more systematic security, threat, risk,and vulnerability
assessment (STRVA), process can be developed. This process needs to identify deliberate targeting of
assetsthrough multipleintelligence gathering capabilities, plus defeat testing to probe existing security
defences.Theconsequenceapproachtoapotential breakthroughisattheessence of this methodology.

INTRODUCTION

Over the last few years the level of threat has
increased substantially throughout the world.
The need to ensure the protection of critical in-
frastructure has taken on a new dynamic as the
capabilities of adversaries have become more
sophisticated.Thethreatsare notjustterroristor
criminally based, butalsofrom natural phenom-
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enaand catastrophic events. New methodsand
approachesarerequiredthatcanassistindealing
with this increased anxiety from these threats.
However, firstis necessary to define what exactly
needs to be protected and why.

Critical infrastructure as laid out by “The
“Marsh Report” (1997- US) and the subsequent
executive order EO-13010 (1998)...a network of
independent,mostlyprivately-owned,and-made
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systemsthatfunction collaborativelyand syner-
gistically to produce anddistributea continuous
flow of essential goods and services” (Lewis,
2006, p. 3). A piece of infrastructure is consid-
ered critical when it is vital to national security
and to the country. But as Lewis points out, the
Marsh Report did not define critical. However,
this has evolved since 1998 and most countries
have a structured definition that allows them to
encompasswhatthey considertobe part of their
critical infrastructure. This approach will often
include parts controlled by the governmentand
by privateindustry.Thisiswherethe heart of the
problem often lays as the resources required to
protect are not unified and are asymmetrical in
approach (Lewis, 2006, p. 3).

A more widely accepted definition is:

Critical infrastructures involve multi-dimen-
sional,highlycomplexcollectionsoftechnologies,
processes,and people,andassuch,arevulnerable
to potentially catastrophicfailures on many lev-
els.Moreover, cross-infrastructure dependencies
cangiveriseto cascadingandescalatingfailures
across multiple infrastructures (Tolone et al.,
2004, p. 214).

Based upon these definitions, it is clear
there are multiple cross-overs that need to be
considered, requiring a multi-layered approach
involving more than onefacility, organisation or
regional authority. Because of the complexity of
systemsand structuresinvolved,itisnecessaryto
haveamuchmoreintegratedandcomprehensive
methodologytoidentifywhereweaknessesmight
occurorbetargeted.The potential consequences
that such a dislocation could cause needs to be
firmly understood and dealt with accordingly.
Byadoptingtheproposedintegratedassessment
process,amore proactive approach canbe used
to increase readiness, improve the systems and
put mitigation measures in place.

This chapterbringstogethera series of meth-
ods, which are currently being used by many
security professionals’ operationally in hostile
and dangerous operations in the field, but have
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not been documented, into a single methodol-
ogy. Therefore, the approach presented here is
to advance this all-inclusive method as part of
the process that should be used when dealing
with complex multi-dimensional organisations
thatneedtoharmonisetheirsecurity operations
to make them more robust. Working directly in
hostileenvironmentsrequiresamorecomprehen-
siveapproach than mostsecurity mangers have
hitherto experienced. Hence, by incorporating
thehostile-based-methodologytothe process, it
addsabroaderdimensiontoassessingtheprotec-
tive measuresrequired for critical infrastructure.
However, when so manydisparate organisations
are also involved, a more unified approach is
required. The template presented here should
provide a useful guide to putting this into place
byidentifyingwhatareas needtoaddressedand
how the process can operate successfully.

Thegoalofthischapteristodemonstrate how
organisationscanimprovetheiroverallprotection
by increasing the information thatis required to
produce a more comprehensive risk and threat
identification audit. The audits should also in-
cludevulnerabilityandconsequenceassessments,
togetherwithadditionalinputssuchascomputer
generatedmodellingtechniques,redteamingand
penetrationtests. Acomprehensiveintelligence
gathering structure should underpin the whole
processcapableofproducingaformidableoutput
thatis organicand evolving, buthighly useable.

This comprehensive model is based upon a
recognised approach by security professionals
operatinginvolatileand hostile situations where
oiland gasrecoveryistaking place suchas: Alge-
ria, Sudan, Nigeria, Angola, Iraq and Equatorial
Guinea. Experience has shown it is possible to
managepotentiallydangeroussituationsiftheright
approachhasbeentakentomitigatetherisks.The
RiskAssessmentprocessbeingdiscussedconsists
of seven sequential sub-elements:

1. Threat,
2. Criticality,
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