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INTRODUCTION

With the rapid growth of networked systems and applications 
such as e-commerce, the demand for effective computer 
security is increasing. Most computer systems are protected 

provided by users to identify themselves and can be known 
by system administrators and other system users, authenti-
cation provides secret, private user information which can 
authenticate their identity. There are various authentication 
approaches and techniques, from passwords to public keys 

This article presents the three main authentication ap-
proaches, their technology and implementation issues, and 
the factors to be considered when choosing an authentica-
tion method.

BACKGROUND

Even before computers came along, a variety of distinguishing 
characteristics were used to authenticate people. Computer 
systems have applied these characteristics for user authenti-

three types according to the distinguishing characteristics 

• What the user knows—knowledge-based authentication 

• What the user has—possession-based authentication 

• What the user is—biometric-based authentication: 

-
backs, trade-offs need to be made among security, ease of 
use, and ease of administration. Authentication types can 
be implemented alone or in combination. To strengthen the 
authentication process, the use of at least two types is recom-
mended. Multiple layers of different types of authentication 
provide substantially better protection. 

KNOWLEDGE-BASED
AUTHENTICATION

The most widely used type of authentication is knowledge-
based authentication. Examples of knowledge-based authen-
tication include passwords, pass phrases, or pass sentences 

-

authenticate users over an unsecured public network, such 

used. They are provided using a public key infrastructure 

The traditional, and by far the most widely used, form 
of authentication based on user knowledge is the password 
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A password is conceptually simple for both system 
designers and end users. It consists of a secret series of 

-
tion and serves to block unauthorized access to computing 
resources. In most systems, it can provide effective protec-
tion if used correctly. 

of pitfalls due to human information processing limitations 

-

that easy to remember passwords are easy to guess and easy 
to crack poses a dilemma for the generation of passwords. 
The most secure password is a random string of characters. 

users to write them down, which impairs their secrecy. 
Moreover, most users have multiple passwords for different 
systems and applications, forcing them to remember several 
passwords. In order to help them to remember the passwords, 
they usually choose meaningful strings such as names, 

easy to remember but also easy to crack. They also tend to 
duplicate their passwords and thus cause the domino effect 

all the systems with the same password are no more secure 
than the weakest system using this password. 

In order to improve password security and protect it from 
dictionary and brute force attacks, password policy should 
implement rules for choosing and maintaining passwords 

• Non-dictionary and no-name passwords. 
• -

ters.
•

• Complex passwords using acronyms, rhymes, and 

•
written down. 

• The number of unsuccessful authentication attempts 
should be limited by the system. 

•
should be encrypted or hashed.

-
words when authentication is performed over the Internet, 
one-time passwords are used. The one-time password can be 
implemented using smart cards—a kind of possession-based 
authentication discussed hereafter.

allow access to information system resources through operat-
ing systems are commonly referred to as primary passwords.

further control and protection of multi-level access to seg-
ments of these resources, such as sensitive applications or 

secondary passwords

In determining primary passwords, the operating system 
manufacturer uses system-generated passwords or user-

passwords are shown to be easier to remember but less se-
cure than system-generated passwords as they can be easily 

-
words, a question-and-answer password method has been 

used for secondary passwords. It involves a dialogue between 

password

Figure 3. Example of a question-and-answer password 
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