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INTRODUCTION

For ages, humans recognized themselves according to dif-

is a well known technique to identify an individual or verify 

more than 100 years to identify one criminal. With comput-
ers, this analysis can be realized very quickly and with a 
higher reliability. 

are to provide better security and to facilitate the authentica-
tion process for a user. For example, it can be easy to obtain 

the user if a face recognition system is used for the user 

for particular applications. Indeed, biometric authentication 
can be realized in a contactless way that could be important 
for cultural aspects or reasons of hygiene. For all these mo-
tivations, biometrics is an emergent technology that could 
be more present in our daily life. 

The goal of this chapter is to make an overview of 
biometrics. We focus on the authentication process, whose 
goal is to verify the identity of an individual. Ideal biometric 
information must have multiple properties:

• Universality: all individuals must be characterized 
by this information;

• Uniqueness: this information must as dissimilar as 
possible for two different persons;

• Permanency: it should be present during the whole 
life of an individual;

• Collectability:
• Acceptability: it concerns the possibility of a real use 

by users.

The plan of this chapter is given below. The background 
part presents the different biometric modalities studied in the 
research labs and used in real conditions. The main thrust 

of biometric authentication. We present also the general 
architecture of a biometric system. Future trends stress the 
different research topics that should be treated to improve 
the biometric authentication. It concerns the combina-
tion of different biometric systems and their performance 
evaluation. We conclude by resuming the main aspects of 
this domain. 

BACKGROUND

We detail, in this section, the different biometric modalities 
from the state of the art that can be used for the authentication 
process. Figure 1 illustrates the different types of biometric 
information. Biological analysis exploits some informa-

characterizes the way an individual makes some daily tasks 

Biological Analysis

As mentioned previously, biological biometric informa-

Some particular sensors are needed and the extraction of 
the biometric information can be quite long. For example, 

is possible in a few hours. We can cite the blood analysis 
that can only differentiate two individuals with different 
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actual sensors to use this information in a real context. 

authentication solution based on dynamic electrophysi-
ological characteristics of the living body, primarily of the 

stethoscope, a computer equipped with a sound card, and 
the software application. This system provides a promising 

Behavioral Analysis

We are able to recognize someone considering the way 

An original biometric information has been recently pro-

10%, and open a new area of research. Individual recogni-

An individual can be recognized thanks to its voice. 

Many problems have to be solved, such as acquisition ar-

Many research works focus on keystroke analysis as au-
thentication solution for controlling the access to a computer 
or a mobile phone. The major reason is that the knowledge of 
a password is often shared with many individuals. A recent 
work studied the feasibility of using keystroke authentication 

The main advantage of this biometric modality is that no 
additional sensor is required.

because it is very common for a user. The signature shape is 
not really used in this context, but only the way it has been 

Figure 1. Different biometric information in the state of the art
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Figure 2. Some illustrations of the biological analysis (K. 
Phua et al., 2007)



 

 

7 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage: www.igi-

global.com/chapter/biometric-authentication/13597

Related Content

Fundamentals of Multirate Systems
Gordana Jovanovic Dolecek (2009). Encyclopedia of Information Science and Technology, Second Edition (pp.

1601-1605).

www.irma-international.org/chapter/fundamentals-multirate-systems/13791

The Influence of Attitude on the Acceptance and Use of Information Systems
Charles J. Kacmar, Susan S. Fioritoand Jane M. Carey (2010). Information Resources Management:

Concepts, Methodologies, Tools and Applications  (pp. 1506-1534).

www.irma-international.org/chapter/influence-attitude-acceptance-use-information/54556

Can Social Capital Enhance the Careers of IT Professionals?
Lixuan Zhangand Mary C. Jones (2009). Information Resources Management Journal (pp. 69-82).

www.irma-international.org/article/can-social-capital-enhance-careers/1360

Characteristics of Social Networks and Employee Behavior and Performance A Chinese Case

Study of a State-Owned Enterprise
Jianping Pengand Jing Quan (2012). Information Resources Management Journal (pp. 26-45).

www.irma-international.org/article/characteristics-social-networks-employee-behavior/70598

Software Vulnerability and Application Security Risk
Jianping Peng, Meiwen Guoand Jing Quan (2019). Information Resources Management Journal (pp. 48-57).

www.irma-international.org/article/software-vulnerability-and-application-security-risk/216441

http://www.igi-global.com/chapter/biometric-authentication/13597
http://www.igi-global.com/chapter/biometric-authentication/13597
http://www.irma-international.org/chapter/fundamentals-multirate-systems/13791
http://www.irma-international.org/chapter/influence-attitude-acceptance-use-information/54556
http://www.irma-international.org/article/can-social-capital-enhance-careers/1360
http://www.irma-international.org/article/characteristics-social-networks-employee-behavior/70598
http://www.irma-international.org/article/software-vulnerability-and-application-security-risk/216441

