1GI PUBLISHING ITJ 4564

701 E. Chocolate Avenue, Suite 200, Hershey PA 17033-1240, USA
Tel: 717/533-8845; Fax 717/533-8661; URL-http://www.igi-global.com

This paper appears in the publication, International Journal of Digital Crime and Forensics,Volume 1, Issue 1
edited by Chang-Tsun Li © 2009, IGI Global

Unexpected Artifacts in a
Digital Photograph

Matthew J. Sorell, University of Adelaide, Australia

ABSTRACT

This article investigates an unexpected phenomenon observed in a recent digital photograph, in which the
logo of a non-sponsoring sports company appears on the jersey of a famous football player in just one of
a sequence of images. After eliminating deliberate image tampering as a cause, a hypothetical sequence
of circumstances is proposed, concerning the lighting, dominant colours, infrared sensitivity, optical pre-
processing, image enhancement and JPEG compression. The hypotheses are tested using a digital SLR
camera. The investigation is of interest in a forensic context, firstly as a possible explanation in case such
a photograph is observed, and secondly to be able to confirm or refute claims of such artifacts put forward
claiming that a hypothetical image is not really what it claims to be.
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MOTIVATION the image of interest. The original image file is
available from the author on request.
Some further information is helpful. The

Recently, the author was approached by a South
photographs were taken on a warm, but not

Australian police officer with an intriguing and . X
unusual sequence of images. He had been pho- hot, cloudy summer day in December 2006 in

tographing Brazilian footballer Romario during Adelalde, Austr alia, with flash-assisted hgh.t—
his short time with the Adelaide United FC,and 11 according to the file’s metadata. There is
noticed that in the midst of the sequence of im- f:lea.rly a white collar ‘peneath the,J ersey COH.M
ages, there was a prominentbut phantom Adidas ™™ Figure 1(b), su'gges.tlve Of? white undershirt
logo on the player’s jersey, which was otherwise (or qt least, a t-shirt with a white collar) bene.ath
adorned only with Reebok logos. Adament that the jersey. The photographs were taken using
the image had come straight from his camera, % Olympus Stylus 419D’ conﬁrmed by ylsual
an explanation for how such a logo could have inspection and the Ex,lf metadata m the image
appeared was sought. The relevant section of the files .at full (4 Mega,P ixel) resomtlon and hlgh
image is shown in Figure 1, alongside images quality (to meet an image file size of approxi-

taken 26 seconds before and 8 seconds after mately 900KB).
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Figure 1. The relevant extracted area of the sequence of three images of the football player. In
the central image, the Adidas logo is clearly visible. The Exif metadata timestamps indicate
the photographs were taken at (a) 11:10:01, (b) 11:10:27 and (c) 11:10:34. (Photo J Venditto,

used with permission)

(@

The camera’s xD memory card was im-
aged and a total of 108 JPEG photograph files
were recovered. Metadata and JPEG image file
header structures and parameters were carefully
inspected, showing that all photograph files
were mutually consistent in their names, time-
stamps, file sizes and JPEG coefficients such
as Quantization Tables. Although it is possible,
in theory, to duplicate the characteristics of a
JPEG file generated from particular firmware,
the knowledge and tools required to do this are
well beyond the normal image counterfeiter.

The relevant sequence of images were
also closely inspected by a recognised expert
in scientific photography, who confirmed that
the logo artifact was so well integrated into the
image as to suggest very strongly that the logo
could not have been inserted after the fact. The
phantom logo is present in the image thumbnail
contained within the image file, which is also
entirely consistent with the image file structure
generated by the camera.

A close inspection highlights several fea-
tures of the logo, as shown in Figure 2. The first
is that it is not solid but appears in a checker-
board pattern. The second is that the edges are
well contained within the lines of the tracksuit
zip, and the third is that JPEG artifacts evident
within the image do not suggest secondary

compression. These three factors are strong
indicators against image tampering.

The original image in Figure 3 shows that
the Adidas logo is close to the centre of the
image. This location supports the notion that
some enhancement, including the decision touse
flash in-fill, has taken place within the camera,
and that this processing might be a part of the
explanation for the appearance of the logo.

SOURCE OF THE ADIDAS
LOGO

The Adidas logo corresponds precisely to the
size, shape and location of the logo on the jersey
of several well-known football teams, includ-
ing the Liverpool Football Club home colours,
and the France Football Club away colours.
Importantly, in the latter case, the background
colour is red, and both the logo and the collar
are white. It has not been possible to confirm
what, precisely, the player was wearing in the
photograph, nor can it be inferred that he is
wearing the France Football Club jersey un-
derneath the Adelaide United jersey. However,
it is clear that the position and colouring of the
logo is consistent with available clothing and
it is therefore viable to suggest that the player
is indeed wearing an undershirt which might
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