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ABSTRACT

In this chapter the security challenges raised by wearable technologies concerning
the authenticity of information and subjects are discussed. Following a conceptualiza-
tion of the capabilities of wearable technology, an authenticity analysis framework
for wearable devices is presented. This framework includes graphic classification
classes of authenticity risks in wearable devices that are expected to improve the
awareness of users on the risks of using those devices, so that they can moderate
their behaviors and take into account the inclusion of controls aimed to protect
authenticity. Building on the results of the application of the framework to a list of
wearable devices, a solution is presented to mitigate the risk for authenticity based
on digital signatures.

INTRODUCTION

For a long time information security management has been based on the CIA triad,
the acronym denoting the principles! of Confidentiality, Integrity, and Availability.
Over time, the sufficiency and appropriateness of these three cornerstone principles
of information security have been challenged by several authors. In 1998, Parker
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complemented them with three new principles, namely Ownership, Authenticity,
and Utility (Parker, 1998). The arrival of the new millennium with the need for
organizations to adopt more agile and flat structures led Dhillon and Backhouse
(2000) to argue for the inclusion of four people-related principles, known under
the RITE acronym, meaning Responsibility, Integrity, Trust, and Ethicality. More
recently, Teixeira and de S4-Soares (2013) proposed a revised framework composed
of thirteen information security principles and five sub-principles.

In a sense, these sets of information security principles convey worldviews con-
cerning the theory and practice of information security. But new technology may
alter our worldviews. An illustrative case is the emergence and evolution of wearable
technologies and mobile computing devices offering us true information systems
in our pocket, on our wrist, or through our glasses. These technologies are being
equipped with ever-stronger information acquisition, storage, processing, display,
and communication capabilities. By adopting and using wearable technologies in
our daily activities, we are on the verge of a revolution that brings the potential to
change the way we live, think, feel, and act.

What challenges will this new era bring us? What will be the impact of wearable
technologies on our current accepted information security principles? Will we need
to revamp them? Will we be forced to add new principles? Or will we even have to
abandon principles once taken as a mainstay?

Wearcams connected to the Internet and sharing images in real time pose new
challenges to confidentiality. Wearable GPS (Global Positioning System) devices (as
simple as most common cell phones) shrink the frontiers of personal privacy. Losing
our smartphone puts us out of sync with the world and makes us unavailable to oth-
ers. These all exemplify issues that wearable technologies may raise to information
security principles. But among the principles, we are particularly interested in the
impacts of wearable technologies on authenticity, here defined as “Information is in
accordance with a particular reality, and its genuineness and validity are verifiable,
or an individual, entity or process is who it claims to be” (Teixeira & de S4-Soares,
2013). This interest in authenticity stems from the fact that, in a scenario where all
people are connected, not directly, but through their devices or wearable technology,
it is crucial to develop mechanisms to ensure that information received is real and
that the subjects we interact with are who they claim to be.

Wearable technologies may be conceived as cognitive prostheses that expand
our human capabilities. Increased volumes of information; virtual and augmented
reality; sensors feeding us real time news, opinions, restaurant suggestions, and likes
from friends; apps a fingertip away, all extend what we know, and shape what we
do or choose. Radio-Frequency IDentification (RFID) tags make now possible the
Internet of Things (IoT). In fact, in an “all connected” society, wearable technologies
make possible the Internet of People (IoP). Will we exchange wearable technologies

99



31 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/authenticity-challenges-of-wearable-
technologies/164306

Related Content

New Routing Technique to Enhance Energy Efficiency and Maximize
Lifetime of the Network in WSNs

Nezha El Idrissi, Abdellah Najidand Hassan El Alami (2020). International Journal of
Wireless Networks and Broadband Technologies (pp. 81-93).
www.irma-international.org/article/new-routing-technigue-to-enhance-energy-efficiency-and-

maximize-lifetime-of-the-network-in-wsns/257780

A Federated Learning-Based Light-Weight Privacy-Preserving Framework for
Smart Healthcare Systems

Velumani Ramesh, Hariharasitaraman S., Sankar Ganesh Sundaram, Prakash N.
B.and Hemalakshmi G. R. (2022). Handbook of Research on Design, Deployment,
Automation, and Testing Strategies for 6G Mobile Core Network (pp. 382-411).

www.irma-international.org/chapter/a-federated-learning-based-light-weight-privacy-preserving-

framework-for-smart-healthcare-systems/302198

Extended Cell Planning for Capacity Expansion and Power Optimization by
Using MEMETIC Algorithm

Hemraj Saini, L. K. Sharma, T. C. Pandaand H. N. Pratihari (2012). International
Journal of Wireless Networks and Broadband Technologies (pp. 36-46).

www.irma-international.org/article/extended-cell-planning-for-capacity-expansion-and-power-

optimization-by-using-memetic-algorithm/85004

Correlations between Centrality Measures for Mobile Ad hoc Networks
Natarajan Meghanathan (2015). International Journal of Wireless Networks and
Broadband Technologies (pp. 15-27).
www.irma-international.org/article/correlations-between-centrality-measures-for-mobile-ad-hoc-
networks/133996



http://www.igi-global.com/chapter/authenticity-challenges-of-wearable-technologies/164306
http://www.igi-global.com/chapter/authenticity-challenges-of-wearable-technologies/164306
http://www.igi-global.com/chapter/authenticity-challenges-of-wearable-technologies/164306
http://www.irma-international.org/article/new-routing-technique-to-enhance-energy-efficiency-and-maximize-lifetime-of-the-network-in-wsns/257780
http://www.irma-international.org/article/new-routing-technique-to-enhance-energy-efficiency-and-maximize-lifetime-of-the-network-in-wsns/257780
http://www.irma-international.org/chapter/a-federated-learning-based-light-weight-privacy-preserving-framework-for-smart-healthcare-systems/302198
http://www.irma-international.org/chapter/a-federated-learning-based-light-weight-privacy-preserving-framework-for-smart-healthcare-systems/302198
http://www.irma-international.org/article/extended-cell-planning-for-capacity-expansion-and-power-optimization-by-using-memetic-algorithm/85004
http://www.irma-international.org/article/extended-cell-planning-for-capacity-expansion-and-power-optimization-by-using-memetic-algorithm/85004
http://www.irma-international.org/article/correlations-between-centrality-measures-for-mobile-ad-hoc-networks/133996
http://www.irma-international.org/article/correlations-between-centrality-measures-for-mobile-ad-hoc-networks/133996

Image Transmission Analysis Using MIMO-OFDM Systems

Akanksha Sharma, Lavish Kansal, Gurjot Singh Gabaand Mohamed Mounir (2021).
Design Methodologies and Tools for 5G Network Development and Application (pp.
157-174).
www.irma-international.org/chapter/image-transmission-analysis-using-mimo-ofdm-
systems/271580



http://www.irma-international.org/chapter/image-transmission-analysis-using-mimo-ofdm-systems/271580
http://www.irma-international.org/chapter/image-transmission-analysis-using-mimo-ofdm-systems/271580

