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ABSTRACT

Insider threat occurs when a person with legitimate access misuses his privileges
and compromises the operations and security of a company. When an outsider
tries to gain access to company data, it can often be managed or detected by hav-
ing standard controls in place. However, when an insider who has rightful access
to the data is involved, it can often go undetected. There has been a steady rise in
the number of cases of insiders’ threat related incidents in recent years. An insider
could do this either for his own benefit or might be acting as an espionage to profit
another individual or organization. Insider threat is prevalent in various forms
across various disciplines and is a serious cause of concern for the operation of an
organization and maintenance of trust of the customers. In this chapter, we will look
at various forms of insider threats, some well-known insider threat cases, factors
causing this kind of behavior, some of the key indicators and what organizations
can do to deter the theft of intellectual property.
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An Exploration Regarding Issues in Insider Threat
INTRODUCTION

In an organization when a person is endowed with trust and s/he uses his/her position
to violate the rules in the organization’s security policy, that person is considered
as an “insider threat”. The insider usually has legitimate access to various company
documents or network and misuses his/ her privileges to get into the system resulting
in potential compromise of the operations and security of a company. An insider
can be involved in such harmful behavior either for his/her own benefit or might be
acting as a spy in order to profit another individual or organization (Federal Bureau
of Investigation, 2014).

Duncan, Creese, and Goldsmith (2012) defined a malicious insider as a person
who abuses or intentionally goes beyond their rightful access in a way that endangers
the integrity, confidentiality, or availability of an organization’s resources. Insid-
ers are highly familiar with the company and its surroundings, which is unlikely
for an outsider. A malicious insider can adversely damage an organization and its
resources. Insiders can be classified into the three following categories: advanced,
persistent and threat (Duncan, Creese, & Goldsmith, 2012).

An advanced insider has very high technical capability with good knowledge of
computer systems and skilled. S/he is capable of developing custom tools to carry
out the motives. A persistent insider is determined to accomplish his goals. They
receive directives and work towards accomplishing a specific mission. These types
of insiders continuously look for opportunities until their goal is met. A threat is
most dangerous as the insider might be receiving monetary support from other
individuals or organization to carry out the breaches of sensitive information. To
understand the psychology of an insider and the framework for insider threat, it is
crucial to understand the motivation, capability, and opportunity for an insider to
successfully abuse a particular vulnerability or compromise a system (Sarkar, 2010).

In recent years, there has been an increase in the number of insider attacks in US
companies such as government organizations, as well as the banking and finance
industry (Randazzo, Keeney, Kowalski, Cappelli, & Moore, 2005). In addition, con-
cerns about insider threat also have increased. For example, the Global Information
Security Survey (GISS) conducted by Ernst and Young (2014)) showed that 1,040
organizations out of 1,825 (57%), perceive insiders as the most likely source of a
security incident. Figure 1 (adapted from Silowash et al., 2012) shows that financial
institutions were the most highly attacked sector, in terms of fraud, compared to
other infrastructure sectors.



21 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/an-exploration-regarding-issues-in-
insider-threat/173125

Related Content

Classification of DOS Attacks Using Visualization Technique

Mohamed Cheikh, Salima Haciniand Zizette Boufaida (2014). International Journal of
Information Security and Privacy (pp. 19-32).
www.irma-international.org/article/classification-of-dos-attacks-using-visualization-
technique/130653

Privacy Protection in Enterprise Social Networks Using a Hybrid De-
Identification System

Mohamed Abdou Souidiand Noria Taghezout (2021). International Journal of
Information Security and Privacy (pp. 138-152).
www.irma-international.org/article/privacy-protection-in-enterprise-social-networks-using-a-
hybrid-de-identification-system/273595

A Game Theoretic Approach to Optimize Identity Exposure in Pervasive
Computing Environments

Feng W. Zhu, Sandra Carpenter, Wei Zhuand Matt Mutka (2010). International
Journal of Information Security and Privacy (pp. 1-20).

www.irma-international.org/article/game-theoretic-approach-optimize-identity/50494

Health Kiosk Technologies
Robert S. McIndoe (2011). Ethical Issues and Security Monitoring Trends in Global
Healthcare: Technological Advancements (pp. 66-71).

www.irma-international.org/chapter/health-kiosk-technologies/52360

Privacy-Preserving Public Auditing and Data Dynamics for Secure Cloud
Storage Based on Exact Regenerated Code

Syam Kumar Pasupuleti (2021). Research Anthology on Privatizing and Securing
Data (pp. 1003-1022).

www.irma-international.org/chapter/privacy-preserving-public-auditing-and-data-dynamics-for-

secure-cloud-storage-based-on-exact-regenerated-code/280214



http://www.igi-global.com/chapter/an-exploration-regarding-issues-in-insider-threat/173125
http://www.igi-global.com/chapter/an-exploration-regarding-issues-in-insider-threat/173125
http://www.igi-global.com/chapter/an-exploration-regarding-issues-in-insider-threat/173125
http://www.irma-international.org/article/classification-of-dos-attacks-using-visualization-technique/130653
http://www.irma-international.org/article/classification-of-dos-attacks-using-visualization-technique/130653
http://www.irma-international.org/article/privacy-protection-in-enterprise-social-networks-using-a-hybrid-de-identification-system/273595
http://www.irma-international.org/article/privacy-protection-in-enterprise-social-networks-using-a-hybrid-de-identification-system/273595
http://www.irma-international.org/article/game-theoretic-approach-optimize-identity/50494
http://www.irma-international.org/chapter/health-kiosk-technologies/52360
http://www.irma-international.org/chapter/privacy-preserving-public-auditing-and-data-dynamics-for-secure-cloud-storage-based-on-exact-regenerated-code/280214
http://www.irma-international.org/chapter/privacy-preserving-public-auditing-and-data-dynamics-for-secure-cloud-storage-based-on-exact-regenerated-code/280214

