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ABSTRACT

Has anyone considered his/her family information going viral and through his/
her trusted, chosen school district? This is an age where a mis-sent e-mail with
student data can represent enormous liabilities, and a lost laptop can cause
newspaper headlines. School institutes are facing new cyber security challenges
in the Information Age. A number of school institutes were grappling with the loss
of confidential information and protecting students on the Internet. How should
school authorities react in case of data breach? What should they do to prevent data
breaches at schools? What are upcoming trends in cybersecurity? The purpose of
this chapter is to explore data breaches at K-12 schools as well as to examine the
ways to improve cybersecurity. In this chapter, the researchers attempt to provide
suggestions, solutions, and recommendations on cybersecurity after examining the
problems of data breaches.
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Cybersecurity and Data Breaches at Schools
INTRODUCTION

The world is changing drastically due to the introduction and development of the
Internet, high-tech products (e.g., laptop computers, smartwatches, tablets), social
networks (e.g., Facebook, LinkedIn, Twitter, Instagram, YouTube), communication
Apps (e.g., Skype, LINE, WeChat, WhatsApp, Snapchat), emails (e.g. Google, Ya-
hoo), and so on. Personal information is required for the aforementioned technology
gadgets and is stored in databases. Although these products are beneficial for people
to communicate in the new world, there are also high risks because hackers can
break into these systems to steal for personal gain. As the Congress found, “Many
information technology computer systems, software programs, and similar facilities
are vulnerable to attacks or misuse through the Internet, public or private telecom-
munications systems, or similar means. ... Protecting, reprogramming, or replacing
affected systems is a matter of national and global interest” (H.R. 4246, p.2).

Data breach has been a critical issue for schools in recent years. Based on Iden-
tity Theft Resource Center’s Data Breach Reports, there were 783 reported data
breaches with 85,611,528 records exposed in the categories of banking/ credit/
financial, business, education, government/military, and medical/healthcare in 2014;
57 (7.3%) breaches are educational with 1,247,812 records exposed (ITRC, 2014).
In 2015, there were 780 reported data breaches with 177,866,236 records exposed
in the categories of banking/credit/ financial, business, education, government/
military, and medical/healthcare; 58 (7.4%) breaches were educational with 759,600
records exposed (ITRC, 2015). In 2016, there were 657 reported data breaches with
28,648,522 records exposed in the categories of banking/credit/ financial, business,
education, government/ military, and medical/healthcare; 65 (9.9%) breaches were
educational with 410,514 records exposed (ITRC, 2016). Educational data breaches
have gone upward in the past three years. These data involved public or private
educational facilities from pre-schools through university level, but excluded after-
schools or tutoring organizations.

Identity thieves target young children more aggressively in recent years. Based
on Child Identity Theft Report 2012, 10.7% of children had someone else using
their social security numbers, and the rate of identity theft for children was 35
times higher than the rate of adults in the same population (May, 2012). Criminals
are targeting the youngest children and 15% of the victims were five years old and
younger; “child identity thieves used their victims’ Social Security numbers to open
credit cards and secure auto loans, student loans, mortgages, and business lines of
credit” (May, 2012, p.1). Additionally, “$1.5 million was the largest fraud commit-
ted” and “one child had six suspects using her social security number” (May, 2012,
p-1). School data breaches leave young children vulnerable.
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