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ABSTRACT

Advancementsinmedicalsciencesandinductionofadvancedtechnologieshaveledtoincreasedrole
ofmedicalimagesintele-diagnosis.Thispaperproposesatechniqueforeasy,efficientandaccurate
managementofdistributedmedicaldatabasesandalleviates the riskof anydistortion in images
duringtransmission.Italsoprovidesremedyofissuesliketampering,accidentallyorintentionally,
authenticationandreliabilitywithoutaffectingtheperceptualpropertiesoftheimage.Thetechnique
isblindandcompletelyreversible.ValuesofPSNRandBERimplythatthechangesmadetooriginal
images are imperceptible to the Human Visual System. Performance of the technique has been
evaluatedforfundusimagesandtheresultsareextremelyencouraging.Thetechniqueislosslessand
conformstothefirmnecessitiesofmedicaldatamanagementbymaintainingperceptualqualityand
diagnosticsignificanceoftheimages,thereforeisverypracticaltobeusedinhealthcarecenters.

KEywORDS
Blind, Data Hiding, Fundus Images, Lossless, Medical Image Watermarking, Reversible, Tele-Ophthalmology, 
Watermarking

INTRODUCTION

Advancementsinmedicaldomainhaveledtothegrowthofarangeofelectronicmedicalappliances
forthepurposeofdiagnosisandcureofdiseases.Improvementsincommunicationtechniquesthrough
internetallowforremoteaccessofthismedicaldiagnosticinformationformanifoldpurposeslike
tele-diagnosisandtele-consultation.

Inmajorityofhospitalsandhealthcarecenters,thepatientrelatedinformationandassociated
medicalimagesarestoredindependentlyinlargedatabasesasdifferentfiles.Storageanddistribution
oftheseimagesrequireakey,patient’snameoruniqueID,foridentificationofimages.Theimages,if
detachedfromrecords,canlosetheiridentity(Goldbaumetal.,1990,Singhetal.,2016).Therefore,
patientdetailsandmedicalimagesshouldbeproperlystructured,soastoavoidmistreatmentandloss
ofdata.Also,thisdataisnotprotectedfromanyillegalaccessandmaybemanipulatedeasily.So,
thereisanurgentnecessitytoprotectandhandlethisdataunfailingly.Forauthenticationpurposes,
itisessentialthatsomewatermarkwithidentityofpatientmustbeembeddedintheoriginalimage
itself (Meher et al., 2006). This can be achieved by watermarking or data hiding. However, the
embeddingprocedurewilldeformtheimages.Thesechangesduetotheinsertionprocessarenot
acceptabletomedicalpractitionersbecausedeformationmaymakethemodifiedmedicalimages
unfitforadvancediagnosis.Therefore,itisimportanttostrikethebestpossiblebalancebetween
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embeddingcapacityandtheimagequalityastherequirementsinmedicalimagesaredifferentfrom
thoseofgeneralfunctionsofdatahiding.

The reversible data hiding schemes may be the solution for this difficulty. Reversible data
hidinggivesthecapabilitytorecovertheexactcoverimageaftertheextractionofwatermark.The
losslessinsertionmayincreasethesizeoftheoriginalimagebutafterextractionofdata,original
imageisrecoveredinitsoriginalsize(Roceketal.,2016;Celiketal.,2006).Lossyinsertionprocess
cannotbeappliedinmedicalapplications.Reversibilitycanbeassuredifadequatefreespacecanbe
foundorformedtohidethedatawithinthehostimagewhilemaintainingthefeaturesofthecover
uncontaminated.Inmedicalapplications,thedeformationsafterremovingthewatermarkshouldbe
zero(Fridrichetal.,2002).

Studiesonmedical imagewatermarkinghave identified threepossibleclassesofalgorithms
(Coatrieuxetal.,2006).Thefirst-classtechniquesarethosewhichembedthedatainRegionofNon-
Interest(RONI)whileleavingtheRegionofInterest(ROI)tomedicalpractitioner(AnishaJoseph
etal.,2015;Coatrieuxetal.,2013;Eswaraiahetal.,2015).Thesecond-classmethodsarebasedon
reversiblewatermarking(Iranyetal.,2011;GouenouCoatrieuxetal.,2013,Singhetal.,2016).As
soonashiddeninformationisextracted,originalimagecanberetrieved.Thirdcategoryisbasedon
non-reversibletraditionalwatermarkingtechniqueswhichbringinminimalalterationuptoacceptable
limits(Duttaetal,2014,Duttaetal.,2015).

Watermarkingprocesscanbecarriedoutintwomajordomainsnamely,spatialandfrequency.The
spatialdomainbasedtechniquesstartedwithLSB(LeastSignificantBit)substitution(Shanmugamet
al.,2008;Eswaraiahetal.,2012;Velumaniletal.,2010,Sharmaetal.,2015).Infrequencydomain,
watermarkishiddenintransformdomaincoefficients.Forthereasonthatthewatermarkisspread
acrosstheimage,thispracticeisnotvulnerabletonumerousattacks(Chenetal.,2012;Karasadet
al.,2016;Deyetal.,2012;Kumaret.al.,2013,Poonkuntranet.al.2014).Literaturereviewreveals
thatthetechniquesmentionedhaveseveraldisadvantageslikesomeofthemareirreversible,some
havetedioustaskofdecidingandseparatingROIfromRONIandmanyarenotperfectlyreversible.
Therefore,aneedwasfelttodevelopatechniquewhichwouldhavezerodistortioneffectonthe
imageafterextractionofhiddendata.

Themaincontributionofthispaperisadatahidingschemeforfundusimageswhichmayassist
tele-ophthalmologicalapplications.Theproposedschemeisfragilewhichmeansthatiftheimage
ismanipulatedbyanymeans,eitherlegalorethical,theimagewillbedeclaredunfitforadvance
diagnosis.Watermarkcontainspatientinformationasname,id,anddateofimageacquisition,thus
makingtheimageself-identifiable.Thisproposedschemecompletelysatisfiestheprimaryrequirement
ofwatermarkinginmedicalimagesthatthedistortioninrecoveredimageatreceiver’ssideshould
bezerosothataccuratediagnosisofimagecanbedone.

Otherchallengeinthiscontextistodevisealosslessaswellasblinddatahidingscheme.This
approachsatisfiesboththedesignrequirements.Atthereceiverside,onlymodifiedimageisrequired
forextractionofhiddendata,thuscategorizingthisschemeasblind.Theproposedmethodislossless
whichdeclaresittobeappropriateformedicalimagesasnoinformationistamperedintherecovered
imageatreceiver’sside.ThisschemehasbeenvalidatedonpubliclyavailableDRIVEdatabasewhich
indicatesthatithaspotentialapplicationsintheareaswhereimagescontainverysensitivedataand
conformstothefirmnecessitiesofmedicaldatamanagementbymaintainingtheirperceptualquality
anddiagnosticsignificance.

Restofthepaperisorganizedasfollows.Theneedforwatermarkingofmedicaldataisgiven
inSection2;thechoiceofdatahidingtechniqueispresentedinSection3.Section4presentsthe
proposed data hiding algorithm. Section 5 shows the experimental results and comparison with
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