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INTRODUCTION

When we call someone over the Internet using
a service such as Skype or Google talk, we may
experience certain undesirable problems. For in-
stance, we may not be able to hear the other person
very well, or even worse, the call may be dropped.
This is in contrast to using the regular telephone
system where the quality of the voice is always
very good. Similarly, during a conversational
video call, the picture may freeze, or there may be
pixilation, or the call may be dropped. The reason
for these problems is that the IP packets that carry
the contents of our call are not delivered on time
at the destination so that they can be played out
at the right time. Also, some of the packets may
be lost while they are traversing the Internet. In
order to eliminate these problems, the underlying
IP network has to be able to provide Quality of
Service (QoS) guarantees. Several schemes have
been developed that enable the IP network to
provide such guarantees. Of these schemes, the
Multi-Protocol Label Switching (MPLS) and the
Differentiated Services (DiffServ) are the most
widely used. In this article, some of the salient
features of MPLS and DiffServ are reviewed.

BACKGROUND

QoS is a well-understood and studied topic
within the networking community. It is typically
expressed in term of the following three metrics:
the end-to-end delay, the jitter, and the packet loss
rate. The end-to-end delay is the amount of time
it takes to transfer a packet from the transmitter
to the receiver, and it consists of a) the end-to-end
propagation delay, b) delays induced by trans-
mission systems and processing times inside the
routers, and c) delays a packet encounters due to
queueing in the buffers of the routers. Jitter refers
to the variability of the inter-arrival times of the
packets at the destination, and the packet loss rate
is the percent of packets that are lost.

Different applications have different tolerance
to these QoS metrics. Table 1 relates various
common networking applications to the end-to-
end delay and packet loss rate. For instance, for
conversational voice and video it is important
that packets should be delivered to the destination
in less than 150 msec in order to maintain user
satisfaction. (Studies have showed that in fact an
end-to-end delay of up to 220 msec can be toler-
ated.) On the other hand, a packet loss rate of about

Table 1. QoS metrics for common networking services

Tolerance for Tolerant Conversational voice and | Voicemail Streaming audio and | Fax
packet loss video video
Intolerant Remote app., command e-commerce Texting, file transfer | File transfer
and control games web browsing (foreground) (background), email
Interactive Responsive Timely Background
delay<<l s delay ~1 s delay ~ 10 s delay >> 10 s

Tolerance for delay
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1 in 100 can be tolerated. That is, conversational
voice and video type of applications are packet-
loss tolerant but they have a strict end-to-end delay
constraint, i.e. they are delay intolerant. On the
other hand, a file transfer service is delay tolerant
but packet-loss intolerant. This is because we do
not expect a file to be delivered immediately, but
the integrity of the file is important, and any lost
packets have to be re-transmitted.

In view of the above, the question that arises is
how can the network provide different QoS to dif-
ferent applications. In order to answer this question,
let us first take a look at how the IP network routes
packets. Each IP packet consists of a header and a
payload, and the header contains different fields
one of which is the destination IP address. When a
packet arrives at an IP router, the header is examined
and the destination address is used in a forwarding
routing table in order to find out the next IP router to
which the IP packet should be sent. This forwarding
operation is carried out at each router along the path
followed by the packet, until the packet reaches its
destination. The forwarding routing table in each IP
router is constructed using a routing protocol, such
as the Open Shortest Path First (OSPF). The path
that a packet follows is the shortest path in terms
of the number of hops, i.e., routers. The advantage
of this type of routing is that it is simple. However,
since it minimizes the number of hops, it is difficult
to guarantee any QoS metrics, such as end-to-end
delay, jitter, and packetlossrate. Forinstance, the fact
that the path that a packet follows has the smallest
number of hops, does notnecessarily mean thatithas
the shortest end-to-end delay. On the other hand, if
all routers have approximately the same packet loss
rate, then the shortest path will result to the lowest
end-to-end packet loss rate.

Another problem is that a router cannot distin-
guish packets without an additional mechanism,
such as, packetinspection or packet classification.
Therefore, it cannot give packets from delay-intol-
erantapplications a higher priority for transmission
out of an output port over packets from delay-
tolerant applications. (Thisis necessary, if we want
to minimize the end-to-end delay of packets from
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adelay-intolerant application.) In view of this, the
only way that delay sensitive applications can be
served satisfactorily is to under-utilize the entire
network so that the queues of packets waiting for
transmission in the output ports of the routers are
never too long, and as aresult, the delay to transmit
a packet out of an output port is negligible. This
is known as over-engineering the network. This
solution is expensive since the links are under-
utilized, and also it does not prevent the occurrence
of transient traffic congestion. An advantage of
over-engineering the network, is that when a link
failure occurs, traffic can be redirected over other
links without saturating them.

In order to provide QoS guarantees in an IP
network without having to operate it at very low
utilization, we need a scheme that can carry out
call admission control and packet classification:

e  (Call Admission Control: Before a user or
an application starts transmitting packets
over the network, we have to make sure
that the network has the necessary band-
width to carry the new flow of packets that
will be generated at the expected QoS,
without affecting the QoS of the flows of
packets that are currently being transmitted
over the network. This procedure is known
as call admission control;

e  Packet Classification: Packets should be
classified to different classes of service
with different priorities, so that they are
transmitted out of the output port of a rout-
er according to the priority of their class of
service.

Several schemes have been developed that en-
able the IP network to provide QoS guarantees. Of
these schemes, the Multi-Protocol Label Switch-
ing (MPLS), see IETF RFC 3031 (2001), and the
Differentiated Services (DiffServ), see IETF RFC
2474 (1998), are the most widely used. Below,
some of the salient features of MPLS and Dif-
fServ are reviewed. For further details the reader
is referred to Perros (2014).
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