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abstRact

This chapter provides a case study of current practices and lessons learned in the provision of distance 
learning (DL)-based instruction in the field of information security. The primary objective of this case study 
was to identify implementations of distance learning techniques and technologies that were successful 
in supporting the unique requirements of an information security program that could be generalized to 
other programs and institutions. Thus the focus of this study was to provide an exemplar for institutions 
considering the implementation of distance learning technology to support information security educa-
tion. The study found that the use of lecture recording technologies currently available can easily be 
used to record in-class lectures which can then be posted for student use. VPN technologies can also be 
used to support hands-on laboratory exercises. Limitations of this study focus on the lack of empirical 
evidence collected to substantiate the anecdotal findings.

intRoduction

Information security (InfoSec) is an academic 
discipline that represents a teaching discipline that 
is distinct from the traditional fields of informa-

tion systems, computer science, or information 
technology. As InfoSec programs are designed 
and implemented in institutions throughout the 
country, many instructors are struggling to de-
velop programs to educate students in this new 
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and exciting area. While teaching InfoSec does 
share some of the same challenges as those of 
other information technology topics, those not 
familiar with the specifics of the information 
security profession will find it difficult to develop 
curriculum without specialized outside support. 
With the shortage of established programs, many 
students interested in studying in this field are 
pressuring those institutions with established pro-
grams to provide distance learning (DL) options. 
This phenomenon is coupled with past experience 
that finds many InfoSec students are seasoned 
IT professionals, usually returning to academia 
for some specialized education when on-the-job 
experience is not available or is insufficient. These 
IT professionals usually maintain their current 
employment, further demanding alternative 
educational experiences that are flexible enough 
to deal with the irregularities of business travel, 
emergency demands on the employee time, and 
ongoing business change. The result is that many 
academic institutions, even those that have barely 
established coursework in the discipline at all, are 
beginning to evaluate distance learning support 
to provide service to a wider student base.

InfoSec education curriculum includes many 
topics, some technical and some managerial. Most 
of the specialty topics within the broader InfoSec 
domain will have improved learning outcomes 
when the theoretical elements of the subject de-
livered to the students as reading assignments and 
lectures are reinforced with additional interactive 
learning opportunities. The optimum learning 
environment will combine the best elements of 
theoretical instruction, using reading assignments, 
lectures, seminar discussion, and research assign-
ments, reinforced with interactive modules made 
up of lab tutorials, lab exercises, electronically 
mediated content such as videos and Web-based 
seminars, and lab demonstrations. The combina-
tion of passive and active learning approaches will 
prepare the student for the integration of the theo-
retical material into the students experience with 
real-world opportunities when cooperative studies 

and/or internships are available. Many of these 
components lend themselves to distance learning, 
while others require substantial investigation into 
how to best meet student needs and modifications 
to current practices in order to sustain academic 
rigor yet provide the asynchronous distance sup-
port demanded by most students.

In 2004, Kennesaw State University began 
the Bachelor of Science in Information Security 
and Assurance, only the second such program 
in the U.S. at a public institution, and the first 
in the Southeast. Having pioneered the develop-
ment and offering of undergraduate programs in 
information security in the Southeast since 2000, 
Kennesaw State is recognized nationwide for 
the quality of its programs and the expertise of 
its faculty. The faculty members teaching in this 
program have published a number of textbooks on 
the subject, have conducted an annual conference 
on information security curriculum development, 
and have made numerous presentations interna-
tionally on the subject.

This chapter provides a case study of current 
practices and lessons learned in the provision of 
distance learning-based instruction in the field of 
information security. The primary objective of 
this case study was to identify implementations 
of distance learning techniques and technologies 
that were successful in supporting the unique 
requirements of an information security program 
that could be generalized to other programs and 
institutions. A secondary objective was to identify 
the limitations of the program that other institu-
tions must address before implementing.

PRevious woRk

The previous work published in the area of 
distance learning is far too wide and varied to 
completely summarize here. By way of a focused 
synopsis with direct influence on this chapter, a 
few salient references in the literature are briefly 
reviewed. The reader is encouraged to explore 
these resources more fully. 
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