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ABSTRACT

Network Intrusion Detection Systems (NIDS) are designed to differentiate malicious traffic, from normal traf-
fic, on a network system to detect the presence of an attack. Traditionally, the approach around which these
systems are designed is based upon an assumption made by Dorothy Denning in 1987, stating that malicious
traffic should be statistically differentiable from normal traffic. However, this statement was made regard-
ing host systems and was not meant to be extended without adjustment to network systems. It is therefore
necessary to change the granularity of this approach to find statistical anomalies per host as well as on the
network as a whole. This approach lends itself well to the use of emergent monitoring agents per host, that
have a central aggregation point with a visualization of the network as a whole. This chapter will discuss
the structure, training, and deployment of such an agent-based intrusion detection system and analyze its
viability in comparison to the more traditional anomaly-based approach to intrusion detection.

INTRODUCTION

In what may seem to be a departure from the rest
of this work, let us now deviate from agents and
consider instead a networking problem that plagues
security experts and network administrators alike;
namely, the problem of intrusion on a network of
machines. In brief, a network can be considered

any number of machines connected together in
such a manner that they are able to send signals
to each other across the connecting medium in
blocks of information called packets. Those of you
versed in networking may wish to skip to the next
paragraph, but for those of you unfamiliar with this
particular venue, this isaccomplished viaprotocols,
or sets of formal rules governing how information
is structured in an exchange either per packet or
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across several packets; such rules are necessary
to allow machines to communicate regardless of
operating system. These protocols are common
knowledge and therefore, if someone wishing to send
unwanted information on a network had access to
the physical media, it would be trivial to structure
the information to allow it to be transmitted suc-
cessfully. Considering the fact that most modern
networks are connected to the Internet, the question
of anyone having access to the network becomes a
very moot point. Sending unwanted information
on a network is known as an intrusion.

This goal of detecting intrusions on a network
presents a complex problem spanning multiple
levels of interaction and varied host behavior. The
traditional approach to detecting intrusions is to
look at network behavior statistically and attempt to
determine significant deviations from the expected
behavior of the network as a whole. This type of
approach, around which these Network Intrusion
Detection Systems (NIDS) are designed, is based
upon an assumption made by Dorothy Denning in
1987 stating that malicious traffic should be statisti-
cally differentiable from normal traffic; however,
this statement was made regarding host systems and
was not meant to be extended without adjustment to
network systems. While this is viable under certain
types of attack, such as a botnet attack or slammer
worm, it is insufficient to detect more advanced
types of attack that may not trigger a statistical
amount of errant traffic. Similarly, network traffic
is rarely predictable, meaning there will often be
false alarms in such statistically based systems.
Even if the traffic is broken into seasonality, or
predictable periods of expected activity such as
higher traffic during the typical nine to five work
day, it is unlikely to produce the desired effect. It
is therefore necessary to change the granularity of
this approach to find statistical anomalies per host
as well as on the network as a whole.

To that end, this chapter proposes the use of
emergent agents deployed on each host in the net-
work to find a seasonal baseline of activity for the
host itself; these hosts will then report in aggregate
to amore traditional NIDS device that will compile
a view of the network as a whole and determine if
there is suspicious activity present on the network
as a whole. This combined approach will provide
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a comprehensiveness and robustness not currently
present in most NIDS systems. This is an example
of second emergence, where the emergent behav-
ior is routed back into the system to enhance the
emergent result.

The remainder of this chapter is structured to
provide an understanding of network intrusion
detection systems and how social agents can be
applied to this problem. The first section provides
an overview of the various approaches to NIDS
that currently exist along with a discussion of their
relative strengths and weaknesses. The second
section presents a formulation of the fundamental
problem of determining whether a network has
been compromised. The third section describes
the methodology used to approach this problem
through the use of agent-based monitoring and the
socialization. Fourth, the experiments performed
to validate the approach are described and Section
5 the final section presents a brief conclusion.

BACKGROUND

Intrusion Detection Systems (IDSs) take many forms
and approaches to detection and possibly prevention
or recovery, ranging from open source applications
such as Snort to extremely expensive dedicated
appliances such as Cisco IDS. The fundamental
characteristic that defines the two major types of
intrusion detection systems is the granularity of the
observation: namely, the two types are host-based
systems and network-based systems. Both types
share many characteristics along with the same
fundamental goals but implement them in very
different ways.

The essential thing to remember is that there
is no silver bullet in security and an IDS of any
type should be one line of defense in a multi-tiered
strategy. The goal of any such intrusion detection
system is to detect anomalous network behavior
in an approximation of real time to minimize the
damage to the network. Network-based intrusion
detection systems (or simply Network Intrusion
Detection Systems or NIDS) are used to detect mali-
cious activity across an entire network viewed as a
whole. The typical model forthis is to have a central
aggregation point that collects all traffic sent over
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