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ABSTRACT

This chapter provides a contemporary example of how data from wearable devices can be used for “big 
data” type research. It then asked the question of data policies for the use of data generated by wear-
able devices. This is followed by an overview of the chapters in the book and how they fit within the 
general theme of the book. In addition, each chapter is categorised into whether it is social research or 
more technical type research. The chapter also includes concluding suggestions on the possible future 
research agenda for privacy and security within the subject domain of the use of wearables. In addition, 
insights into the future of wearables in relation to ethical considerations, privacy, security and data 
ownership is also given.

INTRODUCTION

Scientists announce that there is a global sleep crisis and describe how age, gender and the amount 
of natural light people are exposed to affects sleep patterns in 100 countries around the world (ABC 
News, 2016). A curious reader may well ask, “How did they get all that data?”. The answer is from 
smartphone apps linked to wearable activity devices. While some readers may consider this to be very 
useful research, others may consider the information obtained to be a violation of people’s privacy. In 
this particular study, 6,000 people were asked to send anonymous data about their age, gender, country 
of residence and time zone to the researchers (ABC News, 2016). As the authors of chapters in this book 
have brought to light, however, new possibilities enabled by gathering data from wearables may have 
undesirable social and personal impacts.
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Here, the asking of permission to undertake the study was merely a courtesy by the research team, 
since the data obtained in a study such as this can easily be obtained without any written consent. This 
is because it is just “out there in the cloud” and controlled by organizations who have accountability 
neither to its sources nor to its end users, and who can, in fact, on-sell the data to the highest bidder.

Welcome to the world of wearable devices, a world where security and privacy can be traded off 
against getting the latest device out to market in the quickest possible time in order to increase market 
share and maximize profits. As the chapters in this book have demonstrated, the use of wearable de-
vices potentially compromises their users’ security and privacy. The collected data, whether medical, 
geographical, or personal, and in video, audible, or other precisely specified forms, can end up being a 
uncontrolled resource whereby anyone can access the data for any reason. In addition to privacy concerns, 
there is also a range of security issues associated with smart wearable devices. These concerns are very 
real and have implications for end users, for enterprises, and for society as a whole.

As is understood by security experts, the machine-to-machine communication in the wearable area is 
not as secure as it is in other parts of the Internet. Any Bluetooth communication between devices (such 
as a fitness bracelet and a smartphone) can be easily accessible to third parties. At present, much of the 
communications between devices is not encrypted and can easily be intercepted. Moreover, as described 
in various chapters of this book, the privacy and security issues associated with wearables have been 
demonstrated to be problematic, both from a technical point of view and from a social or policy view. 
The dangers noted raises management problems, not just for enterprises and custodians of data but for 
government and lawmakers regulating society as well.

This final chapter is divided into the following sections. The next section provides an overview of 
each chapter and how the content of the chapter fits into the research themes of the book. The issues 
involved in wearables cover technical aspects, particularly around security issues, along with managerial 
and wider social issues, issues relevant to the privacy and freedoms of individuals, enterprises and soci-
ety at large. The various chapters were selected to represent this range of research. The second section, 
titled, “What have we learned?”, attempts to abstract lessons from all the chapters to provide a general 
view of what has been learned from research across these various areas. The final section discusses the 
issue of “What is next?” and attempts to provide an overview of possible research directions in the future.

SUMMARY OF THE CHAPTERS AND THEIR CONTRIBUTION

Specific evidence of the issues outlined in the first section of this chapter is given in the following sum-
maries of chapters in the book. This section provides a summary of each chapter and how the chapter 
fits into the overall theme of the book.

The Promise and Perils of Wearable Technologies

The first chapter, by John Gammack and Andrew Marrington, is titled “The Promise and Perils of Wear-
able Technologies”. This chapter introduces the field of wearables and foreshadows some of the themes 
explored in depth in later chapters. In this first chapter, the authors describe emerging technologies 
and devices in the wearable arena. These devices include smart gadgets, garments, jewelery, and other 
devices worn on the user’s body. The authors also discuss high profile wearable devices such as the 
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