
DOI: 10.4018/IJIDE.2018100105

International Journal of Innovation in the Digital Economy
Volume 9 • Issue 4 • October-December 2018


Copyright©2018,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



48

The Assessment of Ethical Issues Within 
Ubiquitous Computing in Belgium
Shaun Anderson, Letterkenny Institute of Technology, Letterkenny, Ireland

Nigel McKelvey, Letterkenny Institute of Technology, Letterkenny, Ireland

ABSTRACT

Ubiquitouscomputing is the futureof technologyas the listofubiquitouscompatibledevices is
growing.Theambientnatureofthistechnologygenerateshighusageinnotablypopulatedcountries
andpopularcities suchasBelgium.Thepresentarticleassesses theethical issuesofubiquitous
technologyinBelgium.Theuseofubiquitoustechnologieshereisprevalentandcoincidingthisis
variousethicalissues.Oneofthemanyethicaltheoriescommonhereisculturalrelativism.Amajor
issuehereisthemishandlingofdataleadingtoprivatedatabeingutilisedunethically.Thisisan
occurringincidentthathashappenedinBelgiumrecentlyandotheraccountsofissueswithinEurope
andoutsideofEuropehavebeenidentified.NewEuropeanUnionlawshavebeenimplementedto
helpeliminateanyfurthermisconductbutlargemulti-nationalcompaniesarenotprovidingclarity
ontheirusethus,leadingtothemisuseofdata.Although,thedatabeingprovidedtothesecompanies
issolelydowntothedecisionoftheuser.
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INTRoDUCTIoN

Theevolutionofcomputersinthelastdecadehasbeenhugeandpeopleinsocietyusecomputers
throughtheobviousapproachessuchasPC’sandlaptopsbutmoreandmoreavenueshavebeen
explored to utilise the benefit and influence that these digital companions have (New Scientist,
2013).Ubiquitouscomputingistheideaofhavingcomputersaroundhumansandembeddedinto
societyfromthemomentahumanstartstheirdayand,insomeinstances,itmayapplywhenhumans
areasleepthroughvarioussleeptrackingapps(Knobloch,2018).Manypeoplecanmisunderstand
ubiquitouscomputingandseeitasanotherformofdesktopcomputingbecauseithas“computing”
inthetitlebutitisaverydifferentformofcomputing.Itcanhappenonanydeviceatanytime,in
anyplace(Rouse,2016).

Thedevicesthatitoccursinthemostarewirelessembeddednetworkdevicesthatareincorporated
intodailylifesuchassmartphones,wearabletechnology,bankcardsandevensomehomeappliances.
Thetermubiquitouscomputingcanalsobeinterpretedaspervasivecomputingortheinternetofthings.
Oneofthemanygoalsofpervasivecomputingistomakedevicessmarterandimplementtechnology
todevicesthatarenon-technological(Rouse,2016).These“smart”devicescanbeundetectedby
humansandthesetechnologiesmaybetakingpersonalinformationfromthem.Forinstance,wearable
technologysuchasfitnesstrackers,theyretrievepersonaldatasuchasheartrateandotherhuman
details.Althoughhumansagreetothewithdrawalofinformationthroughtheestablishedapp,some
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termsandconditionsofsomecompaniesmayleadtomisuseofyourpersonaldata.Examplesof
devicesthatapplytoubiquitousandpervasivecomputingisanApplewatchortheAmazonEcho.

Background
Anexampleofpervasivecomputingisgettingatraditionalappliancesuchasawatchandturningit
smart(NewScientist,2013).Implementingcomputersintothingsaroundhumansandsocietythat
allownewinteractionsandexperiencecanbeattractive,butthisattractioncanoverlookandmask
whatisreallygoingon.Ethicalissuescanappearanywhereincomputingandthisisnoexception
whenubiquitouscomputingisapplied.Ubiquitouscomputingcanbehighlydependableonculture
andinBelgium’scase,culturalrelativismisaproblem.FormajorcitiessuchasLondon,Parisor
Brussels,ubiquitouscomputingisprevalent.Theselocationshavealargerpopulation,consequently
leadingtoalargerusageoftechnology.Although,thislargerpopulationcanhaveitsdownfallsas
therearemoreopinionsandaltercationswiththetechnologybeingapplied,someofthepopulation
haveanurgetooptoutofthistechnologicalenvironmentassomefeelthatitmaybeethicallywrong
forcompaniestoapplyubiquitouscomputingtechniquesastheyfeelitcanimpedeprivacy(Hilty,
2014).Mostofthepopulationagreetoubiquitouscomputingmethodsasthesepopularcitiesare
culturally ‘modern’. Furthermore, perspective onubiquitous technology is socially accepted and
implemented(NewScientist,2013).Muchofthepopulationsufferfromculturalrelativismwhich
definessocietiesmoralviewsandbeliefs.

Societiesthathaveanethicalattitudeofculturalrelativismfailtoestimatethequalityandvalue
oftheirdata(TheEconomist,2017).Thiscanbeahugeproblemindatasecurityasthepopulationis
negligentinthetransferoftheirdata.Ubiquitouscomputingconsumesdatamorethananyothertype
oftechnologybecauseonitsambientnature(BecciDaLaRiviere,2018).Manycasesofunethical
actionsthroughubiquitoustechnologythroughoutEuropeanandNon-Europeancountriesarerelated
tothemishandlingofdata.Thecauseofthismishandlingofdataisarguedupon.Inanarticlefrom
(Gibbs,2017),Facebookplacesblameontheuserswhoprovidethedatawhichrelatestocultural
relativismwhereas,inthecaseoftheBelgacomhack,anegotisticapproachfromothercountriesis
regardedtobetheproblem.

EVALUATIoN

Ubiquitous Computing outside of Europe
Asstatedintheintroduction,ubiquitouscomputingisfundamentallyimplementingcomputational
capabilityintoeverydayobjectsaroundus(Yogesh,2018).Thiscanmeandevicesthatareusedin
dailylifecanbe‘smart’ toincompetenttechnologyusers.Recently,reportsofleakeddocuments
fromtheCentralIntelligenceAgency(CIA)statethattheAmericanagencycanhavetheabilityto
hackintoTV’sandutilisethesmartfunctions.ThehackisonlyapplicabletosmartSamsungTV’s
(Calore,2017).The leakeddocumentexposeshacking toolsandsoftware thatwasdevelopedby
theCIAincooperationwithBritishIntelligence.Thedocumentrevealedafeaturecalled‘FakeOff
Mode’whichwasinsertedSamsungtelevisions.Ifthismodewastriggered,itwouldgivetheuser
theillusionthatthedeviceisturnedoff.Thiswouldallowtheoperativestogainaccesstoaudioor
potentiallyvideodependingontheTV’scapabilities,toretrievedatafromtheroomthatthetelevision
islocatedin(Calore,2017).

Theeraofubiquitouscomputingcanreallyquestiontheprivacyofhumanlives.Themajorityof
objectsaroundeverydaylivingcouldpotentiallybeaccessiblebyhackerswhichcreatesadischarge
ofworryforindividuals(Scutti,2017).AnttiOulasvirta,leaderoftheHelsinkiPrivacyexperiment
whichwasconductedatAaltoUniversity,Finlandfoundfromresearchthattheubiquitoussurveillance
techniquesarerelatedtoahumanequivalent,neighbours.Oulasvirta’sbelievesthatthistechnology
infringementisnodifferenttoaneighbour(Scutti,2017).Although,theonlydiscrepanciesarethat
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