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ABSTRACT

In applications such as video surveillance systems, cameras transmit video data streams through network 
in which quality of received video should be assured. Traditional IP based networks cannot guarantee 
the required Quality of Service (QoS) for such applications. Nowadays, Software Defined Network (SDN) 
is a popular technology, which assists network management using computer programs. In this paper, a 
new SDN-based video surveillance system infrastructure is proposed to apply desire traffic engineering 
for practical video surveillance applications. To keep the quality of received videos adaptively, usually 
Constraint Shortest Path (CSP) problem is used which is a NP-complete problem. Hence, heuristic 
algorithms are suitable candidate for solving such problem. This paper models streaming video data 
on a surveillance system as a CSP problem, and proposes an artificial bee colony (ABC) algorithm to 
find optimal solution to manage the network adaptively and guarantee the required QoS. The simulation 
results show the effectiveness of the proposed method in terms of QoS metrics.
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1. INTRODUCTION

Nowadays, due to growing multimedia data type, providing Quality of Service (QoS) for multimedia 
applications is a main agenda for network providers. Traditional networks are complex, and hard to man-
age dynamically (Kreutz et al., 2015), because network administrators must configure each individual 
network device separately. In traditional networks such as IP and ATM, network devices are vendor 
specific further control and data plane are coupled (Akyildiz, Lee, Wang, Luo, & Chou, 2014). Due to 
these limitations, there are a few successful traffic engineering methods for providing QoS in traditional 
networks. One of the most popular traffic engineering schemas in IP networks is MPLS (Xiao, Hannan, 
Bailey, & Ni, 2000). Nevertheless, MPLS is not suitable for real time applications such as online multi-
media streaming (Egilmez, Civanlar, & Tekalp, 2013), because MPLS requires many signaling messages 
between routers for assigning labels and managing the routes themselves. IntServ (Clark, Shenker, & 
Zhang, 1992) and DiffServe (Ito & Tasaka, 2008) are other solutions for providing QoS in the traditional 
networks. These methods are based on hop by hop manner of IP routing and do not care about overall 
network resources, hence they are not truly successful in all type of networks for multimedia applications 
(Egilmez, Civanlar, & Tekalp, 2013). Moreover, due to lack of global network view in legacy networks, 
it is difficult to guarantee QoS with respect to such constraints.

To overcome such limitations, Software Defined Networks (SDN) can be used. In SDN, the control 
plane and data plane of network are separated, and network providers will be able to control the whole 
network with a controller (Akyildiz, Lee, Wang, Luo, & Chou, 2014). Separation between control and 
data plane helps network administrators to manage the network dynamically. SDN provides network 
programmability, hence network administrators will be able to program and configure their networks per-
flow and dynamically (Kim & Feamster, 2013). Figure 1 shows the simplified view of SDN architecture.

Figure 1. A simplified view of SDN (Kreutz et al., 2015)



 

 

16 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/an-intelligent-traffic-engineering-method-over-

software-defined-networks-for-video-surveillance-systems-based-on-artificial-

bee-colony/213811

Related Content

Success Factors for Data Protection in Services and Support Roles: Combining Traditional

Interviews With Delphi Method
Pedro Ruivo, Vitor Manuel Duarte Santosand Tiago Oliveira (2019). Censorship, Surveillance, and Privacy:

Concepts, Methodologies, Tools, and Applications  (pp. 814-829).

www.irma-international.org/chapter/success-factors-for-data-protection-in-services-and-support-roles/213834

Research in India
 (2020). Internet Censorship and Regulation Systems in Democracies: Emerging Research and

Opportunities  (pp. 117-124).

www.irma-international.org/chapter/research-in-india/254621

Why Watch?: Assessment
 (2022). Modern Day Surveillance Ecosystem and Impacts on Privacy (pp. 101-120).

www.irma-international.org/chapter/why-watch/287146

The Role of State Actors in Cybersecurity: Can State Actors Find Their Role in Cyberspace?
Seunghwan Yeo, Amanda Sue Birchand Hans Ingvar Jörgen Bengtsson (2019). National Security:

Breakthroughs in Research and Practice  (pp. 16-43).

www.irma-international.org/chapter/the-role-of-state-actors-in-cybersecurity/220873

Architecture of Combined E-Learning Environment and Investigation of Secure Access and

Privacy Protection
Radi Petrov Romanskyand Irina Stancheva Noninska (2019). Censorship, Surveillance, and Privacy:

Concepts, Methodologies, Tools, and Applications  (pp. 1347-1365).

www.irma-international.org/chapter/architecture-of-combined-e-learning-environment-and-investigation-of-secure-

access-and-privacy-protection/213858

http://www.igi-global.com/chapter/an-intelligent-traffic-engineering-method-over-software-defined-networks-for-video-surveillance-systems-based-on-artificial-bee-colony/213811
http://www.igi-global.com/chapter/an-intelligent-traffic-engineering-method-over-software-defined-networks-for-video-surveillance-systems-based-on-artificial-bee-colony/213811
http://www.igi-global.com/chapter/an-intelligent-traffic-engineering-method-over-software-defined-networks-for-video-surveillance-systems-based-on-artificial-bee-colony/213811
http://www.irma-international.org/chapter/success-factors-for-data-protection-in-services-and-support-roles/213834
http://www.irma-international.org/chapter/research-in-india/254621
http://www.irma-international.org/chapter/why-watch/287146
http://www.irma-international.org/chapter/the-role-of-state-actors-in-cybersecurity/220873
http://www.irma-international.org/chapter/architecture-of-combined-e-learning-environment-and-investigation-of-secure-access-and-privacy-protection/213858
http://www.irma-international.org/chapter/architecture-of-combined-e-learning-environment-and-investigation-of-secure-access-and-privacy-protection/213858

