
DOI: 10.4018/IJDCF.2019010106

International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019


Copyright©2019,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



78

Image Steganalysis in High-
Dimensional Feature Spaces with 
Proximal Support Vector Machine
Ping Zhong, College of Science, China Agricultural University, Beijing, China

Mengdi Li, College of Information and Electrical Engineering, China Agricultural University, Beijing, China

Kai Mu, College of Information and Electrical Engineering, China Agricultural University, Beijing, China

Juan Wen, College of Information and Electrical Engineering, China Agricultural University, Beijing, China

Yiming Xue, College of Information and Electrical Engineering, China Agricultural University, Beijing, China

ABSTRACT

ThisarticlepresentsthelinearProximalSupportVectorMachine(PSVM)totheimagesteganalysis,
andfurthergeneratesaveryefficientmethodcalledPSVM-LSMRthroughimplementingPSVMby
thestate-of-the-artoptimizationmethodLeastSquareMinimum-Residual(LSMR).Also,motivated
byextremelearningmachine(ELM),anonlinearalgorithmPSVM-ELMisproposedfortheimage
steganalysis.Itisshownbytheexperimentswiththewidestegoschemesandrichsteganalysisfeature
sets inboth the spatial and JPEGdomains that thePSVMcanachievecomparableperformance
withFisherLinearDiscriminant(FLD)andridgeregression,anditscomputationaltimeisfarmore
lessthanthatofthemonlargefeaturesets.ThePSVM-LSMRiscomparabletoRidgeRegression
implementedbyLSMR(RR-LSMR),andbothofthemrequiretheleastcomputationaltimeamongall
thecompetitionswhendealingwithmediumorlargefeaturesets.ThenonlinearPSVM-ELMperforms
comparablyorevenbetter thanFLDand ridge regression for the spatialdomain steganographic
schemes,anditscomputationaltimeisapparentlylessthanthatofthemonlargefeaturesets.
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1. INTRoDUCTIoN

Imagesteganographyisanimportantconvertcommunicationtechnologythatconcealssecretmessages
inimagesbythemeansofslightchangesinpixelvaluesorDCTcoefficients.Currently,themost
securesteganographicalgorithmsarecontent-adaptiveones,suchasHUGO(Pevnýetal.,2010),
UNIWARD(Holub&Fridrich,2014),WOW(Holub&Fridrich,2012)andsoon.Theytendto
hidethesecretdatainthecomplicatedtextureregionsandshowtheexcellenceanti-detectionability.
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Withtherapiddevelopmentofimagesteganography,steganalysistechniquesthatarerelatedto
detectingtheexistenceofthehiddenmessagesinimagesalsohavemadegreatprogress.Thepopular
methodsconsistofextractingtherelevantfeaturesthathelptodetectthepresenceofhiddenmessage,
andthendesigningsuitableclassifiertoseparatetheclassesofcoverandstegoimages.Inorderto
improvethedetectionperformance,thefeaturedimensionsareever-increasing.Asiswellknown,
thestate-of-the-artsteganalystsaretheSpatialRichModel(SRM)(Fridrich&Kodovský,2012)and
itsvariants(Holub&Fridrich,2013;Denemarketal.,2014),whichmaycontainmorethan30,000
features.Forthelargescaleandhighdimensionaltrainingsets, ithasbeenshownthatensemble
classifiers,suchasFLDensembleclassifier,(Kodovskýetal.,2012)aresuccessful.Later,Fridrich
etal.(Cogranneetal.,2015)demonstratethatasimplewellregularizedFLDoraridgeregression
canachievethecomparableperformancewiththeensembleclassifiers.Inaddition,theyshowthat
ridgeregressionimplementedbyLSMRachievesalmostthesamedetectionaccuracyasanensemble
classifierforacomputationaltimeupto10timessmaller.

However,forthewidelypopularlinearSupportVectorMachine(SVM)andGaussianSVM,they
aredifficulttobetrainedafterthepresenceofrichmediamodels(Kodovskýetal.,2012).Compared
withtheFLDandridgeregression,themajorreasonforthedifficultyintrainingthesestandardSVMs
isthattheyrequireconsiderablylongcomputationaltimetosolvealinearoraquadraticprogram
involved.Inaddition,excepttheregularizationparameterwhichthesemachinelearningalgorithms
have,GaussianSVMalsoneedstosearchforanotheroptimalkernelparameterinthetrainingprocess,
anditistimeconsuming.

QuitedifferentfromthestandardSVMs,thelinearProximalSupportVectorMachine(PSVM)
(Fung&Mangasarian,2001)whichhasbeenproposedbasedonthemuchmoregenericregularization
networks(Evgeniouetal.,2000)canbefastimplementedwithoutofextensivecomputation.The
linearPSVMseparatestwoclassesofdatapointsthroughproximalhyperplaneswiththemaximum
margin.Thestrongconvexityoftheformulationleadstothesimpleproximalcode,whichisnot
always the case in the standardSVMs.Motivatedby thePSVM, a simplifiednonlinearmethod
referredtoExtremeLearningMachine(ELM)(Huangetal.,2012)hasbeenpresentedforlearning
singlehiddenlayerfeedforwardneuralnetworks.ELMhastheabilityofdealingwiththenonlinear
featureconstructionbyELMkernelmatrixwithouttheselectionofparameters(Huangetal.,2015).

AllthemethodsincludingtheregularizedFLD,ridgeregression,andthelinearPSVMcanbe
interpretedastheleastsquareestimationswith l2 regularization(theregularizedFLDcorresponds
totheridgeregressionwhenthefeatureshavezeromean(Cogranneetal.,2015)).Thefactthata
simpleFLDclassifieroraridgeregressioncanachievegooddetectionaccuracy(Cogranneetal.,
2015) motivates this paper. It is reasonable to study other regularization methods and make a
comparisonamongtheirperformance.Inparticular,theregularizedFLDandridgeregressionget
theirsolutionsbyinvertingamatrixofsize d d× (where d isthenumberoffeatures),whilethe
linearPSVMcangetthesolutionbyinvertinganequalorevensmallersizeofmatrix.Thepotential
benefitisreducingtrainingcomplexityandimprovingtheefficiency.Furthermore,thelinearPSVM
canbeimplementedbythefastoptimizationmethodLSMR(Fong&Saunders,2011)tosubstantially
improvethecomputationalefficiency.Inaddition,weproposeanonlinearPSVM,calledPSVM-
ELM,basedontheELMkernelmatrixbycombiningthemeritsofthelinearPSVMandELM.The
experimentsshowthatthedetectionaccuracyofthelinearPSVMiscomparabletothatoftheFLD
andridgeregression,anditscomputationaltimeisfarlessthanthatoftheFLDandridgeregression
whendealingwiththelargefeaturesets.ThePSVM-LSMRcanfurtherimprovethePSVMonboth
thedetectionaccuracyandcomputationaltime,andtheperformanceofitiscomparabletothatof
theRR-LSMR.Bothofthemrequiretheleastcomputationaltimeamongallthecompetitionswhen
dealingwithmediumorlargefeaturesets.Inaddition,itisshownthatthedetectionaccuracyofthe
nonlinearclassifierPSVM-ELMisrathergoodforthespatialdomainsteganographicschemes.Also,
thePSVM-ELMistrainedmuchmoreefficientlythantheFLDandridgeregressiononthelarge
featuresets.
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