
DOI: 10.4018/IJDCF.2019010107

International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019


Copyright©2019,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



90

Asymmetric Distortion Function 
for JPEG Steganography Using 
Block Artifact Compensation
Zichi Wang, Shanghai Institute for Advanced Communication and Data Science, Key Laboratory of Specialty Fiber 
Optics and Optical Access Networks, Joint International Research Laboratory of Specialty Fiber Optics and Advanced 
Communication, Shanghai University, Shanghai, China

Zhaoxia Yin, Key Laboratory of Intelligent Computing and Signal Processing, Ministry of Education, Anhui University, 
Anhui, China

Xinpeng Zhang, Shanghai Institute for Advanced Communication and Data Science, Key Laboratory of Specialty Fiber 
Optics and Optical Access Networks, Joint International Research Laboratory of Specialty Fiber Optics and Advanced 
Communication, Shanghai University, Shanghai, China

ABSTRACT

ThisarticledescribeshowtheexistingdistortionfunctionsforJPEGsteganographyallotsamecostfor
±1embeddingchanges.Becauseofthecorrelationofnaturalimage,however,changeswithdifferent
polaritiesmakedifferentinfluencesonimage.Therefore,theembeddingcostsfor±1embedding
changesshouldnotbeequivalent.Thisarticleproposesageneralmethodtodistinguishtheembedding
costsfordifferentpolaritiesofembeddingchangesforJPEGimageswiththehelpofreferenceimages
constructedbyblockartifactcompensation.TheoriginalJPEGimageisdecompressedintospatial
domainfirstly,andthentheblockartifactiscompensatedbysmoothingfilteringimplementedon
borderpixelsofeach8×8block.Afterthat,thecompensatedimagewhichismoresimilartothe
originaluncompressedimageisrecompressedintoDCTdomainandadoptedassideinformationto
guidetheadjustingofthegivendistortionfunction.Experimentresultsshowthataftertheproposed
methodisemployed,thesecurityperformanceofcurrentpopularJPEGsteganographicmethodsis
observablyincreased.
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INTRoDUCTIoN

Steganographyaimstotransmitdatasecretlythroughdigitalmediawithoutdrawingsuspicionby
slightly modifying cover data (Zhang, 2016). The early steganographic methods try to increase
the undetectability by decreasing the quantity of embedding changes (Fridrich & Soukal, 2006;
Zhang&Wang,2006;Zhang,Zhang&Wang,2008),orbymaintainingakindofstatisticalmodel
(Westfeld,2001;Phil,2003;Fridrich,Pevný&Kodovský,2007).Butthesemethodscannotachieve

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2019willproceedwithpublicationasanOpenAccessarticle
startingonFebruary2,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.



International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019

91

satisfactoryundetectabilityduetothelackofconsiderationaboutimagecontent.Withtheemergence
ofthesyndrometrelliscoding(STC)(Filler,Judas&Fridrich,2011)whichcanminimizeadditive
distortionbetweenthecoverandthestegoimageunderauser-defineddistortionfunctionwithagiven
payload,thesecurityperformanceofsteganographyhasbeengreatlyimprovedandthedirectionof
steganographyisturntothedesignofdistortionfunction.

A distortion function allots an embedding cost for each cover element and the embedding
costquantifies theeffect formodifying thecoverelement.Thedistortionbetweencoverand the
correspondingstegoobjectisexpressedasasumofcostsofmodifiedelements.Thereareamountain
ofexcellentdistortionfunctionsforspatialimages(Pevný,Filler&Bas,2010;Holub&Fridrich,
2012,Holub&Fridrich,2013;Li,Wang,Huang&Li,2014,Sedighi,Fridrich&Cogranne,2015)
orJPEGimages(Holub&Fridrich,2013;Guo,Ni&Shi,2014;Guo,Ni,Su,Tang&Shi,2015;
Wang,Zhang&Yin,2016).Mostofthesedistortionfunctionsallotasameembeddingcostfor±1
embeddingchanges.Butbecauseofthecorrelationofnaturalimages,changeswithdifferentpolarities
makedifferentinfluencesonanimage.Therefore,theembeddingcostfor±1embeddingchanges
shouldnotbeequivalent.So,theseexistingdistortionfunctionscanbeoptimizedbydistinguishthe
embeddingcostsfor±1embeddingchanges.

A general method to distinguish the embedding costs for different polarities of embedding
changesforspatial images isproposed in(Wang,Lv,Wei&Zhang,2016).Both thefluctuation
afterpixelsbeing+1or-1andthetextureofcoverimageareemployedtoadjustagivendistortion
function.Thisapproachmakesthefluctuationaroundmodifiedpixelsbecomemoresimilartothat
of their neighbourhoods. Thus, less detectable artifacts achieved. As JPEG is widely used, it is
meaningfultodesignasymmetricdistortionfunctionforJPEGsteganography.Someschemesare
designedfordistinguishtheembeddingcostfordifferentpolaritiesofembeddingchangesforJPEG
steganographywiththehelpofadditionalinformationsuchasspatialprecover(Denemark&Fridrich,
2015)ormultipleJPEGimagesofthesamescene(Denemark&Fridrich,2017).However,theneed
ofadditionalinformationmakestheseschemesimpracticableinrealworld.Uptonow,thereisno
asymmetricJPEGdistortionfunctionwithoutanyhelpofadditionalinformation.

Thispaperfirstlyproposesageneralmethodtodistinguishtheembeddingcostsfordifferent
polaritiesofembeddingchangesforJPEGimagesbycompensatingtheblockartifact.Theoriginal
JPEG image is decompressed into spatial domain, and then the block artifact caused by JPEG
compressioniscompensated.Afterthat,theimageisrecompressedintoDCTdomainandadopted
assideinformationtoadjustthegivendistortionfunction.Notethatthesideinformationisproduced
fromthegivenJPEGimage,notfromanyadditionalinformation.

PRoPoSED METHoD

ThesketchoftheproposedmethodisshowninFigure1.TheoriginalJPEGimageisdecompressedinto
spatialdomainfirstly,andthentheblockartifactiscompensatedbysmoothingfilteringimplemented

Figure 1. Sketch of the proposed method
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