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ABSTRACT

The General Data Protection Regulation (GDPR) specifies obligations that shape the way
informationiscollected,shared,provided,orcommunicated,andprovidesrightsforreceivinga
copyoftheirpersonaldatainaninteroperableformat.Thesharingofinformationbetweenentities
affectedbyGDPRprovidesastrongmotivationtowardstheadoptionofaninteroperablemodel
for the exchange of information and demonstration of compliance. This article explores such
an interoperabilitymodel throughentities identifiedby theGDPRand their information flows
alongwithrelevantobligations.Themodelcategorisesinformationexchangedbetweenentities
andpresentsadiscussiononitsrepresentationusingexistingstandards.Aninvestigationofdata
providedundertheRighttoDataPortabilityforexploringinteroperabilityinareal-worlduse-case.
Thefindingsdemonstratehowtheuseofcommondataformatshamperitsusabilityduetoalack
ofcontext.Thearticlediscussestheadoptionofcontextualmetadatausingasemanticmodelof
interoperabilitytoremedytheseidentifiedshortcomings.
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INTRoDUCTIoN

Businessesareincreasinglyusingpersonaldatatoprovideservices,especiallyonline,invariousforms
suchaspersonalisationofprovidedservicesandtargetedadvertisements.Suchservicesneedtoadhere
todataprotectionlawsgoverningthecollectionandsubsequentusageandsharingofpersonaldata.
Previously,theDataProtectionDirective,orDPD(DPD,1995),intheEuropeanUnionregulated
theprocessingofpersonaldata.ThishasbeensupersededbytheGeneralDataProtectionRegulation
(GDPR,2016),abbreviatedasGDPR,whichisthenewEuropeandataprotectionlegislationthat
enteredintoforceon25thMay2018.Non-compliancetowardsitsobligationscarriesafineofupto
€20millionor4%ofacompany’sglobalannualturnoverofthepreviousfinancialyear,whichever
ishigher,basedonthenatureofoffense(Article83).ThismakesGDPRanimportantlegislation
intermsofchangestotheorganisationalmeasuresrequiredforcompliance.Inparticular,GDPR
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focusesontheuseofconsentandpersonaldataasthebasisofoperationsandprovidesthedatasubject
withseveralrights.Thesenewchangeshavespurredinnovationwithinthecommunitythattargets
compliancewiththevariousobligationsoftheGDPR.

Alongwithproviding constraints forhowpersonaldata is used and shared throughvarious
processes,theGDPRalsoprovidesstatementsaboutthewayinformationissharedorcommunicated
between various entities. GDPR provides seven key principles (Article 5) that act to guide the
processingofpersonaldata.Theseare-Lawfulness,fairnessandtransparency,Purposelimitation,
Dataminimisation,Accuracy,Storagelimitation,andIntegrityandconfidentiality,andAccountability.
WhiletheseprinciplesaresimilartothosewithintheDPD,GDPRencompassestheseprinciplesin
alargerroleinitsadherencetowardscompliance.Theseprinciplessetouthoweachdatacontroller
shouldprocessthepersonaldataofclientsordatasubjectsandformstheguidelinefordutiesand
obligationsforcompliancebyentities.Forexample,aDataProcessorundertheGDPRisanentity
thatcanonlyactonthedataundertheinstructionsitreceivesfromaDataControlleroranotherData
Processor(makingitthesub-Processor).Therefore,aDataProcessorcannotdecidethepurposeof
thedataitreceivesandmustadheretotheinstructionsitreceivesfromtheDataControllerorData
Processorthatprovidesthedata.AssumingthisentityisaDataController,theagreementwiththe
DataProcessorisexpectedtostatetheseresponsibilitiesinanexplicitmannersuchthattheData
ProcessoraswellastheDataControllercanverifyoraudittheaccountabilityofthisagreementfor
obligationsprovidedbytheGDPR.

The GDPR provides several rights to the data subjects whose adherence is mandatory for
organisations.TheRight to Inform(Article12-14)andRight toAccess (Article12,15)provide
theDataSubjecttherighttobeinformedregardinghowtheirpersonaldataisorwillbecollected,
processed,stored,andusedalongwiththespecificpurposes.TheRighttoDataPortability(Article
12,A20)enablestheDataSubjecttoreceiveacopyoftheirpersonaldatawhichtheyhaveprovidedto
theDataController.ItalsoallowstheDataSubjecttorequestthisdatatobedirectlymoved,copied,or
transferredtoanotherDataController.Theprovidedmustbeinacommonlyused,machinereadable,
andinteroperableformat.Theexercisingoftheserightsinvolvesanexplicitinteractionbetweenthe
DataControllerandtheDataSubjectoranotherDataControllerwheretheinformationexchangedis
thepersonaldataunderconsideration.Additionally,GDPRexplicitlymentionsinteroperabilityasone
ofthemandatorypropertiesofthisdata,makingitsadoptionanecessaryparttowardsitscompliance.

While there is no requirement for legally structuring shareddata in a particularway, doing
sohasbenefits forallentities involved.ForDataSubjects, thisprovidesconsistency in termsof
understandabilityandinteroperabilityoftheirpersonaldata.ForDataControllersandDataProcessors,
thisenablesseamlessoperationsthroughinteroperablemechanismsthatalsoactasdemonstrable
compliancetowardsrequiredobligations.ForSupervisoryAuthorities,theinteroperabilityofdata
providesauniforminterfacewhenconductinginvestigations,beingparticularlyhelpfulwhentracing
theflowofinformationacrossmultipleentities.

ThispaperinvestigatesinteroperabilityinthecontextoftheGDPR.Itpresentsanoverviewof
theGDPRintermsofentitiesinvolvedandpresentsasystematicrepresentationoftheirinteractions.
Throughthis, itpresentsananalysisoftheentitiescategorisedaccordingtotheirroleasdefined
by the GDPR, the nature of information flows between these entities, and the requirements for
interoperabilityintheirinteractionsthroughtheseinformationflows.Throughthisanalysis,thepaper
investigatesthecreationofaninteroperabilitymodelbasedoninteractionsbetweenentitiesandshaped
byrelevantobligationsenforcedbytheGDPRwhichactasrequirementsforthemodel.Thepurpose
ofthismodelistohighlighthowinformationexchangedbyentitiesisaffectedbytheGDPRandto
discussitsrepresentationusingvariousexistingstandardsandstandard-creatingbodies.Thepaper
alsopresentsadiscussiononhowthemodelisusefulforoperationsinvolvinginformationexchange
andtowardsensuringitscompliancewiththeobligationsoftheGDPR.

Themaincontributionofthispaperistheabove-mentionedmodelforinteroperabilitybasedon
theGDPR.Throughthemodel,thepaperidentifiesthecategoriesofinformationsharedbyentities
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