
  ���

Chapter XXX
A Survey of Key Management in 

Mobile Ad Hoc Networks
Bing Wu

Fayetteville State University, USA

Jie Wu
Florida Atlantic University, USA

Mihaela Cardei
Florida Atlantic University, USA

Copyright © 2008, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

AbstrAct

Security has become a primary concern in mobile ad hoc networks (MANETs). The characteristics of 
MANETs pose both challenges and opportunities in achieving security goals, such as confidentiality, 
authentication, integrity, availability, access control, and nonrepudiation. Cryptographic techniques 
are widely used for secure communications in wired and wireless networks. Most cryptographic mecha-
nisms, such as symmetric and asymmetric cryptography, often involve the use of cryptographic keys. 
However, all cryptographic techniques will be ineffective if the key management is weak. Key manage-
ment is also a central component in MANET security. The purpose of key management is to provide 
secure procedures for handling cryptographic keying materials. The tasks of key management include 
key generation, key distribution, and key maintenance. Key maintenance includes the procedures for key 
storage, key update, key revocation, key archiving, and so forth. In MANETs, the computational load 
and complexity for key management are strongly subject to restriction by the node’s available resources 
and the dynamic nature of network topology. A number of key management schemes have been proposed 
for MANETs. In this chapter, we present a survey of the research work on key management in MANETs 
according to recent literature.
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IntroductIon                                                  

Mobile Ad Hoc networks (MAnEts)

In areas where there is little communication 
infrastructure or the existing infrastructure is 
inconvenient to use, wireless mobile users may 
still be able to communicate through the forma-
tion of mobile ad hoc networks (Perkins, 2001). 
A mobile ad hoc network, or simply MANET, is 
a collection of wireless mobile hosts that form a 
temporary network without the aid of any central-
ized administration or support. In such a network, 
each mobile node operates not only as a host but 
also as a router, forwarding packets for other mobile 
nodes in the network that may be multiple hops 
away from each other. 

Possible applications of MANETs include: 
soldiers relaying information for situational aware-
ness on the battlefield; business associates sharing 
information during a meeting; attendees using 
laptop computers to participate in an interactive 
conference; and emergency disaster relief person-
nel that are coordinating efforts at sites of fires, 
hurricanes, or earthquakes. 

A routing protocol is necessary in such an envi-
ronment, since two hosts that wish to communicate 
may not be able to exchange packets directly. Figure 
1 shows a simple example of a MANET. Host w is 
not within the range of host u’s wireless transmit-
ter and vice versa. If u and w wish to exchange 

packets, they may depend on the services of host 
v to forward packets for them because v is within 
the overlap between u and w’s transmission range. 
Although the number of hops for a host to reach 
another is likely to be small, the routing problem in 
a real MANET will still be complicated due to the 
inherent nonuniform propagation characteristics 
of wireless transmissions, and the highly dynamic 
topology of the networks.

characteristics of MAnEts

A MANET is an autonomous system of mobile 
nodes. The system may operate in isolation, or 
may have gateways to an interface with a fixed 
network. Its nodes are equipped with wireless 
transmitters/receivers using antennas that may 
be omnidirectional (broadcast), highly directional 
(point-to-point), or some combination thereof. 
At a given time, the system can be viewed as a 
random graph due to the movement of the nodes 
and their transmitter/receiver coverage patterns, 
the transmission power levels, and the cochannel 
interference levels (Karygiannis & Owens, 2002; 
Ravi, Raghunathan, & Potlapally, 2002; Stallings, 
2002). The network topology may change with time 
as the nodes move or adjust their transmission and 
reception parameters. Thus, ad hoc networks have 
several salient characteristics:

Figure 1.  An example of a mobile ad hoc network
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