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ABSTRACT

Thisarticleinvestigatestheopportunitiesandchallengesofcybersecurityforinformationsystems
(IS)programsandproposesacurriculumstructureofcybersecuritytrackforISprograms.Thestudy
hascollecteddatafromeighty-twocoursewebsitesofthirteeninstitutionsatthegraduateleveland
sixteeninstitutionsattheundergraduatelevelaswellastwentydescriptionsofcybersecurityjobs
postedontheinternet.Thecollectedqualitativedatahasbeenanalyzedfromthefromtheperspective
ofISeducation.Thefindingsindicatethat thetopicsofcybersecuritymanagementandessential
cybersecuritytechnologyarerelevanttotheISdiscipline.Thearticlesuggeststhatthesetopicscan
bethecomponentsoftwocybersecuritycoursesofferedbyISprogramstomeetthedemandsand
challengesofcybersecurity.
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1. INTROdUCTION

Protection of information in business and government organizations in the global digital
environment has become an urgent and current issue. The U.S. cybersecurity market size is
estimatedtogrowfrom$1.8billionin2017to$22billionby2022.(“MarketResearchMedia,”
2018). Given the increasing cyberattacks through the Internet, the need for highly trained
cybersecurity professionals is acute. A projected shortfall of cybersecurity professionals is
significant(Nelson,2016).U.S.NewsandWorldReportrankedacareerininformationsecurity
analysiseighthonitslistofthe100bestjobsfor2015,andcybersecurityjobsareexpectedto
growatarateof36.5percentannuallythrough2022(South,2015).

Giventheincreasingdemandforthecybersecurityprofessionalsacrosstheworld,itisclearto
alldisciplinesrelatedtoinformationtechnology(IT)thatstrategicinnovationoftheITcurriculafor
cybersecurityisimperative.Theinformationsystems(IS)areainbusinesseducationhasexpressed
greatconcernaboutthestablelowenrollmentsandcareerskillsorientedundergraduateinformation
systemscurriculum(Harrisetal.,2012;Khoo,2012).TheIScommunityhascurriculumguidelines,
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IS2010(Topietal.2010),forundergraduatedegreeprogramsinISandITingeneral.TheIS2010
curriculumguidelines,establishedinacollaborativeeffortbyACM(TheAssociationforComputing
Machinery)andAIS(TheAssociationforInformationSystems),containasetofmodelcurricula
forundergraduatedegreesinIS.TheIS2010curriculumguidelinesarenotdirectlylinkedtoany
degreestructureinaspecificenvironmentbutprovideguidanceregardingthecorecontentsofthe
curriculumthatshouldbepresentinvariouscareertracksintheISfield.Thereisawiderangeof
adherencetotheIS2010curriculumguidelinesinbusinessschools(Belletal.,2013).Asallaspects
oftheglobalcomputingfieldcontinuetofacerapidandcontinuouschanges,ISprogramsneedto
maintaincurrencyofcurriculatomeetthedynamicneedsofthejobmarketofpost-secondaryIS/IT
graduates.Whilstcybersecurityhasbeenidentifiedasoneofthemostseriouschallengesoverthe
pastseveralyears(AgambaandKeengwe,2012;Gill,2016),thecurriculumofcybersecurityinthe
ISdisciplinehasnotfullyestablishedyet.ThisstudyinvestigateshowISprogramscancontributeto
cybersecurityeducationandhowcybersecuritycurriculumshouldbeembeddedinISprograms.The
objectiveofthearticleistoproposeacurriculumstructureofcybersecuritytrackforISprogramsto
collaboratewithotherdisciplinesforcybersecurityeducation.

Therestofthepaperisorganizedasfollows.Section2isareviewofliteratureofrelated
work.Section3providesanoverviewofdatacollectionthroughreviewsofwebdocumentsrelated
to cybersecurity education. The collection of qualitative data about cybersecurity programs
andcybersecurityjobrequirementswereusedforthisstudy.Section4describesthequalitative
dataanalysisprocessusedinthisstudy.Section5presentsthefindingsofthequalitativedata
analysisandrecommendations.Section6discussesthelimitationsofthestudy.Finally,section
7concludesthestudy.

2. LITERATURE REVIEw

Moststudiesofcybersecurityeducationemphasizeontechnicalaspectsofcybersecurityandsuggest
thatoperatingsystems,telecommunication,networking,cryptography,malwareanalysis,andcomputer
forensicsareimportanttechnicalskillsforcybersecuritystudents(BeznosovandBeznosova,2007;
Fultonetal.,2013;TrabelsiandMcCoey,2016).Giventheboardcoverageoftechnicaltopicsin
cybersecurity, there isnostandardsetof learningoutcomesassociatedwith technicalaspectsof
cybersecurity (Slusky and Partow-Navid, 2012). Some cybersecurity programs use professional
certificationstandards(e.g.,CISSP(CertifiedInformationSystemsSecurityProfessional)),andothers
usecurriculumguidelines(e.g.,NSA(NationalSecurityAgency)andNHS(NationalHealthService)).

Research intocybersecurityhassuggested that theprocessofcybersecurityrequiresmuch
more thanmere technical controls, anddemandshuman-centeredapproaches (Noluxolo et al.,
2017)andorganizationaldevelopmentapproaches(Stanciu&Tinca,2017).Fromanorganizational
perspective,successfulorganizationstypicallyhavestrongandreinforcedcybersecuritypolicies
andprocedures,andsetclearcybersecuritygovernancestandards(Asllanietal.,2013).Toprotect
informationresources,theorganizationmustallocatesufficientbudgetsandretainexperienced
cybersecuritypersonnel.Userawarenessofcybersecurityandsocialresponsibilityareimportant
componentsofcybersecurityprotectionsystems(D’Arcyetal.,2009).Research (Woszczynski
andGreen,2017)hasindicatedthatmorethanhalfpotentialtopicsforcybersecuritycoursesdo
nothaveheavytechnicalcomponents.

Toaddressorganizationalandsocial issuesrelatedtocybersecurity,manyISprogramshave
launchednewcoursesrelatedtocybersecurityduringthepastseveralyears(CramandD’Arcy,2016).
Thosecoursesofcybersecurityintegratebasictechnicalcomponentsandmanagerialissuesassociated
withcybersecurity(Yuanetal.,2017).

Overall, thenumberofpapersoncybersecurity education in ISprogramswas limited.Few
significantresearchpapersoninnovationsofIScurriculumtomeetcybersecurityjobdemandscan
befoundintheliterature.
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