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Abstract

Thischapter addresses how new surveillance technol ogiesand programs
aimed at fighting terrorismaffect privacy. Some of the new programsand
technologies considered include the USA PATRIOT Act (Uniting and
Strengthening America by Providing Appropriate Tools Required to
| ntercept and Obstruct Terrorism), biometrics, national ID cards, video
surveillance, andthe Total I nfor mation Awareness program. Thischapter
first evaluates the pre-9/11 status quo in terms of what techniques were
used, and then examines how the new technologies and programs that
have recently been implemented affect privacy constitutionally, legally,
and normatively. Thischapter arguesthat many of the recent changes do
not, infact, undermineprivacy at aconstitutional or legal level, but dorun
counter to what Americans want and expect in terms of privacy.
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New surveillancetechnol ogiesand government programsarebeing rapidly
devel oped andimplementedtofight terrorism, but pose seriouschallengesto
civil libertiesand privacy rights. For instance, thePATRIOT Act, theTotal
I nformation Awarenessprogram, and national | D cardshaveall been hotly
debated aseveryonefromlibertariansto librarianshaveworried over how
these new programsredefine how thegovernment conductssurveillance of
suspectedterrorists. Attheheart of many of theseprogramsarenew technolo-
giessuchasadvanced data-mining software, facial recognitiondevices, retinal
scanners, and other advancesin biometrics.

Thegoal of thischapter isto addresshow these new technol ogiesand programs
canbeunderstoodinrelationto privacy concerns. Todo so, wefirst needto
look at theright of privacy fromseveral angles, specifically, howitisconceved
congtitutionaly, legally, and normatively (by looking at publicopinion). After-
wards, varioussurveillance methodswill bedividedintothreebroad types:
communicationssurveillance, information surveillance, andidentity surveil-
lance. Communicationssurveillancelooksat what peoplesay or writeover e-
mail or thephone; thePATRIOT Actisthemajor sourceof changeinhow this
informationisobtained. Informationsurveillancelooksat therecordspeople
have at various places, like banks, hospitals, libraries, etc. New database
mining software, theTotal I nformation Awarenessproject, and provisionsin
thePATRIOT Act havechanged how wethink about thistypeof surveillance.
| dentity survelllancetrackswhoyouare, possibly withbiometricidentifiers, or
whereyouare, with video camerasand facerecognitiontechnology. For each
of thesesurveillancetypes, thischapter will evaluatethepre-9/11 statusquoin
termsof what techni queswereused and how they impacted privacy concerns
and then examine how the new technol ogiesand programsthat haverecently
beenimplemented changethepre-9/11 statusquo.

Assessing Technology’s
| mpact on Privacy

Withthepassageof thePATRIOT Act andtechnol ogical advancesinsurveil-
lanceand biometrics, thefutureof privacy hasbeenhotly debated. Ononeside,
theACLU claims, “thesurveillancemonster isgetting bigger and stronger by
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