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ABSTRACT

Rapidcreationoffakenotesaffectsthefinancialstatus,thevalueofthecurrency,unemployment
rate,etc.Inthispaper,acashnoteisgeneratedwithhighlevelsecurityfeatures–ithasspecific
serialnumberwhichwillbeencodedinthatcashnotewithaprocedure.Evenifapersonencodesthe
serialnumberinafakecashnote,thedecoderwillidentifyitasafakeone.Ifserialnumberandcash
denominationatthedecodingmatchwiththoseofencodedcashnote,thenthatnotecanbetreated
asgenuineone.Otherwiseitcanbeconsideredasafakeone.First,eachdigitoftheserialnumberon
thecashnoteisconvertedintobinarynumberwithaprocedureandcanbelocatedbesidethecount
indicator.Everycashnotehassomedenominationanditsdecimalvalueisconvertedintobinary
numberwhichcanbekeptbesidethemodeindicator.Thecountindicatorandmodeindicatorare
generatedinthecourseofoperation.Theobtainedencodedbinarynumberisdividedintocodewords
of8bitseach.Eachbitofcodewordisarrangedatrandomlocationsinthecashnote.
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INTRoduCTIoN

Inoldendaysinsteadofusingthecash,thereisexchangeofthegoods.Aftersometimecashhasbeen
prominentoverthegoodsexchangingmethod.Therearelotsofdisadvantagesinexchangemethod
inwhichthebuyermaygetmorebenefitthansellerandviceversa(CarolineHumphrey,1985).In
cashutilizingprocesssomefakenotesarecreatedduetowhichthefinancialstatusofthecountry
ischallenging,likedecreaseofthevalueofcurrency,increaseintheunemploymentrate,etc,(Ruth
Judson&RichardPorter,2010).Reservebankofindia(RBI)providessomeparameterstoidentify
spuriousmoney.Mostofthemethodsautomaticallydetectthefakecashbyusingtheseparameters.
But,someillegalpersonshaveanabilitytocreatethefakecashnoteasidenticaltotheoriginalone
byusingthoseparameters.Theseactionscanbecontrolledbyonlyoneprocedurei.e.generationof
CashNotewithHighPerformanceSecurity.

Thispaperprovidesanovelalgorithminwhichcashnoteserialnumberisencodedwithaspecial
procedureandthenitisembeddedinthecashnote.Atverificationside,itneedstodecodethecash
noteforverificationandtheserialnumberisobtained.Ifserialnumberinthecashnotematches
withthatobtainedserialnumberthencashnoteisoriginalotherwiseitisfake.Incase,ifanyillegal
personsattemptstoencodetheserialnumberincashnotethendecoderidentifiesitasfakecashby
producinggarbagevalue.
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Inanycountry,cashormoneyplaysanimportantroleanddifferentcashnotesarepresentwith
differentmoneydenominations.Everycashnotehassomeserialnumberwhichisusedtoidentify
thetruenoteandtoestimatethetotalnumberofnotespresentinthemarket.Everyserialnumber
indicatessomespecificidentificationanditisdesignedbythesupermostbankingcentralinstitution
controllingthemonitorypolicesoftherespectivecountrytowhichthenotebelongs.Iftakeanindian
cashnote,ithasserialnumberwhichconsistsof9digits.This9digitserialnumberconsistsofthe
segmentslikePrefix,InsetandSerialNumberSyntax.ThisformatisassignedbyReserveBankof
India(RBI).

Theprefixhas3charactersanditsformatissametothenotesofINR50,100,500and2000but
differsinINR10,20and50.TheprefixincaseofINR5,10,20and50cashnoteshastwonumerical
valuesandonlyonealphabet.TheprefixoftheINR10,20and50notesstartfrom00Ato99W.

GenerallyinCashnotesonly20lettersareusedoutof26alphabetletters.ThelettersO,IandJ
aresimilartosomenumericalvalueslike0and1.ThereasonforeliminatingthelettersX,YandZ
aretoroundoffthenumberofprefixestoamultipleoftenforeasinessincalculation.Theprefixin
notefromINR10to50hasonlytwonumeralsandonealphabet.TheprefixinnotefromINR100
to2000hasonlyonenumeralandtwoalphabets.TherangesofprefixinnotefromINR10to50and
fromINR100to2000are00Ato99Wand0AAto9WWrespectively.

TheNextsixdigitsSerialnumbersyntaxissametoalltypesofcashnotes.Therangeofserial
numbersyntaxis000001to100000.ForexampleifanycashnotefromINR10toINR50andfrom
INR100toINR2000aretaken,theyhavethecorrespondingrangesforserialnumberas00A000001
to99W100000andis0AA000001to9WW1000000respectively.

From2005onwardstheinsetletterisprintedaswatermarkingwiththeserialnumberincash
note.Inordertorepresenttheinsetletter20alphabetsareusedonly.O,I,J,X,YandZlettersare
notusedasinsetletters.Inindia,thereare4currencyprintingstationsavailableeachofthemis
assumedtobeassignedwithsomespecificletters.Basedontheinsetletter,theoriginplaceofthe
noteisidentified.ThefourcashprintingstationsinindiaareatMysore,Dewas,SalboniandNasik.

InsetA,B,CandDlettersmaybeallottedtoMysore.E,F,G,HandKlettersmaybeallocated
toDewas.L,M,N,PandQlettersmaybeallottedtoSalboniandremaininglettersmaybeallotted
toNasik.From2006ReserveBankofIndia(RBI)introducedsomenewcashnotesandtheseare
replacementfornoteswithprintingerrorsandforthedamaged(ReserveBankofIndia,2006).For
thereplacementnotesStarmarkisaddedbetweentheprefixandserialnumber,forexampleserial
numberofcashnoteis00A*000001(ReserveBankofIndia,2006).

BACKGRouNd

Thereareseveralalgorithmsavailabletoencryptthetextdata.Onealgorithmistoencryptthetext
databyusingtwokeyssuchaspublickeyandprivatekey(NentaweY.&Goshwe,2013).Thesetwo
keysaregeneratedbyusingRSAalgorithm(S.G.Krantz&H.R.Parks,2014).Inthismethod,the
textdataencryptioncanbedonebyusingpublickeywhichissentbyreceivingentity.ThesenderX
encryptsthetextdatabyusingthiskeyasexplainedbelow.

1. Collectthepublickey(d,m)ofreceivingentityY
2. Expressthemessagewithplaintextasapositiveinteger.P
3. Calculatetheciphertext.Q=PdModm
4. TransfertheciphertextQtoY

Decryptioncanbedoneat the receiverwhichneedsanencryptedmessageandprivatekey.
ThisprivatekeygeneratedthroughtheRSAalgorithmwillbeutilizedfordecodingwhichtakesthe
followingsteps
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