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ABSTRACT

Thisproposedliteraturesurveyprovidesbasicdataregardingthefirststepofriskidentificationand
analysistoachieveasecuredinfrastructure.Thedemandandriskaretwopartsofthesamecoin.
Thedemandisdirectlyproportionaltotherisk,butpreventivecontrolisinverselyproportionalto
risk.Thenecessityofpreventivecontrolinanyorganizationhasincreasedbecauseofthechanges
inlogic,structure,andthetypeoftechnologyappliedtoservicesthatgeneraterisks.Finally,the
businessincreasesalongwithtechnology,whichcreatesrisksandspreadsoveritsinfrastructure.We
havetofocusonprotecting,detecting,correcting,verifyingandvalidatingtheUnixfilesystem.This
surveyarticleproposesandresolvestheUnixfilesystembyapplyingahardening,re-configuration
andaccesscontrolmechanismuptothehighestlevelofpreventivecontrol.
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1. INTROdUCTION

Every organization grows with the demand of business, technology, and resources. Now a day,
Informationsecurityandservicesisatoppriorityforeachandeveryorganization.Theriskanalysis
isthemostimportantandhelpfulscenariotoanyInformationTechnologyorganization(Devis,2011).
Theriskconsistsofasetofthepossiblethreat,thatmaybehardware,softwareandhumanerror,
failure,defect,uncertainty,unordered,unsafeandtheprobabilitiesofthemoccuratanytime.Itis
definedastheprevention,detection,verification,validation,correction,andrecoveryfromundesirable
destruction,modification,thedisclosureofinformationandresources(Ron,2002).Theinformation
securityisasetofprocess,procedures,policy,personnel,business,andtechnologyappliedtothe
characteristicsoftheassets(technology),thatcreatesrisk(Charles,Shari,&Deven,2007).

Thenecessityofinformationsecurityinanyorganizationhasincreasedbecauseofthechanges
indesign,logic,structure,programming,coding,andtypeoftechnologyappliedintoservicesthat
createrisk,spreadoverthebusiness,technology,andresources(Ron,2002).Wearemoreemphasized
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onprotecting,detecting, correcting,verificationandvalidationof theUnixFileSystem.Weare
proposingandresolvingtheUnixfilesystembyapplyinghardening,re-configurationandaccess
controlmechanism.WearefocusedandtakingcareofUFSACM,scriptingandsystemprogramming
onUnixoperatingsystemallthetimeandeverytimeforwebservices,ubiquitous,pervasiveand
self-autonomysystem(Stalling,2006,2009;Sumitabh,2009;Sun-Microsystem,2002).

2. GOAL OF LITeRATURe SURVey

Thereisathoroughreviewoftheliteraturewasconductedwiththeprimarygoalofdeterminingthe
riskassessmentontheUnixoperatingsystemforITinfrastructureonthelargeelectronicworkplace.
Thisresearchhasbeenconductedonreal-timeUnixfilesystemsapplyinghardening,re-configuration,
access control mechanism and system programming as per the demand of complex Business,
Technology&Resources(Dario,2009;Denis,2003;Debi,2008).

Nowaday,Informationsecurityandservicesisthemostimportantandwelladvancedtoany
InformationTechnologyorganization.Theliteraturedefinesinformationsecurityasasetofprocess,
procedures,policy,personnel,businessandtechnologychargedwithpropertyonorganizationinto
assets(technology)(Dieter,2008).Itisalsocanbedefinedastheprevention,detection,correction,
and recovery from unauthorized or undesirable destruction, modification, disclosure or use of
informationandresources(Ron,2002).Thenecessityofinformationsecurityinanyorganizationhas
increasedbecauseoftheenormouschangesinstructureandtypeofinformationtechnologyapplied
toinformationcreatesrisks.Finally,thebusinessincreasesalongwithtechnology,whichgenerates
risksaswellasvulnerabilities(Schofield,2005).

Theriskofassetsisidentifiedintermsofnon-identity,integrity,non-repudiation,highavailability,
authentication,accountability,scalability,andreliability.Thecriticalofeachandeveryriskasrated
accuracyofpotentialimpactlikelihoodofoccurrences(Forouzan,2008;Stalling,2006).

Therefore,theriskconsistsofthesetofapossiblethreat,thatmaybehardware,softwareand
humanerror,failure,defectuncertainty,unorder,unsafeandtheprobabilityofthemoccurringon
anytime.Theexposureofanassettoaparticularthreatgenerallyreferredtoasthevulnerabilityof
assets(Susan&Davis,2003).

The risk ishappening, in thecourseof systemoperation,maintenanceand services.Asa
resultof internal strategies, systemprocesses,policy,procedures,and informationusedby the
organization(Stalling,2006).

Riskanalysisisthestudyofpotentialthreats,vulnerabilities,andimpactsinordertoidentifyand
assesstheextentandpotentialseverity(ThomasFinne,2000)oftheriskstowhichtheorganization
anditsassetsareexposed(Ron,2002).Theriskassessmentiscloselyassociatedwithriskanalysis.

Theriskmanagement(identifying,analysisandmitigation)isaprocesstooptimizingtherisks
toacceptablelevels(HTML)bytheapplicationofvariouscontrolstrategiesofprevention,detection,
correction,verificationandvalidation(Ron,20020).Theriskanalysis,assessment,andmanagement
aretheintegratedprocessforbusiness,technology,andresourcesforallthetimeandeverytime.
Assessingtherisksandneedsofbusiness,resourcesandtechnologyhavebecomestandardpractice
inmanymoreITorganization.Theunderstandingoftheconceptsofriskandneedisessentialfactors
forimportantofdecisionsinvolvingbusiness,resources,andtechnology.Theriskiscreateddueto
adynamicdecisionoverabusiness,andtechnology.Theriskispropagatedovervendor,order,and
customersacrosstheallrelatedsub-systems(Turban,Aronson,Liang,&Shard,2009).

3. ReAL TIMe UNIX OPeRATING SySTeM

Inalargescalereal-timeoperatingsystem,themultitasking,multiuser,time-sharingoperatingsystem
wheremultipleprogramscanberunningatthesametime,theoperatingsystemdetermineswhich
applicationsshouldruninwhatorderandhowmuchtimeshouldbeallowedforeachapplication
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