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ABSTRACT

The focus is on how technology impacts the learner and educator identities, especially focusing on
safety, privacy, and the cybersecurity of the technology-centric learning environments. Questions arise
which will need to be resolved by designers of these systems. This chapter was completed at the end of
the annual CES, Consumer Electronics Show, held January 2019 at Las Vegas. The justification for
this approach was to assert the influences products displayed at this consumer show will have on future
identities of the self among learners and educators. Concepts such as self-analysis technology are pro-
posed and discussed, and challenges affecting learners and educators related to identity, authentication,
authorization, and accountability are highlighted. It is concluded that solutions to these challenges are
not a single entity but instead a combination of diverse continually evolving techniques.
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Self-Analysis Technology, Roles, and Cybersecurity in the Virtual Learning Environments

INTRODUCTION

The ever-evolving computer technology has dramatically changed how the World, Society, and Individu-
als in general interact. An annual barometer is the CES, Consumer Electronics Show, held from January
8th to January 11th, 2019, in Las Vegas, (CES, 2019). At a ‘high-level,” some of the main topics from
the show were related to 5G and Internet of Things, Accessibility, Blockchain and Crypto technology,
Artificial, and Machine Intelligence, Augmented and Virtual Reality, Gaming, Content, and Wearables.

At the detailed level, we look at a few of these products and how they might affect the identities and
roles of Learners and Educators as well as the associated learning environments, once implemented.
Figure 1 is a word cloud of the trending learning, technology and cybersecurity concepts during the
year 2019 and beyond.

Figure 1. Trending concepts in 2019 and beyond

Networks
COMpPromisinggpUCcATORS
____ Authenticationggoy, 2
Physical ¢ S
Cloud o~® 4¢ghings
R /o;uture
Teaching 2019 self 2,
training Identities learning <
= Availability Educational %,
= intelligence Mabile/Fixed %
= Authorization Self-analysis Inte,,
-l Iegal5‘= nata * et
@< virtual 2
[O s ™ =
8 PR 5
Ee
—) g
=] 2 € illegal £3
(—] 2 2 _Artificial £
] - integrity Learning
] %8 l01 intrusions Spaces
@ % = “'t“alnnalytms °®§
< e differentiatedState &
detected Accountability S&
iy institutes &
""o,,," <'Gen_ED
Sensors S/itg prevented
ONLINE_LEARNING_ENVIRONMENTS
LEARNERS CYBERSECURITY
education

227



27 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/self-analysis-technology-roles-and-cybersecurity-

in-the-virtual-learning-environments/233764

Related Content

International Collaboration for Technology Enhanced Education in Rwanda

Paul Breen (2010). Cases on Transnational Learning and Technologically Enabled Environments (pp. 31-
49).

www.irma-international.org/chapter/international-collaboration-technology-enhanced-education/42158

Combating the Pandemic With ICT-Based Learning Tools and Applications: A Case of Indian
Higher Education Platforms

Jitendra Singh, Vikas Kumarand Darvinder Kumar (2022). International Journal of Virtual and Personal
Learning Environments (pp. 1-21).
www.irma-international.org/article/combating-pandemic-ict-based-learning/295302

Multiple Representations in Multimedia Materials: An Issue of Literacy
Michael Sankey (2005). Interactive Multimedia in Education and Training (pp. 135-157).
www.irma-international.org/chapter/multiple-representations-multimedia-materials/24540

An Interdisciplinary Design Project in Second Life: Creating a Virtual Marine Science Learning
Environment

Riley Triggs, Leslie Jarmonand Tracy A. Villareal (2010). International Journal of Virtual and Personal
Learning Environments (pp. 17-35).
www.irma-international.org/article/interdisciplinary-design-project-second-life/45890

The Impact of Mobile Resources on Enhancing Lifelong Learning Among Chinese
Undergraduate EFL Students: A Gender-Based Exploration

Li Liu, Shaidatul Akma Adi Kasumaand Salasiah Che Lah (2023). International Journal of Virtual and
Personal Learning Environments (pp. 1-18).
www.irma-international.org/article/the-impact-of-mobile-resources-on-enhancing-lifelong-learning-among-chinese-

undergraduate-efl-students/331081



http://www.igi-global.com/chapter/self-analysis-technology-roles-and-cybersecurity-in-the-virtual-learning-environments/233764
http://www.igi-global.com/chapter/self-analysis-technology-roles-and-cybersecurity-in-the-virtual-learning-environments/233764
http://www.irma-international.org/chapter/international-collaboration-technology-enhanced-education/42158
http://www.irma-international.org/article/combating-pandemic-ict-based-learning/295302
http://www.irma-international.org/chapter/multiple-representations-multimedia-materials/24540
http://www.irma-international.org/article/interdisciplinary-design-project-second-life/45890
http://www.irma-international.org/article/the-impact-of-mobile-resources-on-enhancing-lifelong-learning-among-chinese-undergraduate-efl-students/331081
http://www.irma-international.org/article/the-impact-of-mobile-resources-on-enhancing-lifelong-learning-among-chinese-undergraduate-efl-students/331081

