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ABSTRACT

Onlinevideostreaminghasgainedubiquityindisparateeducational,governmental,andcorporate
environments.Theubiquityofthesevideoselicitsnewchallengesinvideoclassificationthatisused
topromoterelativevideosandblockunwantedcontent.Thesechallengesincludetheincorporation
ofcontextualinformation,rapiddevelopmentofthead-hocquerymodules,andkeepingpacewith
contemporarycontextual information. In this article, theauthorspresent a frameworkmodel for
incorporatingcontextualinformationintovideoclassificationinformation.Toillustratethemodel,the
authorsproposeaframeworkwhichcomprisesvideoclassification,websearchengines,socialmedia
platforms,andthird-partyclassificationmodules.Themodulesenabletheframework’sflexibility
and adaptivity to different contextual environment—educational, governmental, and corporate.
Additionally, the model emphasizes standardized module interface to enable the framework’s
extensibilityandrapiddevelopmentoffuturemodules.

KEYWoRDS
Ad-Hoc Modules, Cybersecurity, Social Media, Twitter, Videos Classification, YouTube

1. INTRoDUCTIoN

The importance of video classification has increased in the last decade due to the ubiquity and
exponentialgrowthofcrowd-generatedvideos—morethan80%oftheinternettrafficwillbefor
videostreaming(Cisco,2017).Demandsforclassifyingvideosareelicitedbyvariouscorporate,
government,andeducationalpoliciesthatrequireidentificationofharmfulvideos(e.g.,phishing
andspam),hate-andcrime-promotingcontent,pornography,and/orcyberbullying,whichcanbe
spreadthroughonlinevideostreamingplatforms.Alternatively,theclassificationinformationcanbe
usedtopromoterelativecontent,generatetargetedadvertisement,andretainmoreusers(Duverger
&Steffes,2012;Xu,Zhang,etal.,2008).

ToclassifyYouTubevideos,machinelearningalgorithms(e.g.ConvolutionalNeuralNetworks
(CNN)(Karpathyetal.,2014))areusedtoextractkeyfeaturesfromthevideos’frames(e.g.,(Roach,
Mason,&Pawlewski,2001)),text(e.g.,(Brezeale&Cook,2006)),audio(e.g.,(Z.Liu,Wang,&
Chen,1998)),oracombinationofthesedata(e.g.,(Qi,Gu,Jiang,Chen,&Zhang,2000)).This
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informationisusedtotrainthemodelsofflineusingasetofpre-downloadedvideos.Afterthemodels
aretrained,theyareusedtopredicttheclassofnew,unknownvideos.However,thedrawbacksof
theseapproachesincludelengthytrainingtimeandhighcomputationcomplexity,andaprioriaccess
totrainingvideos.

Toreducetimeandcomputationcomplexity,otherresearchtargetedkeyframesandsegments
(Lu,Drew,&Au,2001),thevideo’stexts(Huang,Fu,&Chen,2010),suchasthetitle,description,
and/orcomments.However,theseapproachescanonlypredictclassificationofnewvideosusing
trainingonpre-determinedfeaturesthatwereavailableduringtrainingtime,andtheydidnotconsider
new,unprecedentedclasses(e.g.,anewonlinechallenge).Furthermore,theexponentialgrowthofthe
numberofvideocreatorsonsocialmedia—over1millionYouTubechannels(YouTube,2017)and
8billionFacebookvideoswatchedperday(Tangetal.,2017),thenumberofnew,subjectivevideo
classeswillincreasebeyondwhatasinglemodelcandetermine.Furthermore,thesubjectivityofthe
informationtechnology’s(IT)policiesdeployedatdifferententities—governmentagencies,corporate
office,andeducationinstitution,exacerbate therelativityof theclassificationinformation.Since
thesepoliciesarefocusedontheentity’sdemands,thepoliciesrequireadaptivitytothecontextual
environmentinwhichthevideoisbeingstreamed.

Agenericvideoclassificationinformation(sport,news,entertainment,…)mustbeaccompanied
withcontextualinformation.Whereasthegenericclassificationinformationprovidesvalidinformation,
awarenessofthecontextualenvironmentwillimpacttheITdecisionaboutthesevideos.Forinstance,
avideothatwasclassifiedintocommercialadvertisement,asaresultofpre-trainedclassification
model,couldbealsoclassifiedasanonlinechallengebasedonrecenteventsintheonlineandsocial
media.Sincetherecentevents,andpossiblythecategoryitself,wereunavailableduringthemodule
trainingperiod,thetrainedmodulewouldfailtopredicttheonlinechallengeasacategoryofthe
video.Iftherecentevents,contextualinformation,isobtainedaspartofaclassificationframework,
theITpoliciescanprovidemoreaccuratedecisions.

To keep up with the correct usage of the video classification information, the contextual
informationmustbecapturedinrelativelyshorttimebyqueryinginformationavailableonplatforms
otherthanthevideostreamingplatforms—suchasnewsplatforms,lawandlegislationbills,technical
specifications,etc.Furthermore,sincenotalltheplatformsarealwaysrelativetoquery,queryingthe
informationshouldbeanad-hocprocessthatprovidesonlythenecessaryinformationforthedecision-
makingpolicy.Basedonthisinformationwededucethatthenextchallengesinvideoclassification
includenotonlyvideoanalysis,butalsothecontextualenvironmentinwhichtheclassificationisbeing
used.Incorporationofcontextualinformation,rapiddevelopmentofthead-hocquerymodules,and
keepingpacewithcontemporarycontextualinformationmustbeaddressedtomeetfuturechallenges
invideoclassification.

Inthispaperweproposeaframeworkmodelthatenablesrapiddevelopmentofmodulesthat
perform contextual-information retrieval in conjunction with video classification information.
We illustrate our model by developing a modular framework. The framework’s modules obtain
classificationinformationfromthevideostreamingplatformandcontextualinformationfromsocial
media,webcontentandthird-partydomainclassificationservices.Toenableflexibility,themodules
workindependentlytomakefine-grained,per-moduleclassificationsandcollaborativelytomake
coarse-grained,finalclassificationsdecisions.Additionally,toenablerapidadjustmenttodisparate
environment,themodulescanbeusedinad-hocfashion.Furthermore,toenabletheframework’s
extensibility,themoduleshaveastandardizedinterfaceandcommunicationprotocolssothatfuture
modulescanbeeasilyintegratedintotheframework.

Toevaluateourproposedframework,weclassified25randomlyselectedYouTubevideosand
testedtheaccuracyof theseclassificationsagainsthumanverification.Furthermore,weevaluate
the frameworkmodules ineducational,governmental,andcorporateenvironmentandcalculated
theclassificationaccuraciesunderdifferentclassificationrequirements.Ourresults revealed that
ourframeworkclassifiedthevideoswithupto90%accuracy,andclassificationsprocesscompleted
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