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ABSTRACT

Collaborativeapplicationsusethesecurityservicesofferedbysecuresocketlayer/
transportlayersecurity(SSL/TLS)toimplementauthenticationandconfidentiality.
SinceSSL/TLSestablishesasecurecommunicationbetweentwoparticipants,fora
securenetworkofn(>2)participants,atleastn(n-1)/2securecommunicationchannels
havetobeestablished.Whereas,agroupkeyagreement(GKA)protocolallowsthe
participants tocomputeacommonsecretgroupkeyasa functionof thesecretsof
participants,andtherebyremovethen(n-1)/2lowerboundonthechannelrequirement.
PartialforwardsecrecyisapropertyoftheGKAprotocolwhichassessesthesecrecy
of the group key, when the secrets are compromised. Collaborative applications
havedifferentsecurityrequirements.Hence,theSpreadToolkitoffersasetofGKA
protocols,sothatthedesignerscanchoosethemostappropriateone.Inthisarticle,
givenasetofGKAprotocols,amethodisproposedtoselectthebestamongthem,
withrespecttopartialforwardsecrecy.
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INTRoDUCTIoN

Collaborative software applications enable members of a group to communicate
witheachotherandachievecommonobjectives.Enterprisesusesocialnetworksas
collaborative networks to brainstorm participants to improve the knowledge level
within the organization (Franchi et al., 2013). Computer supported collaborative
learning provides support for coordinating co-operation between teachers and
students,inlearningactivities.CollaborativeSecurityintendstosecuretheInternet
bycoordinatingsecurityactivitiesofusers(Mengetal.,2015).Thecommunication
between the participants in the applications mentioned above need not be at the
sametime;orinotherwordsthecommunicationcanbeasynchronous.Ontheother
hand,multimediaconferencingandmulti-usergamesaresynchronouscollaborative
applications.Vehiclesinanetworkcouldalsobeparticipantsinaconference.

Conferencing applications are collaborative applications which allow
geographically separate users to exchange multimedia information in real-time.
Conferencingapplicationsshouldprovidesecuritypropertiessuchasauthenticationand
confidentiality.Currently,conferencingapplicationslikeAdobeConnect,BigMarker,
CiscoWebEx,andSkypeuseSSL/TLSforprovidingsecurity.SSL/TLSisasecurity
protocoltoestablishasecurecommunicationchannelbetweentwoparticipants.SSL/
TLSprovidesauthenticationbymeansofpublickeycertificates,usingPublic-Key
Infrastructure, and confidentiality by symmetric key encryption using Advanced
EncryptionStandard(AES).Thecryptographicalgorithmsforsymmetricencryption
andauthenticationarenegotiatedduringhandshakingsub-protocolofSSL/TLS.

The use of SSL/TLS for setting up secure collaborative networks would need
additionalcommunicationoverheadsbecauseatleastn(n-1)/2handshakesareneeded,
for securely interconnectingnparticipants usingSSL/TLS.Since, eachhandshake
protocolofSSLrequiresfourmessages,atleast4n(n-1)/2messagesareneeded.

GKA protocols (Manulis, 2008) enable each member of a group to compute a
commonsecret,referredtoasgroupkey.ThenumberofmessagesneededforGKA
protocoltoestablishasecurenetworkislesscomparedtoSSL/TLS.Forexample,to
interconnectnparticipants,GroupDiffie-Hellman(GDH)protocol(Atenieseetal.,
2000),BurmesterandDesmedt(BD)protocol(Burmester&Desmedt,1994)anda
protocolbyD.G.Steer,L.Strawczynski,W.Diffie,andM.Wiener(SLDW)(Steer
etal.,1990;Kimetal.,2002)takes2(n-1)messages,whileTreeBasedGroupDiffie
Hellman(TGDH)protocol(Kimetal.,2004b)takes2nmessages.Moreover,GKA
protocolsaremoresuited forpeer-to-peerarchitecture thanSSL/TLS(Amiretal.,
2002;Liu&Koenig,2005).

GKAprotocolscomputethegroupkeyasafunctionofcontributionsofparticipants.
Thecontributionsaresecretsoftheparticipants.Thehashofthegroupkeyisfurther
usedforsymmetricencryptionofthemessagesexchangedamongthegroupmembers.
ThecontributionsofeachgroupmemberusedincomputingthegroupkeyinaGKA
protocolmayhavealifetermasmuchasthesession,whileothersmaybevalidacross
sessions.Ideally,aGKAprotocolmustensurethat,thecomputedgroupkeyremains
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