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ABSTRACT

Distributeddenial-of-service(DDoS)attacksareseriousthreatstotheavailabilityofasmartgrid
infrastructureservicesbecausetheycancausemassiveblackouts.Thisstudydescribesananomaly
detectionmethodforimprovingthedetectionrateofaDDoSattackinasmartgrid.Thisimprovement
wasachievedbyincreasingtheclassificationofthetrainingandtestingphasesinaconvolutional
neuralnetwork(CNN).Afullversionofthevariancefractaldimensiontrajectory(VFDTv2)was
usedtoextractinherentfeaturesfromthestochasticfractalinputdata.Adiscretewavelettransform
(DWT)wasappliedtotheinputdataandtheVFDTv2toextractsignificantdistinguishingfeatures
duringdatapre-processing.Asupportvectormachine(SVM)wasusedfordatapost-processing.The
implementationdetectedtheDDoSattackwith87.35%accuracy.
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INTRoDUCTIoN

Asmartgridisaninnovativeelectricitydeliverysystemthatusesabidirectionalcommunication
networktoconnectthepowerproviders’controlsystemsandtheconsumers’smartmeters(Yan,Qian,
Sharif,&Tipper,2013),(BeigiMohammadi,Mišić,Mišić,&Khazaei,2014).Thepurposesofthe
smartgridare(i)toincreasetheavailabilityandthereliabilityofelectricity,(ii)tocontrolthesystem
inreal-time,(iii)todeliverpowertousersinasafeandsecureinfrastructure,(iv)tosaveenergy,and
(v)toreducecosts.However,hackerscanattackthesmartgrid’scyberlayer,whichconsequentlycan
affectitsphysicaldomain.Theseattackscandisruptthesmartgrid’sbenefits.Adistributed denial of 
service(DDoS)attackisacommontypeofcyber-attack,whichdelaysorblocksthecommunication
inthesmartgrid,thuscausingpoweroutages(Asri&Pranggono,2015).Cyberspaceinfectionscan
haveseriousimpactsontherealworld.Asmartgridinfrastructureandthesupervisory control and 
data acquisition(SCADA)systems,usedinpowergeneration,watermanagementandoilpipelines
areexamplesofphysicalsystemsthataredisruptedbycyberspaceinfections(Nazir,Patel&Patel,
2017),(Asri&Pranggono,2015).Whentheoperationofphysicaldevicesisalteredbytheattack,the
standardcybersecurityproblembecomesacyber-physicalsecurityproblem.Sincetheimpactofthe
alterationmayalsoaffectthesocietyinacity,oraregion,orevenacountry,theproblemescalatesto
acyber-physical-socialsecurity.Suchsecuritysystemsshouldbetreatedusingcognitiveinformatics
andcognitivecomputing(Wang,2002),(Kinsner,2012).

Identifyingnormalburst-databehaviorsofanetworkandtheabnormalburst-databehaviors
causedbyDDoSattacksisverychallenging.Bothclassesofnetworktraffichavesimilarintrinsic
characteristics.Theyarebothstochastictime-seriessignals,non-periodic,broadband,self-affine,and
multi-fractal.Therefore,todifferentiatethetwoclassesoftraffic,distinguishingfeaturesmustbe
extracted.Furthermore,theattackpatternsarealmostalwayschangingandthenewattackpatterns
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andbehaviorsmustbedetectedinthesmartgrid,whichisalsoafrequently-changingenvironment.
Therefore,alearningmethodthatcandetectnewattackpatternsandbehaviorsinfrequentlychanging
environmentsmustbeused(Beqiri,2009).Adeeplearningalgorithmisagoodcandidatetolearnand
classifynormalbehaviorsfromanomalousbehaviorsinsuchanenvironment(Goodfellow,Bengio
&Courville,2016).

Thispaper reportson the improvementofananomalydetectionmethod thatwasdeveloped
previouslybyGhanbari,Kinsner,&Ferens(2017).Theoriginaldetectionmethodhadtwosteps:(i)
thepre-processingstepthatusedadiscrete wavelet transform(DWT)and(ii)theprocessingstepthat
usedaconvolutional neural network(CNN).Toimprovethedetectionrateoftheoriginalmethod,in
thisstudyweaddedafullversionofthe variance fractal dimension trajectory(VFDTv2)toextract
featuresfromthenon-purefractaldatathatrelyonlong-rangedependenceasproposedoriginallyby
Kinsner(2007,2012,2015).TheVFDTv2wasadjustedtoconsiderallpointsincludingtheboundary
pointsofadatasetnotjustthemarginalpoints.Moreover,thevarianceequationofthedataseries
wasadjustedtoconsiderallpoints.Inaddition,thepre-processingstepwasusedtoextractmore
distinguishingfeatures.Also,weaddedasupportvectormachine(SVM)asapost-processingstep.

Somealgorithmshavebeenproposedtodetectanomalousbehaviorincomputernetworksand
smartgridinfrastructures.Barford,Kline,Plonka,andRon(2002)proposedananomalydetection
algorithm based on signal processing. The algorithm derived and summed high frequency, mid
frequency and low frequency part of signals. DDoS attacks were detected based on 1.5 and 2
thresholds.However,thelengthofwindowandweightedsumfordetectionattackwasstatic.Hu,Pota,
andGuo(2014)offeredananomalydetectionbasedonphaseangle,currentandvoltageinaframe.
ThealgorithmdetectedDDoSattacksbasedonunavailabilityordelayingphaseangle.Duetotheir
architecture,theremightbeinstanceswheretheattackersattacktherootnode,andtakeadvantages
ofthebottleneckproblem.Mohammadietal.(2014)proposedahierarchicalIDSbyconsidering
severalrulestodetectknownandunknownattacks.Khan,Ferens,andKinsner(2015)offeredan
anomalydetectionmethodtoextractfeaturesoftheInternettraffictimeseriesbyanautonomous
slidingwindowedthevariance fractal dimension trajectory (VFDT)toextract theburstsofdata
sample,accurately.However,thecurrentstudyappliedthemachinelearningtoolstodistinguishDDoS
attackfromnormalburstdatabehaviorswithahigherdetectionrate.Thepaperthatwasdeveloped
previouslyreportsonanomalydetectionmethod(Ghanbarietal.,2017).Thefundamentalideaof
thismethodwastoenhancethesensitivityofdetectionbyusingdistinguishingfeaturesbytheDWT
toincreasethesensitivityoftheCNN.However,thedetectionrateof80.77%wasnothighenough
inasmart-gridinfrastructure.

Theorganizationofthispaperisasfollows.Section2presentsthedataset.Section3presents
theproposedananomalydetectionmethodalgorithm.Section4presentsthesimulation.Section5
presentstheresultsanddiscussion,andsection6offerssomeconcludingremarks.

DATASeT

ThedatasetthatwasusedfortrainingandtestinginthisresearchwasdownloadedfromtheCenter 
for Applied Internet Data Analysis(CAIDA).CAIDAobtainsdifferenttypesofrealtimenetwork
trafficfromaroundtheworld,andithasbecomeoneofthemostreliablenetworksfordownloading
datasets.Commercialorganizations,researchsectors,andgovernmentsdonateandcollaboratewith
CAIDAwhiletheirprivacyisprotected(CenterforAppliedInternetDataAnalysis,CAIDA,(2018).
Thiscentersupportslarge-scaledatacollectionforthescientificresearchcommunity.

ThedatasetusedinthisresearchwaschosenfromCAIDA’s2007DDoS-attacktraffic,andit
containedUDPFlood,TCP,ICMP(Ping)Flood,andSYNFloodpackets.Eachpacketinthedataset
containsasourceIPaddress,adestinationIPaddress,lengthofpacket,protocolandpacket-arrival
time.Thenumberofpacketswith0.1msdurationwithinthestationaryframesizeisshowninFigure1.
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