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ABSTRACT

NetworksecurityandnetworkforensicstechnologiesfortheInternetofThings(IoT)needspecial
considerationduetoresource-constraints.CybercrimesconductedinIoTfocusonnetworkinformation
andenergy sources.Graph theory is adopted to analyze the IoTnetworkandahybrid Intrusion
DetectionSystem(IDS)isproposed.ThehybridIDSconsistsofCentralizedandActiveMalicious
NodeDetection(CAMD)andDistributedandPassiveEEA(EnergyExhaustionAttack)Resistance
(DPER).CAMDisintegratedinthegeneticalgorithm-baseddatagatheringscheme.CAMDdetects
maliciousnodesmanipulatedbycybercriminalsandprovidesdigitalevidenceforforensics.DPERis
implementedinasetofcommunicationprotocolstoalleviatetheimpactofEEAattacks.Simulation
experiments conducted on NS-3 platform showed the hybrid IDS proposed detected and traced
maliciousnodespreciselywithoutcompromisingenergyefficiency.Besides, the impactofEEA
attacksconductedbycybercriminalswaseffectivelyalleviated.
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INTRoDUCTIoN

Networkforensicsisthereconstructionofnetworkeventtoprovidedefinitiveinsightintoactionand
behaviorofusers,applicationsaswellasdevices(Schwartz,2010).Networkforensicstechnologies
focusonrecordingevidenceofanetworkattack(Adeyemi,Razak,&NorAzhan,2013).However,
InternetofThings(IoT)isaspecialnetworkwhichintegratessensorsandotherobjectstoconnect
everythinginourlifetogether.TheinformationinIoTisusuallyprivacy-sensitiveandevenconfidential,
soIoTwillbecometheobjectiveofcybercriminals(Alaba,Othman,Hashem,&Alotaibi,2017).Due
tothedeviceminiaturizationandenergy-efficiencyofIoT,traditionalnetworkforensicstechnologies
arenotsuitableforIoT.Thus,thenetworkforensicstechnologiesspecializedforcybercrimesaiming
atIoTareofgreatimportanceandchallengingintheeraofIoT.Differentfromtraditionalcomputer
networks,IoTnetworksaretypicallyLow-powerandLossyNetworks(LLN)(Teklemariam,Van
DenAbeele,&etal,2016),soenergyefficiencymustbetakenintoconsiderationwhenitcomesto
networksecurityandnetworkforensicstechnologydesignsforIoT.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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IntrusionDetectionSystems(IDSs)canbecategorizedintothreetypesbyplacement(Zarpelao,
Miani,Kawakani,&deAlvarenga,2017),asshowninFigure1.DistributedIDSmeanthedetection
systemisplacedineveryphysicalnode.DistributedIDSsaresuitableforsmartdeviceswithhigher
computationalcapabilityandenergysources.Correspondingly,centralizedIDSonlyrelyonsingleor
severaldedicatedcomponentsinthenetworktocompletethedetectionwork.HybridIDScombines
distributedandcentralizedtechnologiestogetthejobdone.

Aimingatcomputernetworks,threatscanbecategorizedintounauthorizedaccess,maliciouscode
andserviceinterruption(Ahmed,2017)asshowedinFigure1.InIoTnetworks,cybercriminalsmay
manipulatedatanodesinthenetworkillegally,andgenerateplentyoffakeorharmfulinformation.
Besides,unauthorizedcybercriminalsmayaccessdatanodesinIoTnetworkstoperformDenialof
Service(DoS)attacks.OneformofDoSattacksinIoTisEnergyExhaustionAttack(EEA)(Alrajeh,
Khan,Lloret,&Loo,2014).EEAacceleratestheexpirationofthenetworklifetimeandisfatalto
theperformanceofIoT.

SinkmobilityisrecognizedasanefficientmethodtoimprovetheperformanceofIoT.However,
mobility-constrainedmobilesinksexistinmanyIoTapplications,suchasrailway-based(Smeets,
Shih,Zuniga,Hagemeier,&Marrón,2013)orautomobile-based(Huang&Savkin,2016)information
collectionapplications,mountainousorcanalenvironmentmonitoringapplications,andeventhe
informationcollectionapplicationforSmartGrid.

This paper designs an information and energy-related IDS with hybrid mechanism for IoT
applicationswithapath-constrainedmobilesink.ThehybridIDSprovidesatrace-backmechanism
fornetwork forensicsandenhances thenetworksafety.Themaincontributionsof thispaperare
summarizedasfollows:

Figure 1. Network threats and IDS categories
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