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ABSTRACT

Recently,areversibledatahiding(RDH)methodwasproposedbasedonlocalhistogramshifting.This
methodselectsthepeakbinofthelocalhistogramasareferenceandexpandsthetwoneighboringbins
ofthepeakbintocarrythemessagebits.Sincethepeakbinkeepsunchangedduringtheembedding
process,theneighboringbinscanbeeasilyidentifiedatthereceiverend,andtheoriginalimagecan
berestoredcompletelywhileextractingtheembeddeddata.Inthisarticle,asanextensionofthe
algorithm,theauthorsproposeanRDHschemebasedonadaptiveblockselectionstrategy.Viaa
newblockselectionstrategy,thoseblocksofthecarrierimagemaycarrymoremessagebitswhereas
introducinglessdistortionwilltakeprecedenceoverdatahiding.Experimentalresultsdemonstrate
thathighervisualqualitycanbeobtainedcomparedwiththeoriginalmethod,especiallywhenthe
embeddingrateislow.
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INTRoDUCTIoN

Reversibledatahiding(RDH)techniqueaimstoembedmessagebitsintoacarrierimagebyslightly
modifyingitspixels,andmoreimportantly,itcancompletelyrestoretheoriginalcarrierimagewhile
extractingtheembeddeddatafromthemarkedimage.Asaspecialcaseofinformationhiding,RDH
canbeappliedtosomeareaswhenthereversibilityisdesirable,suchasmedicalandmilitaryimage
processing.

ManyRDHalgorithmshavebeenproposedsofar.Basically,therearethreefundamentalstrategies:
losslesscompression(Celik,Sharma,Tekalp,&Saber,2005;Fridrich,Goljan,&Du,2002),difference
expansion(Hu,Lee,&Li,2009;Sachnev,Kim,Nam,Suresh,&Shi,2009;Tai,Yeh,&Chang,2009;
Tian,2003),andhistogramshifting(Huang,Qu,Kim,&Huang,2016;Ni,Shi,Ansari,&Su,2006;
Xuan,Shi,Ni,Chai,Cui,&Tong,2007).Thelosslesscompression-basedmethodsapplylossless
compressiontothecarrierimage,andutilizethestatisticalredundancytocreateafreespacefordata
hiding.Thisstrategyhasreceivedlessattentionrecently,sinceitcannotprovidelargeembedding
capacityandmayleadtoseveredegradationinimagevisualquality.Thedifferenceexpansion(DE)
strategywasfirstlyproposedbyTian(Tian,2003),wherethecarrierimageisdividedintopixelpairs
andthedifferencevalueoftwopixelsinapairisexpandedtocarryonemessagebit.Thehistogram
shifting(HS)strategywasproposedbyNietal.(Ni,Shi,Ansari,&Su,2006).Themethodutilizes
thepeakbinoftheoriginalhistogramofthecarrierimagefordatahiding.Afterthat,manyRDH
algorithmsbasedonHSstrategyhavebeenproposed.RecentresearchhasdemonstratedthattheHS

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

158

strategycanalsobeappliedtothedifferencehistogramandtheprediction-errorhistogram(Li,Li,
&Yang,2013;Li,Yang,&Zeng,2011;Li,Zhang,Gui,&Yang,2013;Li,Li,Li,&Yang,2013;
Li,Zhang,Gui,&Yang,2017;Ou,Li,Zhao,Ni,&Shi,2013;Peng,Li,&Yang,2014;Wu,&Sun,
2014;Huang,Huang,&Shi,2016),whichcanachievelargerembeddingcapacityandbetterimage
visualquality.

In2015,Panetal.(Pan,Hu,Ma,&Wang,2015)proposedanovelRDHalgorithmbasedonlocal
histogramshifting.Inthismethod,thepeakbinofthelocalhistogramofthecarrierimageisselected
asthereferencebin,andthetwoneighboringbinsofthepeakbinareexpandedtocarrymessage
bits.AlthoughPanetal.’smethodachieveslargeembeddingcapacity,itmayresultinunsatisfactory
imagevisualquality,becausesomeoftheblocksthatwillintroducemuchdistortionmaybeselected
fordatahiding,eveniftheembeddingrateislow.

Inthispaper,weproposeanewadaptiveRDHschemebasedonPanetal.’smethod.Themain
ideaoftheproposedmethodistodesignanadaptiveblockselectionstrategy,andthustheblocks
withhigherembeddingcapacitiesandlessdistortionwilltakeprecedencefordatahiding.Compared
withPan’smethod,theproposedmethodkeepsthesamemaximumembeddingcapacity,andachieves
better imagevisual quality at the samepayload. Extensive experimental results demonstrate the
effectivenessoftheproposedmethod.

Therestofthispaperisorganizedasfollows.InSection2,Panetal.’sschemeisintroduced.
Section3presentstheproposedmethodindetail.TheexperimentalresultsaregiveninSection4,
andtheconclusionisdrawninSection5.

1. PAN eT AL.’S MeTHoD

In2015,Pan et al. proposed aRDHmethodbasedon local histogram shifting.The embedding
procedureisasbelow.First,dividethepre-processed(thepre-processingprocesswillbeintroduced
attheendofthissection)carrierimage I intonon-overlappingblockswiththesizeofs s× .Then,
foreachblockB ,itslocalhistogramisobtained.SupposethatB

p
isthegrayscalevalueofthepixels

associatedwiththepeakbinofthelocalhistogram.TheembeddingalgorithmofPanetal.’sRDH
schemecanbedescribedasEquation(1),
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where b = { }0 1, denotesthemessagebittobeembedded, B
i j,

representsthepixelvalueatthe

position i j,( ) intheblockB ,andB
i j,
' representsthepixelvalueattheposition i j,( ) intheembedded

block ′B .
ThemessageextractionandimagerestorationcanbedescribedasEquation(2)andEquation(3),
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