
DOI: 10.4018/IJITSA.2020010104

International Journal of Information Technologies and Systems Approach
Volume 13 • Issue 1 • January-June 2020


Copyright©2020,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



61

Strategy for Performing Critical Projects 
in a Data Center Using DevSecOps 
Approach and Risk Management
Edgar Oswaldo Diaz, National Institute of Statistics and Geography (INEGI), Aguascalientes, Mexico

 https://orcid.org/0000-0002-3695-7715

Mirna Muñoz, CIMAT, Guanajuato, Mexico

ABSTRACT

ThisarticledescribesthenewneedsthatlaunchedtheevolutionoftheDevSecOps+RiskManagement
approachaswellasabriefdescriptionofit.Also,thearticlepresentstwocasesinwhichtheDevSecOps
approachwasimplemented.Theresultsofimplementingtheapproachshowedthattheimplantation
allows: (1) reinforcing the implementationofcriticalprojects in thedatacenter; (2)providinga
strategytoautomatetheprocessesofcriticalmissionprojectsinasuccessfullyway;(3)generating
addedvalueinthetimelydeliveryofinformation,withlevelsofserviceorientedtotheendcustomer
satisfaction;(4)enablingtheestablishmentofadequateservicelevelstokeepoperationalcontinuity
and;(5)allowingbothaquantitativeandqualitativeanalysisofrisk.
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1. INTRODUCTION

DataCentershaveevolvedsignificantlyinrecentyearsandMexicoisnottheexceptionbecausethis
countryhasaround20percentoftheLatinAmericanDataCenters(Judge,2016).Withthecreation
ofDataCenters,anewchallengecameup,thatisthemanagementofworkflows,versioncontrol,
softwareproductsreleaseandriskmanagementwhilethesecurityisreinforcingandconsidering
people and technology. As an answer to this challenge, Development and Operations (DevOps)
approachemerged.

InorganizationsuchasTheNationalInstituteofStatisticsandGeography(INEGIbyitsSpanish
acronym)(INEGI,2018)DataCentershavebeenimplementedasaresponsetotheincreasingneed
ofmanagingcriticalprojectsinMexico.

INEGIisapublicorganismofthegovernmentofMéxico.Itisinchargeofasetofimportant
activitiessuchas:(1)regulatingandcoordinatingthenationalsystemofstatisticalandgeographical
information;(2)carryingoutnationalcensuses;(3)theintegrationthesystemofnationalaccounts;
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and(4)theelaborationofthenationalconsumerpriceindexes,aswellasthenationalproducerprice
indexes.Besides,itistheNationalCartographicAgencyofMéxico.

Toachievetheseactivities,INEGIdevelopsinformationsystemsinmultipletechnologiessuch
asInternet,mobiledevices,andservicescloudinordertodisseminatethestatisticalandgeographical
informationfortheMexicangovernmentdecisionmaking.Also,INEGIprovidesthisdatatocompanies
thatrequesttheaccesstothedata.

Therefore, tobeable tomanage this typeofprojects, INEGIhasestablishedaDataCenter
[TIERIV],thatmeans,ithasanavailabilityof99.995%,2N+1fullyredundantinfrastructureand
protectionfromelectricalfailure,having32dispersegeographicpointsandacentralnodethatcovers
allMexicanterritory,sothat,itispossibletohaveadistributionofdatacaptureanddatarecollection
centers,aswellas,informationcenterpointsandstatisticalandgeographicalproductssalepoints.

Then,theprojectmanagementmustbecarriedoutbasedonriskmanagementinordertocontrol
thebehaviorintheoperationofautomatedprocesseswithqualityindicatorsandtoreduceeventualities
intheworkflow.Inthisway,itispossibletodevelopsoftwaresystemsreducingthedeliverytime
tothemarketandoptimizingthedeliverylifecycle,andmakingpossibletoevolveacontinuous
deploymentparadigm(Lwakatareetal.,2015).

Inthiscontext,thepreviouslyimplementedDevOpsapproach(Muñoz&Díaz,2017)should
havebeenevolvedtoanapproachthatcontainsinformationsecuritypracticesandriskmanagement
tomeettheneedsofcriticalprojectsperformance.

Then,thispaperdescribestheimplementationoftheevolvedapproachnamedas“DevSecOps
approachandriskmanagementbestpractices”.ThisapproachaimstoperformprojectsintheData
CenterofINEGI,asastrategytomeetasetofneedsrelatedtoITservicesmanagementthrough
informationtechnologies,softwareengineering,qualityassuranceandsecurity,andriskmanagement,
sothatitispossibletomanageworkflows,versioncontrol,releasesoftwareproducts,riskmanagement
andsecurityreinforcement,consideringpeopleandtechnologyprocesses.

Therefore, the goal of this paper is to give an overview of the DevSecOps and Risk
Management approach, as well as its implementation to establish strategies to perform four
critical projects of a Data Center of INEGI. After the introduction, the rest of the paper is
structuredasfollows:section2presentsthecoreconceptsrelatedwiththisresearch;section3
providesabriefdescriptionoftheDevSecOpsandRiskManagementapproach;section4shows
theproject´sperformanceusingtheDevSecOpsandRiskManagementapproach;andfinally,
section5presentstheconclusionsandnextsteps.

2. CORe CONCePTS

Thissectionpresentsthecoreconceptsthatwillbeusedthroughoutallthepaper:

• Data Center:ADataCenterisafacilitywithinanorganization,whichisinchargeofcentralizing
operationsandtheITequipmentfocusedonstoring,managinganddeployingtheinformation
of theorganization(Robertazzi,2012).Duetoits importance,DataCentersarevitalfor the
day-to-dayoperationcontinuitybecausetheyhostthemostcriticalsystemsofanorganization
(Robertazzi,2012).Besidestheabovementioned,inDataCentersthereliabilityandsecurity
aretwokeyaspectswithhighpriority(Kant&Mohapatra,2004).Accordingtoitsapplication
domain,DataCentercanbeclassified,intwotypes(Callouetal.,2014):(1)Internetorientedthat
supportsfewapplications,typicallyitisbrowser-based,andoftenhasmanyunknownusers;and
(2)enterpriseorinternalthatsupportsseveralapplicationsthatgofromstandardtocustomized
applications,andhasfewwell-knownusers;

• DevSecOps:ThetermDevSecOpsisanabbreviationofthreewords:Developers,Securityand
Operationsthatarosefromtheneedofbuildingsoftwaresystemswithareductiononthetimefor
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