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AbSTRACT

With the rapid advance in digital network, digital libraries, and particularly WWW (World Wide 
Web) services, we can retrieve many kinds of images on personal and mobile computer anytime and 
anywhere. At the same time, secure image archiving is becoming a major research area because the 
serious concern is raised about copyright protection and authority identification in digital media. A 
more sophisticated technique is required for future multimedia copyright protection. In this chapter we 
propose a secure image archiving using novel digital-watermarking techniques. Firstly, a nonlinear 
adaptive system (neural network) is applied for frequency-based digital watermarking. Secondly, we 
discuss application-oriented watermarking method for GIS image archiving. This chapter is divided into 
two parts. First section is about the way to apply nonlinear adaptive system for frequency-based image 
watermarking. We propose a new asymmetric technique employing nonlinear adaptive system trained 
on frequency domain. Our system uses two public keys to prevent removal attack and archive more 
fragile watermarking. In embedding, location information of frequency domain, where adaptive system 
is trained, is binalized, expressed in hexadecimal number, and encrypted in asymmetric cryptosystem. 
Encrypted location information is embedded in several parts of digital host contents. In generating key, 
supervised neural networks learn to assign the array of coefficients to teacher signal corresponding to 
the message to insert. This is one kind of transform-based method to generate public key from private 
key. In extracting, we use key matrix created by one-way signal processing of adaptive system. Proposal 
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INTRODUCTION

With the rapid advance in digital network, digital 
libraries, and particularly WWW (World Wide 
Web) services, digital watermarking is becoming 
a major research area because the serious concern 
is raised about copyright protection and authority 
identification in digital media. A more sophisti-
cated technique is required for future multimedia 
copyright protection. Digital multimedia contents 
on the Internet are easily distributed, reproduced, 
and manipulated, compared with conventional 
analog data. In general, a digital watermark is a 
concealed code embedded into digital multimedia 
contents irremovably and imperceptibly in order to 
protect intellectual propriety rights. This chapter 
presents a new model of processing coefficients 
using supervised neural network. In our model, 
neural network is trained to assign coefficients 
to predefined secret code. Classification method 
of neural network can deal with predefined data, 
so it can detect weaker signal and figure out ac-
curate recognition. 

Geographical information systems (GIS) is 
a technological field under rapid progress that 
combines graphical features and tabular data 
according to the positions of the earth’s surface. 
The prototype of GIS, which made it possible to 
program maps and store them on a computer for 
future modification if necessary, began around 
1960. Currently, GIS are represented by several 
layers for manipulating, analyzing, and displaying 
for effective planning. The concept of overlaying 
different mapped features caused the situation 
that GIS is utilized for handling several maps. 
Consequently, in the process of GIS, overlay-
ing and derivation are operated. As analysis of 
geographical images is becoming elaborate and 
complicated with the improvement of GIS, these 
bottlenecks are considered for further effective 
analysis and planning 

Problem 1: Cost in managing image data. GIS 
image is analyzed and processed for a variety of 
purposes to generate the clipped or derived im-
ages. Also, the image is composed from many 

method is tested in still image, and we have empirically obtained the results that the proposal model is 
functional in implementing more secure and fragile watermarking compared with previous techniques, 
such as correlation and transform-based asymmetric watermarking. Several experiments are reported 
to validate the effectiveness of our watermarking method. Second section is about the application of GIS 
image archiving using digital watermarking technique. Recently, the utilization of GIS (geographical 
information system) is becoming rapidly pervasive. Consequently, new methodology of archiving and 
managing images is a pressing problem for GIS users. It is also expected that as the utilization of GIS 
becomes widely spread, protecting copyright and confidential images will be more important. In this 
chapter, we propose a three-layer image data format that makes it possible to synthesize two kinds of 
related images and analysis information in one image data size. To achieve the confidentiality of one 
hidden image, we apply the private watermarking scheme, where the algorithm is closed to the public. In 
the proposal model, encoder netlist embedded in the third layer is generated by FOL prover to achieve 
more secure and less information to decode it, compared with one operation of another block cipher 
such as RSA. Proposal system users can process two images without the cost of maintaining key and 
decoding operation.



 

 

12 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage: www.igi-

global.com/chapter/secure-image-archiving-using-novel/24112

Related Content

Gendered Violence and Victim-Blaming: The Law's Troubling Response to Cyber-Harassment and

Revenge Pornography
JoAnne Sweeny (2017). International Journal of Technoethics (pp. 18-29).

www.irma-international.org/article/gendered-violence-and-victim-blaming/178530

Lack of Ethics for eLearning: Two Sides of the Ethical Coin
Deb Gearhart (2012). International Journal of Technoethics (pp. 33-40).

www.irma-international.org/article/lack-ethics-elearning/74715

Health Ethics in a Global Context
Win Phillipsand Cheryl Rathert (2012). Ethical Models and Applications of Globalization: Cultural, Socio-

Political and Economic Perspectives  (pp. 100-118).

www.irma-international.org/chapter/health-ethics-global-context/60423

Conclusion
Robert A. Schultz (2006). Contemporary Issues in Ethics and Information Technology (pp. 196-200).

www.irma-international.org/chapter/conclusion/7055

Opening the Content Pipeline for OpenSim-Based Virtual Worlds
Shenlei E. Winkler (2013). Digital Rights Management: Concepts, Methodologies, Tools, and Applications  (pp.

1030-1042).

www.irma-international.org/chapter/opening-content-pipeline-opensim-based/71018

http://www.igi-global.com/chapter/secure-image-archiving-using-novel/24112
http://www.igi-global.com/chapter/secure-image-archiving-using-novel/24112
http://www.irma-international.org/article/gendered-violence-and-victim-blaming/178530
http://www.irma-international.org/article/lack-ethics-elearning/74715
http://www.irma-international.org/chapter/health-ethics-global-context/60423
http://www.irma-international.org/chapter/conclusion/7055
http://www.irma-international.org/chapter/opening-content-pipeline-opensim-based/71018

