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ABSTRACT

Withrapidgrowthofinternetusersandfrequentlyemergingcommunicationtechnology,theissuesof
usingwebasaworldwideplatformandtherequirementtodesignthesmartapplicationstocoordinate,
discuss,register,andoutlinegraduallyemerges.Informationtransmissionthroughawirelessnetwork
involvestheradiosignals,thearrangementofinformationpackets,andthenetworktopology.As
eachsegmentiscorrelatedtoeachother,itisveryessentialtoemploysecuritymechanisminthese
componentsandrealsecuritycontrolmustbeconnectedonthem.Thus,securityplaysacriticalfactor
inwirelessnetwork.Thisarticlehighlightssecurityissuesincurrentwirelessnetworkssuchasmobile
ad-hocnetworkandIoT-supportednetworksanditalsoproposesasecurity-basedS-RAIDprotocol
designforsecuritycontrolinclusterbasedwirelessnetworks.Simulationresultsshowproficiency
andbettertransmissionrateoftheproposalwhenitwascomparedwithothersimilarapproaches.
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1.INTRodUCTIoN

Aswirelessnetworkisacentreinnovationdevelopedinnewage,theessentialsecuritychallenges
incorporateconsistentcommunicationwithunwaveringqualityinthenetwork.Inawirelessnetwork
withnofoundationwherethereisnobasestationandaccesspoint,thepossibilityofdefenselessness
ismore.Thecellphonesareallowedtomovetowardanypathasyetkeepingupnetworkwithother
portablehubs.Becauseofthisexceptionalnatureofwirelessnetwork,outlineofwirelessnetwork
convention with high security includes in particularly basic. Again, because of dynamic change
in topology, thenetworkchangehappenspowerfully thus thenetwork isdecentralizedandmore
defenselessthanwiredbasednetworkinnumerousangles.

InaspecialwirelessnetworkslikeWSNandMobileAd-hocNetwork(MANET),electronic
devices and gadgets such as tablets, PCs, mobile phones, machines with specially appointed
correspondencecapacityareconnected together tomakea system.MANET is a self-organizing
structureofflexibleswitchesrelatedhostsassociatedbysecludedconnections.Theroutersmove
randomlyandcomposethemselvesaccordingly;alongtheselines,thesystemsremotetopologymay
changequicklyandcapriciously.Inthesetypeofnetworkeachnodeactsasrouterandbecauseof
dynamicchangingtopologytheaccessibilityofhubsisnotgenerallyensured.Itlikewisedoesnot
ensurethatthewaybetweenanytwohubswouldbefreeofpernicioushubs.Theremoteconnection
betweenhubsisexceptionallyvulnerabletoconnectionassaultssuchaspassiveeavesdropping,active
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interfering,etc.Duetoinflexibilityintheinfrastructureofitaffectsthesecurityfeaturewheneverany
kindofextremecomputationisdonetoperformencryption.Soduetothisproblemitisimportant
tobuildasecuredconnectionwhichcanprovidehighsecuritysolutiontoprovidesecuredservices
likeauthentication,confidentiality, integrity,non-repudiationandavailability.Soheresecurity is
providedineachandeverylayer

Wirelessnetworkshaveallaroundrefreshingasoflatebecauseofitsincrediblehighlights,for
example,selfconfigurableworkstationscalledhubsandtheythemselvescandotheirownupkeep
.Therearemanyopensecurityissuesinwirelessnetwork,forexample,itsopendesignofnetwork,
itscommonmedium,theissueofassetlimitations,andalterablenetworktopology.Inthenetwork
layerofthenetworkdifferentattackshappensamiddirectingofthedatapacketsfromonestationto
other.Therearesomespecialattacktypesinwhichroutingtablesarechanged,however,mostofthe
attackstakesplaceonsmartdevicesbecausethereisveryfewsecuritypolicyemployedtoprotect
them.Wirelessnetworkshavegotwellappreciatedinrecentyearsduetoitsfantasticfeaturessuch
asselfconfigurableworkstationscallednodesandtheythemselvescandotheirownmaintenance
.Therearemanyopensecurityissuesinwirelessnetworksuchasitsopenarchitectureofnetwork,
itssharedmedium,theproblemofresourceconstraints,andchangeablenetworktopologyandreal
timeapplications[26].Inthenetworklayerofthenetworkmodelvariousattackstakesplaceduring
routingofthepacketsfromonemobiledevicetoother.Therearesomeforwardingattackswhich
leavetheroutingtablesalone,butchangesthedeliveryofpackets.Duetoanyweaknessofthedesign
oftheunderlyingprotocol,manyattackshappenasaresultofwhichthereisdenialofserviceto
authenticateddevicesandmanyothertypeofproblemstakeplace.

Basicmotivationofourworkisthatwefoundvarioustypesofattacksinwirelesstransmission
andthenweproposedasecuritymechanismtopreventthewirelesstransmissionfromvulnerability
andattacks.Thearticlehasbeenorganisedasfollows.Section2describesRelatedworksection.
Section3describessecuritythreatsinwirelessnetwork.Section4describesmobileagentasameansof
preventionofattack.Section5describestheproposedsecurityprotocolS-RAID.Section6describes
comparativeanalysisandsimulationresultsandatlastsection7concludesthepaper.

2. ReLATed WoRK

Comprehensivereviseandashortre-evaluatehasbeenconductedatthispartofthearticletounderstand
variouscontributionsmadebyeminentresearchersinthisfield.Transmissionofaudiodatawith
securedmechanismhasbeendiscussedinAthulyaandSheeba(2012)wheretheauthorshaveprovided
dualsafetymeasuresbyencryptinganddecryptingtheaudioateachnodeintherouteusingstream
cipheringmethod.SecuritythreatsandtheirpossiblesolutionshavebeendiscussedinMulert,Weich,
andSeah(2012)anditalsofocusesonhowmodificationofdataisdoneusingoptimizationtechnique
forsecurity.Joshi(2011)discussesaboutthevarioussecurityproblemsandhowtopreventthem
whichareadoptedinthenetworklayer.Spoofingattackandtheirpreventiontechniqueshasbeen
discussedinYuseoketal.(2012).Theauthorproposedamodeli.e.PBM(PolicyBasedManagement)
thatdealswith4entitiesinSlavicaetal.(2014)suchasQoS,networkresources,configurationand
security.Ithasdiscussedaboutthevulnerability,challengesandsecurityattacksonad-hocrouting
protocols.Abargainedhubmaydisregardthesecrecyruleofsecurityanduncovervitaldatalike
privateandopenkeys,statusofhub,passwords,idealcoursetoapprovedhubs,geographicareaof
hubsandothercontrolinformationinparcelheaderstounapprovedhubsintroduceinthesystem
(Dhivya,Karthik,&Kumaran,2015).Asecuredon-demandroutingprotocolhasbeenproposedin
Wan,Ren,andGu(2012)thatpreventsvariousattacksinMANETandanotherregressionbasedtrust
modelforMANEThasbeenimplementedinVenkataraman,PushpalathaandRao(20102)thatensures
guaranteedpacketdeliveryinwirelessmedium.MarchangandDatta(2012)proposedalightweight
trustbasedroutingprotocolthatpreventsanyexternalattacksinMANETandamobileagentbased
securedplatformhasbeendesignedbyRathandPattanayak(2017)thatensuresimprovednetwork
lifetimewithbetterthroughputwhencomparedwithothersimilarapproaches.



 

 

9 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/manifold-surveillance-issues-in-wireless-

network-and-the-secured-protocol/241283

Related Content

Using Crowd Sourcing to Analyze Consumers' Response to Privacy Policies

of Online Social Network and Financial Institutions at Micro Level
Shaikha Alduaij, Zhiyuan Chenand Aryya Gangopadhyay (2016). International

Journal of Information Security and Privacy (pp. 41-63).

www.irma-international.org/article/using-crowd-sourcing-to-analyze-consumers-response-to-

privacy-policies-of-online-social-network-and-financial-institutions-at-micro-level/154987

Detailing a Case of Cyber Fraud Through Telephone in Brazil: From the

Choice of Elderly Victims, Spoofing Until Social Engineering Manipulation
Eduardo M. Morgado, João Pedro Albino, Ana Cláudia Pires Ferreira de Lima, Carla

Gonçalves Távoraand Ivany Bucchianico (2023). Exploring Cyber Criminals and Data

Privacy Measures (pp. 253-267).

www.irma-international.org/chapter/detailing-a-case-of-cyber-fraud-through-telephone-in-

brazil/330218

Secure Speaker Recognition using BGN Cryptosystem with Prime Order

Bilinear Group
S. Selva Nidhyananthan,  Prasad M.and  Shantha Selva Kumari R. (2015).

International Journal of Information Security and Privacy (pp. 1-19).

www.irma-international.org/article/secure-speaker-recognition-using-bgn-cryptosystem-with-

prime-order-bilinear-group/153527

Feature Reduction and Optimization of Malware Detection System Using Ant

Colony Optimization and Rough Sets
Ravi Kiran Varma Penmatsa, Akhila Kalidindiand S. Kumar Reddy Mallidi (2020).

International Journal of Information Security and Privacy (pp. 95-114).

www.irma-international.org/article/feature-reduction-and-optimization-of-malware-detection-

system-using-ant-colony-optimization-and-rough-sets/256570

http://www.igi-global.com/article/manifold-surveillance-issues-in-wireless-network-and-the-secured-protocol/241283
http://www.igi-global.com/article/manifold-surveillance-issues-in-wireless-network-and-the-secured-protocol/241283
http://www.igi-global.com/article/manifold-surveillance-issues-in-wireless-network-and-the-secured-protocol/241283
http://www.irma-international.org/article/using-crowd-sourcing-to-analyze-consumers-response-to-privacy-policies-of-online-social-network-and-financial-institutions-at-micro-level/154987
http://www.irma-international.org/article/using-crowd-sourcing-to-analyze-consumers-response-to-privacy-policies-of-online-social-network-and-financial-institutions-at-micro-level/154987
http://www.irma-international.org/chapter/detailing-a-case-of-cyber-fraud-through-telephone-in-brazil/330218
http://www.irma-international.org/chapter/detailing-a-case-of-cyber-fraud-through-telephone-in-brazil/330218
http://www.irma-international.org/article/secure-speaker-recognition-using-bgn-cryptosystem-with-prime-order-bilinear-group/153527
http://www.irma-international.org/article/secure-speaker-recognition-using-bgn-cryptosystem-with-prime-order-bilinear-group/153527
http://www.irma-international.org/article/feature-reduction-and-optimization-of-malware-detection-system-using-ant-colony-optimization-and-rough-sets/256570
http://www.irma-international.org/article/feature-reduction-and-optimization-of-malware-detection-system-using-ant-colony-optimization-and-rough-sets/256570


Data Security in Clinical Trials Using Blockchain Technology
Marta de-Melo-Diogo, Jorge Tavaresand Ângelo Nunes Luís (2023). Research

Anthology on Convergence of Blockchain, Internet of Things, and Security (pp. 607-

625).

www.irma-international.org/chapter/data-security-in-clinical-trials-using-blockchain-

technology/310471

http://www.irma-international.org/chapter/data-security-in-clinical-trials-using-blockchain-technology/310471
http://www.irma-international.org/chapter/data-security-in-clinical-trials-using-blockchain-technology/310471

