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ABSTRACT

Cloudcomputing,alsoknownason-demandcomputing,providesdifferentkindsofservicesforthe
users.Asthenamesuggests,itsincreasingdemandmakesitpronetovariousintrudersaffectingthe
privacyandintegrityofthedatastoredinthecloud.Tocopewiththissituation,intrusiondetection
systems(IDS)areimplementedinthecloud.AneffectiveIDSconstitutesoflesstime-consuming
algorithmwith lessspacecomplexityandhigheraccuracy.Todoso, thenumberof featuresare
reducedwhilemaintainingminimallossofinformation.Inthispaper,theauthorshaveproposeda
modelbywhichthefeaturesareselectedonthebasisofmutualinformationgainamongcorrelated
features.Toachievethis,theyfirstgroupthefeaturesaccordingtothecorrelativity.Thenfromeach
group,thefeatureswiththehighestmutualinformationgainintheirrespectivegroupsareselected.
ThisledthemtoareducedfeaturesetwhichprovidesquicklearningandthusproducesabetterIDS
thatwouldsecurethedatainthecloud.
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INTRoDUCTIoN

CloudcomputingisawidespreadtermforthetransportationofhostedservicesusingtheInternet.
Cloudcomputinghasevolvedasoneofthemostvitaldimensionofthemodernsoftwareindustry
bymakingatransitionfromcomputing-as-a-producttocomputing-as-a-service(Murugesan,2011).
Insteadofsettingupaphysicalinfrastructure,Cloudallowsustohavetheluxuryofusingapplications,
software,platformsetc.asaserviceandonehastopayonlyfortheresourcesheconsumes(Singh
&Jangwal,2012).SinceinaCloudEnvironmentdataarrivesfromdifferentheterogeneoussources
thereforeunderstandingtheassociativevulnerabilitiesistheforemostjobtodo(Grobauer,Walloschek,
&Stöcker,2011)andthen,toprovideawaytomaintaintheintegrity,confidentialityandavailability
oftheincomingandoutgoingdata.Hamlenetal.(Hamlen,Kantarcioglu,Khan,&Thuraisingham,
2010)intheirworkhavediscussedthevarioussecurityissuesoftheCloud.IDSisonesuchsolution
thatprovidesdatasecuritytotheCloudEnvironment.Basedondeployment,IDShavetwomodels,
HostBasedIDS(HIDS)andNetworkBasedIDS(NIDS).HIDSattemptstorecognizeunauthorized,
abnormalbehaviorsonaspecificdevice(Hu,2010).HIDSusesbothAnomalyBasedandMisuse
BasedDetectionTechniquesandplaysaverycompliant role in identifying, logging recordsand
alerting the admin if there is any security issue. Whereas NIDS completely works on Network
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traffic.ItcapturesEthernetPacketsandscansitinrealtimetodecidewhetheritisanattackornot
(Mukherjee,Heberlein,&Levitt,1994).ThenumberofunnecessarygeneratedalertsinAnomaly
BasedIDSwhichcauseshighfalsealarmcanbereducedasdemonstratedbyHacinietal.(Salima
Hacini,ZahiaGuessoum,2013).

Asthenetworktrafficishugeinsizesotheanalysisofpacketsinrealtimeistootime-consuming
phenomenon, hence for better performance of IDS it is incorporated with various data mining
algorithmsextensively(Yanjie,2015).Forfurtherenhancementintheperformancepre-processing
ofdatabecomesinevitablewhichreducesdimensionsquitesignificantly(Said,Stirling,Federolf,
&Barker,2011).FeatureSelectionisoneofthemostwidelyusedpre-processingtechniquewhich
eliminatesirrelevantandhomogeneousfeaturesfromagivenfeatureset(Mladeni,2006).Another
pre-processingtechniqueisClusteringwhichhelpstoeliminateoutliers,noiseandgroupsimilarkind
ofobjects.Objectscanbeeitherinstancesorfeatures(Kryszkiewicz&Skonieczny,2005).Forthe
experimentalpurposetheauthorshaveusedNSL-KDDdatasetfortrainingandtestingpurpose.In
thispaper,initiallyauthorshavedesignedafullyconnectedweightedgraphoffeatures,whereeach
noderepresentsafeature.ThenCoreClustersarecreatedbyremovinginconsistentedges.Later,the
relevantfeatureswhichhavehighMutualInformationValues,areselectedfromeachcoreinorderto
gettheRelevantFeatureSet(RFS).Usingtheabovementionedmethodstheauthorshaveproposed
anAnomalyBasedIntrusionDetectionSystem.

RELATED woRK

Cloudhasbeenaninseparablepartofmoderndaytechnologybecauseofitsfascinatingstorageand
computingcapability.ThereforevariousconventionalservicessuchasMessagingServices,Social
NetworkingServicesareshiftingtowardsCloudPlatform.ShawishandSalama(Shawish&Salama,
2014)gaveaoverviewofCloud’sanatomy,characteristicsandarchitecture.Theyalsocovereda
detailedcomparisonbetweenCloudBasedServicesandExistingServices.ThoughCloudisvery
flexiblebutitisquitevulnerabletovariouskindsofattacks.Toovercomeallthesedatasecurity
issuesvariousIDSsarerequired.AbriefintroductiontoIDSwasproposedbyMohamedetal.(A.
Mohamed,Idris,&Shanmugum,2012).IntheirworktheyreviewedIDS,pointedoutthoseissues
thatappearedduringimplementationofIDSandtherestrictionsintheresearchfieldinIDS.Kumar
etal.(B.S.Kumaretal.,2001)providedanindepthdescriptionofIDSmodelandthevarioustypes
ofintrusioninthesystemandtheircorrespondingpreventiontechniques.LombardiandDiPietro
(Lombardi&DiPietro,2011)provedhowVirtualizationcanbeimplementedtoincreasesecurity
inCloud.Theyproposedanovelarchitecture,AdvancedCloudProtectionSystem(ACPS)thatcan
fruitfullyaudittheintegrityoftheCloudEnvironment.Denning(Denning,1987)developedageneral
purposeIDSframeworkwhichwassystemaswellasenvironmentindependentandconsolidatedthe
factthat,securitybreachescanbeidentifiedbymonitoringsystem’slogofunusualpatterns.Kholidy
andBaiardi(Kholidy&Baiardi,2012)outlinedaframeworktoworkouttheinadequacyofIDS
model.TheyincorporatedbothKnowledge-BasedandBehavior-Basedtechniquestoimprovethe
overallattackhandlingcapability.Lateron,forthebettermentofIDSperformanceinCloud,several
dataminingtechniqueswerealsointroduced.LeeandStolfo(Lee&Stolfo,2000)suggestedamodel
whichwasbasedondataminingalgorithms.ThemodelusedClassification,Meta-Classification,
AssociationandFrequentRuletogeneratefrequentpatternfromauditlogtodetectanomalies.The
resultdisplaysthatthemodelisasgoodasthosesystemswhichweremanualknowledgeapproach
driven.Mohamedetal.(S.Mohamed,Mohamed,&Mokhtar,2017)proposedanIDSmodelusing
ahybridapproachofK-MeansandSequentialMinimalOptimization(SMO)Classification.They
applytheapproachonNSL-KDDdatasetandtheresultshowsthatitbringsdownthefalsealarm
ratequitemagnificentlyandachieveshigheraccuracy.FewDenialsofService(DoS)attackscan
bypassboththeapplicationandoperatingsystemlayerwhichimposesseriousthreats.That’swhy
Taoetal.(Tao,Yang,Peng,&Li,n.d.)proposedaHIDSwhichshowsbetterdetectionrateofDoS
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