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ABSTRACT

The relevance and recompense offered by cloud services make it obligatory for researchers to
addresstheissuesfacedbythisparadigm.Thetwomajorissuesfacedbythisfastgrowingandmost
risingtechnologyofthelastoneandahalfdecadesistrustandsecurity.Althoughtheliteraturehas
witnessedandpracticedalotofmodelsthatcanaddresstheseissues,despitetheefforts,asharp
increasecanbeseenindataleakageincidencesanditsleadstohampertrustoftheconsumersinthe
cloudservicesandserviceproviders.Inordertoremovetheobstaclesthatarehamperingthegrowth
ofthetechnology.Theauthorshavetriedtoworkontheareaswhicharenotyetexploredtosolvethe
trustproblemwhichisanindirectoutcomeofsecuritylapseinstances.Theideaistoutilizethepower
ofcertificationsorimplicationsofthefollowingstandardsorworkingaccordingtotheguidelines
mentioned.Theobjectiveofthisresearcharticleistoanalyzetheserviceproviderontheseaspects
andgenerateitstrustworthiness.
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INTRodUCTIoN

CloudComputing:Thehottestbuzzwordontheinternetandfastestgrowingtechnologyofthedecade
werecoinedsomewheretwodecadesback.ThisParadigmcameinthepicturewhenmajorgiants
likeGoogleandAmazonwantedtodescribeamodelwherepeoplewillusemoreofinternetand
webfortheirITrelatedtasks.Whilebacktrackfromthisperiodyoucanalsotracecoinageofthis
terminthemid-’90swhenNetscapeNavigatorswasinuse.CloudComputinghasbeensearched
around50milliontimesontheinternetandoneofthemostsearchedtopicsonGooglescholaraswell
(Regalado,2011).Thisnewfancytermisactuallybasedonsomefewoldtechnologies.Precursorsof
thistechnologyareTime-sharing,PeertoPeerandclient-servertechnology,GridComputing,Utility
Computing,Virtualization,SOA,etc(Lee-Post&Pakath2014).CloudComputinggainedpopularity
amongmassesbecauseofitsfeatureslikenoupfrontinvestments,lowcost,scalableasperneeds,
easytouseandnomaintenance.(Zhang,Cheng,&BoutabaMay2010).Notonlyfeaturesmakeit’s
better,incomparisonwithothertechnologiesbutitoffersservicesforalmosteveryITrequirement;
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likeIAASforinfrastructurerelatedrequirements,SAASofferssoftwaresolution,PAAScanoffer
variousplatformsaspertheneedofapplications(Takabi,Joshi,&Ahn2010).Exceptforservice,
othercomfortsthattechnologyoffersare:variousdeploymentmodelsasperrequirementsofthe
customers.Like;forextremelysensitivedata:PrivateDeploymentmodel,fornormaldata:Public
deploymentmodel.Combinationofboth(Public&Private)canalsobeusedinthehybriddeployment
Model(Jadeja&Modi2012).Thesepositiveimpactoftechnologyisbeinghamperedduetodata
breachincidences.Despiteanincreaseinthesecuritybudgetforcloudservices,asharprisecanbe
seenindatabreachcasesinthelastyearandthesametrendwillbefollowedinnextfewyears(Data
BreachInTheCloud–2018TrendsThatITProsMustThinkn.d.)(Lewis,2018).Thisupwardtrend
ofdatabreachcasesisnowlivingamarkonTrust.

Trustisconsideredaveryimportantaspectforcloudservicesbecauseofthearchitectureofthe
technology.Thistechnologydeliveredtheservicesfromsomeremotelocationsthatareunderthe
controlofthecloudserviceproviderandpracticallynoteventknowntothecloudserviceconsumer
whenconfidentialdata is in thehandsof someunknownadministrators, theconcernofTRUST
automaticallyarises.Howmuchtrustworthyistheproviderwhoistakingcareofdata?Howconsistent
isthereworkingmethodology?Howreliablearethereemployees?Howsecurearetheirnetwork
boundariesandtheirinternalprocedures?Allthesequestionsgoroundandroundinthemindofthe
cloudconsumers.Asurveyresulthasdeducedthat88%ofthepotentialcloudconsumersareconcern
aboutwhomallcanhaveaccesstotheirdata(Khan&Malluhi2010)?

Therecomestheneedofalegalsystemthatcansafeguardtheconcernsofconsumerswhowant
tousethetechnologyandcontributetothedigitalgrowthofthecountry.Beingthemostpopular
technologynotonly legalsystembut therearemanyprivatebodies thatworkfor thebetterment
ofthetechnologylikeCSCC(CloudSecurityCustomerCouncil),CSIG(CloudSelectIndustry),
STAR(SecurityTrustandAssuranceRegistry)andmanymore.Theseprivatebodiesinconcern
withregionallegalsystemissueguidelines,standardsorcertificationstoprotectconsumersconcern.
It’sistheresponsibilityoftheconsumerstobeupdatedaboutsuchguidelinesandkeepthemonthe
checkbeforeavailingservicesfromanyprovider.Theobjectiveoftheauthorexploresthisangleand
developatoolbaseontheabove-mentionedphenomenonandtrytoevaluatethetrustworthinessof
thecloudprovider.

Inordertoexplainthestrategybeingusedinordertoachievetheobjectiveofthispaper,contents
areorganizedinfollowingsections:LiteratureReviewwillbediscussedtheworkdoneinthisarea
andconcludedwithgapsfindbytheauthors.Thesegapsarethebasicsofobjectivesformation,that
theauthorwouldliketoconcludethroughthispaper.Themethodologywilldiscussthestepstaken
bytheauthorstoattaintheobjective.Implicationsofthestudywillexplainhowthisworkcanhelp
variousstakeholderslinkedwiththecloudcomputingparadigm.FutureScopewillexplorewhatcan
bedoneinthesameareatorefinethecurrentsearch.

LITERATURE REVIEw

Avastliteratureconcerningcloud,itsservices,modelsandfeaturescanbeunderstoodfromvarious
perspectivesthatauthorshavementionedintheirwork(Armbrustetal.,2010;Qianetal.,2009;Lee-
Post&Pakath,2014).Tounderstandthetechnologyindeepitrequiredtogetadeepknowledgeabout
thearchitectureofthetechnology(Jadeja&Modi,2012)andespeciallythearchitectureofIAAS
serviceswhichistheconcernedareasoftheauthors(Moreno-Vozmediano,S.Montero,&Llorente,
2012).Term“Trust”isusedwithdifferentialfields:lifeFinance,Medical,Law,Accounts,Education.
NowanewfieldaddedinthislistisCloud.Itistermedas“CloudTrust”(Huang&Nicol,2013).The
areahasbeenexploredbymanyresearchersandeveryonehasdiscoveredsomenewdimensionsof
theterm.Trusthasdefinedwiththesefourkeywords:Control,Ownership,prevention,andsecurity.
Relationofalltheseinthetrustiswellexplainedthroughanimageprocessingexample.whatis
intherelevanceofthesewordsindatathatissavedinthecloud(Khan&Malluhi,2010).Another



 

 

10 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/certification-attainment---a-gizmo-to-

evaluate-providers-trust/241938

Related Content

Biospheric Reverie: Unraveling Indoor Air Quality Through Bio-Inspired

Textiles, Awareness, and Decision-Making
Rita Komalasari (2024). Intelligent Decision Making Through Bio-Inspired

Optimization (pp. 227-244).

www.irma-international.org/chapter/biospheric-reverie/344571

Overview on Incorporating Computer-Aided Diagnosis Systems for

Dementia: Early Detection of Alzheimer's Disease
Vania Karami, Giulio Nittari, Sara Karamiand Seyed Massood Nabavi (2023).

Exploring Future Opportunities of Brain-Inspired Artificial Intelligence (pp. 67-83).

www.irma-international.org/chapter/overview-on-incorporating-computer-aided-diagnosis-

systems-for-dementia/320610

Trans-Canada Slimeways: Slime Mould Imitates the Canadian Transport

Network
Andrew Adamatzkyand Selim G. Akl (2011). International Journal of Natural

Computing Research (pp. 31-46).

www.irma-international.org/article/trans-canada-slimeways/72693

Recognition of Historical Handwritten Kannada Characters Using Local

Binary Pattern Features
 Thippeswamy G.and  Chandrakala H. T. (2020). International Journal of Natural

Computing Research (pp. 1-15).

www.irma-international.org/article/recognition-of-historical-handwritten-kannada-characters-

using-local-binary-pattern-features/258957

T-Whale: Trust and Whale Optimization Model for Secure Routing in Mobile

Ad-Hoc Network
Ch.Ram Mohanand A. Venugopal Reddy (2018). International Journal of Artificial Life

Research (pp. 67-79).

www.irma-international.org/article/t-whale/227074

http://www.igi-global.com/article/certification-attainment---a-gizmo-to-evaluate-providers-trust/241938
http://www.igi-global.com/article/certification-attainment---a-gizmo-to-evaluate-providers-trust/241938
http://www.igi-global.com/article/certification-attainment---a-gizmo-to-evaluate-providers-trust/241938
http://www.irma-international.org/chapter/biospheric-reverie/344571
http://www.irma-international.org/chapter/overview-on-incorporating-computer-aided-diagnosis-systems-for-dementia/320610
http://www.irma-international.org/chapter/overview-on-incorporating-computer-aided-diagnosis-systems-for-dementia/320610
http://www.irma-international.org/article/trans-canada-slimeways/72693
http://www.irma-international.org/article/recognition-of-historical-handwritten-kannada-characters-using-local-binary-pattern-features/258957
http://www.irma-international.org/article/recognition-of-historical-handwritten-kannada-characters-using-local-binary-pattern-features/258957
http://www.irma-international.org/article/t-whale/227074

