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ABSTRACT

Softwareriskmanagementinvolvestheprocessofpriorrecognitionandtheassessmentofvulnerabilities
withtheclassificationapproachsothattheriskavoidancemechanismcanbeimplemented.Itincludes
oneofthekeyfactorsinsoftwareprojectmanagementwiththegoaltoimprovequalityaswellas
theavoidanceofvulnerabilities.Thetermdefectreferstotheimperfectionthatmayarisebecause
ofreasonsincludingprogrammers’skills,lackofsuitabletestingstrategies,andmanyothers.When
thereisdifferenceinactualandexpectedresultormeetingthewrongrequirementitiscalledadefect
anditformsthebasisofriskescalationinthesoftwareproject,whichisobviouslynotacceptedin
anytypeofdeployment.Tomakesoftwarereliable,thesoftwareshouldberisk-freefromanytype
ofvulnerability factor.Alongwithreliability,another issue thathasarisen issoftwarequality in
whichtheassociatedfactoriswithsoftwareriskmanagement.Thequalityofsoftwareistoreduce
theoccurrenceofrisksanddefectswiththeobjectivetoproduceeffectivevaluedsoftware.
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1. INTRodUCTIoN

SoftwareRiskManagement(Boehmetal.,1997)isoneoftheprominentdomainsofresearchin
softwareengineeringwhichincludestheprioridentification,processingandmanagementofrisks
andvulnerabilitiesassociatedinthesoftwaredevelopment.

SoftwareDefectPrediction(Fenton,1999)insoftwareengineeringusedtopredictthedeformity
inthesoftwaremodule.Numbersofdefectarepresentduringthedevelopmentorafterthedelivery
ofsoftwaremodule.Toobtainhighqualitysoftwarethepredictionprocessisfollowedtopredictto
thedefects.Theneedofobtaininghighqualitysoftwareistogaincustomerloyalty(Offutt,2002).

Fewbigorganizationsareusingthispredictionprocessastheyreleasetheirsoftwareandsoftware
versionsfrequentlyandtheyhavelesstimesoinsteadofmanuallypredictingthedefectstheyuse
softwaredeformityprocess(Figure1).
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Tables1and2presentanassortmentofattributesofthesoftwareriskwiththedetailsonthe
real-worldprojectswiththeassociatedfeatures.

Impactvalues:

1. Catastrophic
2. Critical
3. Marginal
4. Negligible

Basedontheriskprofileinthesoftwareprojects(Figure2),McFarlanclassifiestheprojectinto
eighttypes(Table3).

Figure 1. Software project risks (Wallace et al., 2004)

Table 1. Software risk attributes (Keil et al., 1998)

Risk Attribute Perspective

Productsize Risksassociatedwiththeoverallsizeofthesoftwaretobebuiltormodified.

Businessimpact Risksassociatedwithconstraintsimposedbymanagementorthemarketplace.

Customercharacteristics Risksassociatedwiththesophisticationofthecustomerandthedeveloper’s
abilitytocommunicatewiththecustomerinatimelymanner.

Processdefinition Risksassociatedwiththedegreetowhichthesoftwareprocesshasbeen
definedandisfollowedbythedevelopmentorganization.

Developmentenvironment Risksassociatedwiththeavailabilityandqualityofthetoolstobeusedtobuild
theproduct.

Technologytobebuilt Risksassociatedwiththecomplexityofthesystemtobebuiltandthe
“newness”ofthetechnologythatispackagedbythesystem.

Staffsizeandexperience Risksassociatedwiththeoveralltechnicalandprojectexperienceofthe
softwareengineerswhowilldothework.
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